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1. Introduction
BackupAssist is specifically designed to take the hassle out of tape backups by:

1. Automatically starting backups when you want them to be started.

2. Providing quick and easy setup for a range of tape rotation strategies.

3. Automatically emailing reminders to change the tape and perform drive maintenance so you can stick to your strategy
4. Automatically emailing backup reports so you know when backups have been successful, and when they haven't.
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Figure 1: BackupAssist Administrative Console View

Using BackupAssist will save you and your organization time and money, and more importantly, better protect you from the disaster
of data loss.

Before you begin

1. Make sure that your tape drive is installed and has been detected by Windows. Most often this Windows will automatically detect
and install drivers for your tape drive, but if not, you may need to install the drivers that came with the tape drive. If you have
been using other third party backup software, you may need to uninstall and reinstall these drivers.

2. Make sure that you don’t have any other backup software installed on the machine (other than NTbackup and BackupAssist!).
Other backup software can interfere with the operation of BackupAssist.

3. Make sure that you do not already have tasks scheduled to perform backups through the Windows Task Scheduler. Existing
backups that are scheduled to run at the same time as BackupAssist will interfere with BackupAssist.

BackupAssist o backiaeaiet comed Introduction W Pg.2

www.backupassist.com/education/




QUICK START GUIDE

BackupAssist

HEECO

Windows® Backup Made Easy!

2. Installation and Configuration Wizard

The installation process is simplified through the Install Wizard and Configuration Wizard. Installation and setup should take no

longer than 15 minutes.
To set up BackupAssist on your system:

1. Download the setup program from the BackupAssist website.
2. Run the setup program, and install BackupAssist
3

Run the BackupAssist Administration Console. As this is the first time the program has been run, the BackupAssist Configuration
Wizard will appear, and guide you through the initial configuration.
4. After initial configuration is complete, perform a test backup to ensure that the backup is performed properly on your hardware.

BackupAssist Configuration Wizard

website:

Welcome to the BackupAssist Configuration Wizard

Thiz wizard helps vou configure Backupdssist.

You'llbe able ta set up the major settings such as pour
operating spstem, backup scheme. and automated emails.

The zettings you enter in this wizard can alsa be changed
at a later date in the Administration Console.

You may also like to refer to the Backupéssist Quick Start
Guide, which is downloadable from the Backupdssist

vowws. Backupdssist com

Before we begin, please verify pour operating spsterm and system language;

7 Windows NT 4.0

" Windows 2000 or SBS 2000

@ Windaws XF

7 Windows Server 2003 or SBS 2003

System language:

|Engich =l

< Back Close

Figure 2: BackupAssist Configuration Wizard

Recommended Configuration

2.1 Backup Scheme Selection

We strongly recommend choosing the best scheme you can afford. This means investing in backup media. A media pool of 10-14
tapes may cost hundreds of dollars, but considering the potential cost of data loss, a good media pool is a worthwhile investment.

We also recommend storing weekly, monthly, quarterly and yearly tapes offsite to protect against robbery/fire. We also recommend
that quarterly and yearly tapes be archived (not overwritten, but taken out of the media pool) to provide permanent data storage.

Basic Scheme
For: small organisations who need a basic backup.
Advantages: only 5 backup tapes required
Disadvantages: backup pool is limited, and data loss must be detected
within 5 days for the backups to be useful.

Backup pool:
- Monday, Tuesday, Wednesday, Thursday, Friday

Intermediate
For: schools, universities and organisations who need a basic backup and
a range of archives.
Advantages: good archiving of backups, whilst only requiring 10 tapes
Disadvantages: backup pool is limited to the last quarter.

Backup pool:

- Quarter (first Monday of each quarter)

- Month (first Monday of each month)

- Week 2, Week 3, Week 4, Week 5 (respective Mondays of month)
- Tuesday, Wednesday, Thursday, Friday

Professional
For: professional organisations needing a powerful backup scheme.
Advantages: great range of backups, with yearly and quarterly archives
Disadvantages: requires 14 tapes, plus one per year for archiving.

Backup pool:

- Yearly (first Monday of each year)

- Quarter 2, Quarter 3, Quarter 4 (first Monday of each quarter)

- Month 2, Month 3 (first Monday of months in quarter)

- Week 2, Week 3, Week 4, Week 5 (respective Mondays of month)
- Tuesday, Wednesday, Thursday, Friday

Grandfather/Father/Son

For: professional organisations needing a powerful backup scheme.

Advantages: excellent archiving of backups, yearly and monthly archives

Disadvantages: requires 20 tapes (22 including weekends), plus one per

year for archiving.

Backup pool:

- Yearly (first Monday of each year)

- February, March, April, May, June, July, August, September, October,
November, December, (first Monday of month)

- Week 2, Week 3, Week 4, Week 5, (respective Mondays of month)

- Tuesday, Wednesday, Thursday, Friday, plus optional Saturday and Sun-
day tapes

For more information visit

BackupAssist

www.backupassist.com/education/
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2.2 Backup media options

Most organizations run their tape backup device on the file server. For maximum protection, we recommend backing up the entire
server and file system, together with the system state (or registry).

Also ensure that the data to be backed up will fit onto a single tape. Backups are typically performed unattended at night, so it is
generally not practical to switch tapes if you run out of room on one backup tape.

Backup#ssist Configuration Wizard 45[

Backup Settings st B ackupdssist com
Chioose your backup settings @ BaCkUpASSiSt
Backupto % Tape: 1 File:  DVD /CD
Device: IQuantum Yalue DLTtape(tm] DLT WS160 Drive j
Welcome .
Mediapock [DLT =l
Schedule and @) How dol obtain these values? Advanced tape diive setin
rotation scheme i~ Hardware campression where supported by your tape diive]
Directories and ¥ Backup syster state [reccrmmended] [¥ Weiity backup frecommendsd)
Hestibackon I~ Runarstensioning program after the backup:
Retension program: | _I

[Retertioning is generslly only required by Travan tape dives]

‘What if my tape drive is not listed above?

The tape devices listed sbave are nbtained diecty from the Windows operaling system. |f your
“device is not listed, it means that the drivers for pour tape diive have not been inctalled.

Flease note: if another tape backup software product is msralbd it may interfere vaith
Backupdssist, Uninstal it first, and ther install the drivers that were supplied with your tape drive, ar
check your mariufacturer‘s web ite for the \atast'_ ers and fimwars updatgs

IFit still does not appear, click on the "Holw do| obtain thess values?" link, and follow the
instructions to enter the Device and Media pool marually.

o
(o)
o
®
®
()
([ )
e
®

4 Back Lloze

Figure 3: Backup settings

2.3 Backup Notification and Alert

We strongly recommended using the email feature. All that is required is access to a SMTP server.

The system administrator should receive backup report emails to monitor backup procedure. This means that if a backup error
occurs, the administrator will be informed of it! If no email is received, then the administrator knows that the machine was down at

the time (crash / power failure), or some other problem prevented a backup from being performed, and an investigation is required.

We also recommend that reminder emails be sent to the appropriate person (secretary / office administrator) to minimize the
possibility of human error in the backup process.

Backup#ssist Configuration Wizard 45[
Ml vt st B ackupdssist com
Enter in your mail [SMTF) server details @ BaCkUpASSiSt

Configuratian VWizard

BackupAssist can send out emails to notify you of backup results, and ta remind your
technician ¢ affice administrator to place a tape in the tape drive.

Q Welcome Ta use this feature, your computer must have access to a SMTP (mail] server.
@ Schedule and
totation scheme Do you wish to activate the email featuie? o+ “Yes
Q© Directories and ~ No
files to backup
@ Backup options f.E‘MTF-,SéN?K |baCkupassist.com Port: |25
[V SMTP Server iequires authentication
@® ! Usemname: |&dministator
Password: =
® o
Backupéssist emails come fram this person:
o Mame: IBackupAsslst oh MyServer
E-m@ili IPelerDan@backupassist.con’]
(]
Advanced: communication method [change onl if you are having problems
@ Firish -sending emailz, ar if requested by technical suppart]
INolmaI j
< Back | Hext > | Close

Figure 4: Email notification set up
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2.4 Backup User ldentity

Most installations can run the backup process as the local administrator. However, if you are backing up files from another machine
(e.g.. from a shared directory on another file server), then you will need to ensure that the backup runs under the identity of a user
that has permissions to access those files.

Most commonly, running as the Administrator of your domain will suffice.

Backup#ssist Configuration Wizard ‘ﬁl

Backup uzer identity i B ackupd ssist ?Dm
Enter in the uzermame and paseword of the backup user @ BackupAssmt

Pleasa enter the name and passwcvtd of the identity of the backup user, The béckup
processes wil iLn ag if this user is pertorming the backup, as if the user was loaged in and
perfoiming the backup matiually,

Mail recipient

seltings

1t you are installing BackupAssist on a domain controller::
Enterin the name of your domain in the ! ‘Damairt” selection above. I pour domain
zouldrt be auto-detected. pou should type it in.
Prepar If you are installing BackupAssist on a workstation or standalone computer:
backy To usa alocal account for the backup - sntet in the nams of yaur computer.
T s a domain account for the backup - enter inthe name of your domain

O Welcome
Note: for most installations. this should be the Administrator user.
© Schedule and However. if you are backing up files from restricted dlrecloﬂes of from shared directories on
rotation scheme ather: machmes you may have to create: a&pemal hac:kup Uger l'hat has access puvﬂeges to.
these directariss; This user should akso be pa[r of the Administratars group, to have access to
Q© Diectories and the backup hardware (Backup Operators group on Win2000).
files to backup
© Backup options User. |Administrato| Run User Manager...
Darmair: sz below] [PACIFIC |
Q Mail zerver seltings i e I xxxxxx This user should have a
: | pasaword that niever
Corfirm pagsword: e expites:
®
(]
()

IF this still doesn’t work. tiy deleting the Doman entry (leaving it blank].

< Back | Mest > | Close

Figure 5: Choosing the Backup User ldentity

2.5 Prepare tapes for backup

If your tapes have been used with backup programs other than BackupAssist and Ntbackup you will need to prepare your tapes for
use with BackupAssist. Insert each tape in tum and click on the Prepare the tape for backup option. This preparation does not label
the tape, but will erase it's contents and move it to the ‘free media pool’ where BackupAssist will be able to access it.

If your tapes are new, or you have only ever used them with Ntbackup or BackupAssist, you can safely skip this step.

Backup#ssist Configuration Wizard 45[
Piepare tapes st B ackupdssist com
Prepare your tapes for the backup process @ BaCkUDASSiSt

‘ol should prepare your tapes for Lse with Windows Backup before perfarming any backups. Each
tape will only have to be prepared ance.
To prepare a tape: 1. Insert into tape dive, and wait for itta finish loading

2 Click o the following fink: are the tape for backug
Grehe il and Repeat this process for all the tapes that you wish ta prepars, I¥ Eiecttaps after preparation
rotation scheme

Welcome

- Tape preparation status

Directories and
files to backup

‘Connect ta tape libran
Backup options ngfn[ﬁq tape in'\ieijt:ﬁr_y_
Mail server setlings Dietect inserled tape

Mail recipient Ftndliseem b
settings . =
Fresing tape for backup.
Backup user B
KiEniNy Reewindng and ejscting tape

@ 8 O 0 O 0 0 0 ©O

< Back Close

Figure 6: Tape preparation
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3. What should I do after configuration?

3.1 Modify timing and perform a test backup

By default backups will be performed at midnight each night. You may wish to change this to an earlier time particularly if your
backups take a long time to run. This setting can be modified in the schedule tab.

Perform a test backup by selecting the Tools tab in the Administration Console, and clicking the “Perform Test Backup” link.

1. Backup Job - Daily T 5 |E||1|
~ Prepare new tapes for backup
E Any time you heed to introduce new media inta your media pool, vou should prepare the new media to
ensure that it iz readable
Descrlp.tlon This especially applies to any tapes that have been used by other backup software
L)
= FPrepare media for use with Backupdssist
L ~ Perform test backup
| Performing a test backup will instiuct the Backupdssist service to mn a backup with vour curent settings, in the:
L same way az it performs scheduled backups.
I,:'_’L‘ Itis recommended that you perform a test backup any time pou change it |
___1 wvou backup settings. ‘Peiform test backup now
Files & Dirs

ﬁ - Perform specific backup not
(=]

“You can manually start & backup that's scheduled for a specific date:

Exchange
This can be usedto: - Rerun a previous backup operatior that failed
@ - Start & future backup operation now
S0 Server Select the date of your specific backup and click the link below to start the backup operation
2
3= Monday . 7 Movember 2005 j Start specific backup now
Motfications This backup is originally scheduled torun st Monday, 7 November 2005 11:55:00 PM
@ Label:  Movember Mode: Ovenrite
ARt Eject after backup:  ‘es Methad: — Full
‘ Toals

Figure 7: Test Backup

Please Note: test backups can take a long time depending on the amount of data backed up and the speed of your tape drive. If
you don’'t have the time to do a full backup now, you can go to the Files & Dirs tab and select a small sample folder to backup
instead. Remember to set the Files & Dirs back to normal after the test backup is complete!

3.2 Label your media pool
The labels that you should physically write onto your tapes can be obtained from the “Backup Pool” tab when viewing Schemes in
the Administration Console. That way when you receive a reminder message you will be able to identify the right tape to put in.

1+ Backup Job - Daily _l_l- =] i{
~ Seheduling and rofation scheme
J Media ratation scheme: ICustom - design vour own scheme [for experts) j tore options ..
Description Time to_ peifarm backupi_' |11-59-DD P aj on the scheduled d.?_u
Modify pour custom scherme Custornize tape labels
Scheme dascription I Calendar wiew
The backup pool for the scheme containg the following tapes. Please ensure that pour tapes are
labelled accordingly. : ) ) - : :
Year =
February
Files & Dirs March
e Al
@
— June
Exchange. July
August
S eptember
October
S0 Server Mowember
~ Drecernber
= ik 2
‘wieek 3
MokiFicati wieek 4
ER ks ‘wWeek 5
Tuesday
wWednesday
fdvanced Thursday
H Friday _I
Tools

Figure 8: Media labels for your tapes
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3.3 Set up and test notification emails
Reminder messages are sent at midday by default, you might want to change this setting, depending on your office hours. The time

for reminder messages can be modified in the Notifications tab.

On this page you can also set up a maintenance message to remind you to run a cleaning tape through the drive. Change the
timing of this message using the ‘Change scheduling’ option in the lower right.

Once you have set up the notifications to your satisfaction, click on ‘Send test reminder notifications now' and make sure that you
receive the test email.

i+ Backup Job - Daily 5 IEllii

~ Reminder Motifications
On days where atape change is tequired, BackupAssist can notify one or mons people to perfom the tape change
= via email or a nehwork m_ia__s‘sgge_ popUp. This ensures that your tape !D;atiun slr‘éfg'gg_:l ie fbllijwﬁ_t_l:accumggl ),
Desctiption ¥ Email reminders - email a reminder message to your designated email address(es)  Setup emal addresses.
- X ! : :
@ I Network broadcast - send the reminder message via a network broadcast Setup broadoasting...
Options Send reminder messages at | 12:00:00 PM :J on the days when a tape change is required.
Gend test reminder nolifications nov:
Schedule
= ~ Backup Report Motif 3
] After a backup is complete, Backupdssist can natifu wou of the results of the backup in the following ways:
Files & Dirs Jv Email repart Ing - email the backup repott to your designated email address(es]  Setup small addresses.
ﬁ I Puint report log - send the backup report to your selected printer(s) Select printers .
Exchange.
— Maintenance Motification
Backupfssist can emai a maintenance message such as instiuctions to insert & cleaning tape inta the tape drive:
sl Sery SR
Q;L'_;r = ¥ Email maintenance messages to your designated email address(es] Setup email addiesses
é ':;) Subject: |Tape Drive Cleating S
Motifications Message: [Please run a cleaning tape through the drive] st Mon12:00
Advanced
W Change scheduling...
Tools - i

Figure 9: Notification emails

One of the key advantages of using BackupAssist over scheduled tasks is the automatic emailing of backup reports. This enables
the administrator to examine the status of each backup, without manually having to check the logs.

The administrator should review each report for any errors.

If a report is not emailed then one of the following occurred:

The tape backup machine was down (crash / power failure)
The SMTP (mail) server was down, or could not be reached, to send the status email
BackupAssist failed to run the backup as scheduled

In this scenario, the administrator should investigate the backup logs to see whether the backup was run or not, and take corrective
action if necessary.

What do | do now?

You're finished! All that remains is to keep an eye on the report emails to make sure the backups are working, and to change the
tapes when you get the reminder emails. We would suggest looking at the first couple of backup log files that are sent the email to
make sure that everything that you need up is being backed up.

If you have any problems, issues or questions on BackupAssist first have a look at the FAQ on the last page of this guide. If that
doesn’t address your concern, feel free to email support@backupassist.com, and we’ll do our best to help you out.

We hope you enjoy many years of trouble free backups with BackupAssist... Windows backup made easy!
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4. Frequently Asked Questions

What format will my backup media be in?
Standard Windows backup format. BackupAssist uses Windows' Backup utility to perform the backups, so your tapes will be in
the standard backup format. No proprietary software is needed to use the tapes.

How do | restore data?

Simply restore data from your tapes using the Windows Backup program, as you would do if the backups were performed manually.
No special processes are required.

Please note: restoration should be performed by qualified technical personnel.

Can | use tapes that have been previously used by other backup programs?

Yes. The last step in the configuration wizard allows you to prepare tapes for use with Windows Backup (and you can also do this
any time after installation using the BackupAssist™ administration console).

Note that you only need to prepare each tape once. Once it's been prepared, then it will be fine for use.

I need to run additional tasks before and after the backup - can BackupAssist™ do this?
Yes - absolutely. We provide the facility to run programs before and after the backup - they're called the Pre-backup script and
Post-backup script. You can set them up in the Advanced section of the BackupAssist™ Administration Console.

I need to map network drives for a backup. Where do | set up the mapped drives?

Go to the Advanced tab in the Administration Console. There you can add drives to map for the backup operation. You can also
choose to import the currently mapped drives - this will add all the currently mapped drives into the list.

Note: to ensure that a mapped drive can be backed up, you must add it to the list.

What should a system administrator do once BackupAssist™ is set up?

There's not much that a system administrator should do, as the idea of BackupAssist™ is to make the backup process an automatic,
self-managing process. However, it is necessary that the system administrator check the emailed backup reports to ensure that
the backup is performed successfully each night.

What types of backup does it support?
Full, Differential, Copy, Daily and Incremental backups are supported.

Do I have to use one of the predefined schemes?
No - Custom schemes can be used if you need the flexibility of designing your own backup schedule and rotation strategy.

What level of support does BackupAssist provide for open files?
The level of open file support (OFS) provided in BackupAssist varies based on operating system:

Operating system OFS on local disks OFS on network disks

Windows 2003 Server Full support Basic for all network drives
Windows XP Pro Full support Basic for all network drives
Windows 2000 Basic support Basic for mapped network drives

Windows NT Basic support Basic for mapped network drives

Full support - complete backup of open files, including all locked files, maintaining data consistency

Basic support - open files locked with a shared lock or no lock are copied and backed up after the main
backup. Files with an exclusive lock cannot be copied or backed up. Exclusively locked files are typically
SQL Server or Exchange data files. SQL Server can be backed up using our optional add-on module.

BackupASSISt For more information visit FAQ . Pg . 8
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