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Windows” Backup Made Easy!
o

Exchange Mailbox Add-on

Using the BackupAssist Exchange Mailbox Add-on to achieve brick-level backups of
Exchange 2000 and 2003 Servers.
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Introduction and Overview

1.1 What does the Exchange Mailbox Add-on do?

The BackupAssist Exchange Mailbox Add-on is primarily used to achieve brick-level backups of your Microsoft Exchange
Server. The add-on does this by extracting Exchange Server mail data to separate .PST files, which can be then be
manually read by Microsoft Outlook, or re-imported back into your Exchange Server. These extracted .PST files can also be
copied to your intended backup device: tape, CD/DVD, hard disk, etc.

A separate .PST file is created for each Exchange user’s mailbox, making for simple and rapid restoration of user’s
individual or group emails, calendar, tasks, notes, contacts or entire mailboxes. As Mailboxs are stored in Microsoft’s PST
format, they can be easily opened with Outlook and not locked into any vendor’s proprietary formats.

The add-on also provides automatic grouping and storage of emails by date, allowing you to sort your mail into separate
folders by year, quarter, or month. This is especially useful for compliance and legal scenarios where you may need to
produce separate archives of your mail data for designated time periods.

The best part of the Exchange Mailbox Add-on: it's all automated for you. Input your mail server settings; configure a few

simple options; perform an initial export of your mail data; and BackupAssist will take care of the rest, automatically
appending incremental backups of new mail data for each day as specified within your defined backup schedule.

1.2 Who needs the Exchange Mailbox Add-on?

The following table describes where the add-on is best utilized:

Where to use the add-on

To restore individual items that have been - To restore a complete exchange server — restore the
inadvertently changed or deleted. entire Information Store from your main Exchange
To bulk-restore messages, with filtering options backup instead

such as date, mailbox, message subject, etc. - To restore public folders — only private mailboxes are
To retain a historical library of your emails, which backed up using the Exchange Mailbox add-on

can also be taken and stored offsite or viewed

offline.

Supported platforms for the add-on: Microsoft Exchange Server 2000 and Exchange Server 2003.

1.3 Comparison matrix

The following table highlights the different configurations of BackupAssist that are available:

BackupAssist + Exchange
Mailbox add-on

BackupAssist

Information Store Backup P P

Private Mailbox O P

Restore Options

Restore Options
Full restore or your Exchange . .
Individual item restore
Server

www.BackupAssist.com Exchange Mailbox Add-on [l Pg.2
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Features and Benefits

2.1 Core advantages of the BackupAssist Exchange Mailbox add-on

Non-proprietary format

storage for mail data

The Exchange Mailbox add-on
stores your mailbox data in PST
format, which is a well recognized
standard, making you mail data
readily accessible, and not locked

within any proprietary format.

For example: imagine you’re in
court 7 years from now, and have
to produce emails as a form of
evidence. Unfortunately, your mail
data was backed up using a third-
party application and your backups
are locked within the vendor’s

proprietary format.

This creates the problem of
needing the original backup
software installed to be able to
simply access your data to perform
a restore. What happens if you
have lost the installation CD for the
backup software, or your original
license key information? Or what

if the backup software company is
no longer in business and you can't

get any support?

It's far less risky to simply store
your backups in non-proprietary
formats that any Windows based
machine can read. This is precisely
the approach that BackupAssist

takes.

Intelligent grouping of emails
into separate folders

The Exchange Mailbox add-on allows you
to group your mailbox data within
separate folders for easy archiving.

PST file can easily be stored within
separate folders sorted by either year,
quarter or month. This is especially useful
for compliance and legal scenarios where

forensic archiving is required.

Separating your mailbox data into
separate folders also makes it far easier to
manage your Mailboxs and reduces the
size of each individual PST file, as each file
only includes mail data from a specific

time period.

You can read more about grouping within
the section entitled “3.2 The grouping
and archiving of your mailbox data”

on page 7.

With a combination of the Exchange
Mailbox add-on and some basic
scripts your PST Mailboxs can be
written to CD/DVDs or transferred
to remote servers, such as a FTP

server.

For example: if you utilized the
grouping option to sort your mail
data by month, you could then
archive the backup of your PST files
each month to writable media and
store this backup offsite as a
complete record of all emails for

any given month.

www.BackupAssist.com
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2.2 Key features and benefits of the add-on

The following table highlights the key features of the Exchange Mailbox add-on and the benefits of each feature:

Feature Benefits

P Brick-level backup of Exchange data

Achieve automated brick-level backup of Exchange data to

backup user’s individual mailboxes.

P Smarter implementation makes daily

backups fast

After an initial export of existing mail data to separate PST
files (one per mailbox), BackupAssist will then automatically
schedule daily exports which intelligently merge or append
only new mail data into these files. This is similar to a daily
incremental and is much faster than traditional methods

because only new data is exported.

P Simple and rapid restoration of Exchange
data

A separate .PST file is created for each Exchange user’s
mailbox, making for simple and rapid restoration of user’s
individual or group emails, calendar, tasks, notes, contacts or

entire mailboxes.

P No proprietary formats

PST is a well recognized file format, and users can open the
files easily in Outlook. This means that email data is not locked

within other vendors’ proprietary formats.

P Easy grouping and storage of emails

PST files of mail data can be easily stored within separate
folders and sorted by either year, quarter or month. This is
especially useful for compliance and legal scenarios where

forensic archiving is required.

P Extra protection for deleted items

Mailboxs go beyond a standard “snapshot” backup.

Each separate PST file is the cumulative total of all emails
sent/received over a given time period and not just a
“snapshot” of each individual mailbox at particular point in
time.

This solves many scenarios that arise when a user realizes
they deleted an email weeks or months after they actually
deleted it.

P External storage of mail data

Exchange mailbox PST files can be backed up to External

Storage media such as tape, optical, or hard disk.

P Archive mail data to writeable media or FTP

Using basic scripts PST files can be written to CD/DVDs or

transferred to remote servers, such as a FTP server.

P A range of recovery options

Automated recovery - Administrators can use the Microsoft
Mailbox Merge Wizard (ExMerge) to merge back deleted
emails, with powerful filters (date, attachment, subject, etc).
Manual recovery - Allow individual users to open the PST files
in Outlook and drag and drop items back into the relevant

folders.

www.BackupAssist.com
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2.3 Brick-level backup: advantages and disadvantages

The following table highlights the advantages and disadvantages of performing brick-level backup of your Exchange Server:

Advantages of brick-level backup Disadvantages of brick-level backup
Simple and rapid recovery of individual users’ - You will require more storage space to store the brick-
personal or group emails, calendars, tasks, level backups.
notes, contacts, or entire mailboxes. - Only private mailboxes are backed up, not public folders.
Smart implementation makes the daily backup - Brick level backups are not a replacement for a backup of
of new emails fast. Exchange Server (e.g. Using BackupAssist) — it is instead
The mailbox export process is logged and an extra level of protection and convenience.
combined in the overall BackupAssist report so - You lose the advantages of single-instance data storage —
you are informed of each backup’s results. for example if an email attachment is sent to 5 users,
PST is a well recognized file format, and users Exchange’s single-instance data store stores it only once,
can open the files easily in Outlook. but a brick-level backup would store it 5 times — once in
The Mailbox is in effect a “second copy” of your each user’s Mailbox.
email data for added security and redundancy.

www.BackupAssist.com Exchange Mailbox Add-on [ Pg.5
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How the Add-on Works

3.1 How the export of mail data is achieved

The BackupAssist Exchange Mailbox add-on performs brick-level backups of users’ mailboxes by using the facilities provided

in the Microsoft Exchange Mailbox Merge Wizard, ExMerge.

When you first use the add-on, it is recommended that you perform a manual export of your selected mailboxes to separate
PST files. After this initial export, BackupAssist will automatically schedule frequent exports of mail data according to the
schedule you have defined. These automatic exports merge or append only new mail data into the existing PST files on the
specified hard disk location. This process is similar to the concept of a daily incremental backup where only data created
since the last backup is extracted and copied. The daily export of mail data extremely fast because only new data is
exported. This brick-level backup of your Exchange Server is also integrated within your daily backup job and the result of

each day’s Mailbox is included within your backup report and emailed to you.

The below diagram gives you an overview of how the add-on works:

Initial Export

Mail data extracted from the Each mailbox data is stored on
Exchange Server disk within a separate PST file
—>
. . Fred.pst
Microsoft BackupAssist % Ti p?
Exchange Server Exchange E :m._ps
Mailbox Add-on David.pst
Daily Backups
New mail is processed by BackupAssist appends new mail
BackupAssist each day each day to the existing PST files
Jan 2nd, 2006
]ﬁ Fred.pst
Jan 3nd, 2006 2 ]ﬁ
- / BackupAssist Tim.pst
() Jan 4th, 2006 Exchange '
Mailbox Add-on l E] David.pst

—~% Jan 5th, 2006
Q Only new data is

exported each day,
which makes daily
backups fast.
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3.2 The grouping and archiving of your mailbox data

The Exchange Mailbox add-on has an option that allow you to define a grouping method for storing your mail data on disk.
This preference lets you to archive and store mail data within separate folders for different time periods. You can sort your
PST files by either month, quarter, year, or simply as a single set. The grouping method option makes it far easier to locate

mail data from specific dates and can also be utilized for archiving purposes.

For example: you could opt to group your mail data by month and then archive the backup of your PSTs each month to a

writable DVD disc and store this backup offsite as a complete record of all emails for any given month.

The following diagram illustrates how the mail data is stored:

Grouping Options

Single
|| u:\ExchangeMailbox\

Fred.pst
Tim.pst All email

David.pst

Month

l:] U:\ExchangeMailbox\2006-01\

.';::Idp‘;ft January 2006
David.pst email only

|| Us\ExchangeMailbox\2006-02\
Fred.pst
Tim.pst February 2006
David.pst email only

l:] U:\ExchangeMailbox\2006-03\

Quarter

|| U:\ExchangeMailbox\2006-Q1\

Fred.pst January -
Tim.pst March 2006
David.pst email only

|:| U:\ExchangeMailbox\2006-Q2\

Fred.pst April - June
Tim.pst 2006 email
David.pst only

|:l U:\ExchangeMailbox\2006-Q3\

Year

|_| U:\ExchangeMailbox\2005\
Fred.pst X
Tim.pst All 2005 email
David.pst only

I:, U:\ExchangeMailbox\2006\

Fred.pst .
Tim.pst } A"|2006 email
David.pst J °"Y

Fred.pst Fred.pst July -
Tim.pst (K0 200 Tim.pst September
David.pst J emailonly David.pst J 2006 email only

| Un\ExchangeMailbox\2006-Q4\

Fred.pst October -
Tim.pst December 2006
David.pst email only

|_| u:\ExchangeMailbox\2006-12\

Fred.pst
Tim.pst December
David.pst 2006 email only

Please note: the term ‘archiving’ is used to describe the action of sorting mail data and storing it on a permanent basis.
BackupAssist will never delete the original from your mail server and instead creates a second copy or ‘archive’ of you

mail data to a user specified disk location.

As mentioned previously, once you have selected your grouping method and performed an initial export of your mail data,
BackupAssist will then automatically schedule daily exports of new mail data. New mail will simply be merged or appended to

the existing PST files that were created during the initial manual export.

As an example, BackupAssist has been setup to perform a daily backup of Fred’s mailbox:

1. Each day BackupAssist backs up all of Fred’s new mail created that day and merges it with the FRED.PST file that was
previously generated during the initially export.

2. The resultant PST file is a collection of all of Fred’s old mail as well as the new mail created on that day.
If you were to group your mail data by month, and it was the start of a new month, a new folder would be created to
reflect this. A new PST files for Fred’s mailbox would then be created here and appended to each day until the following
month commenced, when another new folder is again created for the next month’s mail data.

4. None of Fred’s PST files stored in previous archives (previous months, for example) are removed so that you have a

chronological library of mail data to return to at any time.

Exchange Mailbox Add-on M Pg.7
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3.3 More than just a simple “snapshot” backup of your mailboxes

The BackupAssist Mailbox process goes beyond a standard “snapshot” type backup. Each separate PST file for each user is
the cumulative total of all emails sent or received over a given time period, and not just a ‘snapshot’ of each individual

user’s mailbox at particular instant or point in time.

Performing the backup of Exchange mailbox data in this manner acts to solve many scenarios that can arise when, for
instance, a user requires an email that they deleted weeks or months previously, but only have a recent backup of their

mailbox that does not include the deleted item.

For example, given these events:
1. An email is received on the 1 of May 2006.
2. The user deletes this email on the 3™ of May 2006.

3. On the 5™ of June 2005, the user needs to retrieve this previously deleted email.

Exchange Server 2003 with SP1 will only allow you to recover deleted items up to your “Email and Mailbox retention period”
settings, so in this instance it may be too late to retrieve such an email using the “Exchange Deleted Item recovery” facility.
In addition to this, your current solution for backup of mail data may not retain a recoverable backup that has an email
created over a month ago. A simple snapshot backup of the mailbox at June 4™ would not contain the original email,
because it was deleted over a month previously. You would require a snapshot backup created on either the 1% May or the
2" May to retrieve this data. Depending on your backup rotation scheme, this backup may have already previously been

overwritten or erased.

With BackupAssist’s Exchange Mailbox add-on, however, the original email would have been backed up into the relevant
year, quarter, month, or single folder, depending upon your group settings, as a separate PST file on the night of the 1% of
May. Even though the user deleted the email on the 3™ of May, the backup PST file will still contain the original message, as
it is a cumulative backup of all mail data, rather than just a snapshot. Now when you need to recover the email, you can

simply open up the relevant user’s PST file and the original email will be available for restoration.

The below diagram demonstrates how the sorting process works, assuming that the mail data is being sorted by month:

Grouping - Daily Backups

New mail is created on different Mail is merged with the PST file
days for various different time in the appropriate folder,
periods, according to your group settings,
) —>» Jan 08 l:j Fred.pst
(= Jan 2nd, 2006 Tim.pst
David.pst
(=3 Feb 3rd, 2006 3> Feb 06 | Fred.pst
Tim.pst
David.pst

(=3 Apr 10th, 2006
Mar 06 iredpst

CJ Apr 21st, 2006 im.pst
\\ David.pst
\) Apr 06 || Fredpst

Tim.pst
David.pst

Dec 06 ‘:[ Fred.pst
Tim.pst
David.pst

www.BackupAssist.com Exchange Mailbox Add-on
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3.4 Benefits over standard ExMerge scripts
The Exchange Mailbox add-on also offers a number of key benefits over using standard Microsoft ExMerge scripts to extract

Exchange mail data:
P BackupAssist will manage the mailbox security rights, so no further administrative work is required.

P BackupAssist will automate the export process in accordance to your group archive settings, automatically merging

new emails into the appropriate PST file(s).

P When you choose to backup all mailboxes, any new users’ mailboxes will be backed up without you needing to

update your settings or scripts manually.

Usage Directions

4.1 Preparation: installing the Exchange System Tools and ExMerge
The BackupAssist Exchange Mailbox add-on requires the presence of two Microsoft applications in order to extract mail from
your Exchange mail server: the Exchange System Management Tools and the Microsoft Mailbox Merge Wizard,

ExMerge.

If you attempt to enable the export of individual mailboxes before installing these prerequisites, you will receive the following
prompt:

& elect storage Qiol Exchange Mailbox Backup Prerequisites

vy B ackund ssist com

: : Required libraries not found -
~ Brick level mailbox backup Pleaze inztall the required prerequisites @ BaDl'(UpASSIET

v Export individual mailb

The Backupdzsizt Advanced Exchange Add-on uzes the fallowing Microzoft
Mailbowes to exporl compaonents:

Select malbores.. Exchange Server System Management Tools
Mot installed
Inztall from your Exchange Server CO B RS

Grouni hod Microzoft Exchange Mailbox Merge Wizard
rouping method; : . Mat inztalled
Free download from Microzoft webzite o NEEE
Ewxport directorny: Do you wizh to install these prerequizites now'?
@ Fead more about prerequisites. Yes Mo |

The following pages, 10-11, indicate how to install both of these prerequisites.

www.BackupAssist.com Exchange Mailbox Add-on [ Pg.9
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1 Installing the Exchange Server System Management Tools (for non-Exchange Servers
-

If you have installed BackupAssist on the actual Exchange Server itself, this step is not required.
1. Insert your Exchange Server CD and run the setup program.

2. This will identify any prerequisites, including adminpak.msi. If you receive a prompt similar to the following

you will need to install the Windows Administrative Tools:

Microsoft Exchange 2000 Installation Wizard |

' The component "Microsoft Exchange Syskemn Management Tools” cannok be assigned the action “Install” because:
- The \Windaows 2000 Administrative Tools musk be present

More information here:

Windows 2000: http://support.microsoft.com/kb/216999/EN-US/

Windows 2003: http://www.microsoft.com/downloads/details.aspx?Familyl D=C16AE515-C8F4-47EF-A1E4-
A8BDCBACFF8E3&displaylang=en

3. Now you can install the System Management Tools as shown below:

£ Microsoft Exchange Installation Wizard

Component Selection
Select and modify components to bt your custom solution.

Click. in the left column to specify the appropriate action for each component.

Action | Component Mame | Current | Drive | R
Custom = = Microzoft Exchange c. -
- Microzaft Exchange Meszsaging and Collaboration Services

Microzoft Exchange Connector for Lotus Motes
Microzaft Exchange Connector for Movell Grouptwize
Microzoft Ex Calendar Connector

Inztall

< | »

Inztall Path: C:\Program FileshExcherer LChange Path... |
Drive C: 142 ME Requested Disk |nformation |

1640 MB Remaining
< Back Meut » Cancel |
b\;l

www.BackupAssist.com Exchange Mailbox Add-on [l Pg.10
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2 Installing the Microsoft Mailbox Merge Wizard (ExMerge):
-

Once you have installed the System Management Tools for Exchange, you will need to install ExMerge. There are

here are two different methods available for achieving this:

Method 1: Automatic installation (recommended)

BackupAssist can automatically install ExMerge for you. This method is recommended as it is fast and avoids
human error. Simply click the “export mailboxes now” button and BackupAssist will automatically detect whether
ExMerge is installed. Click the “yes” button and BackupAssist will automatically download and install ExMerge for

you:
Iv I S Jarnn e |_Iﬂl_,[\\.\.l_,|l_llll AN v mnninnennn . nnne E R NI o R - RN [N N AY

Exchange Mailbox Backup Prerequisites

Wersion: (i
v B ackupdssizt com

Required libraries not found

Please install the required prerequisites @ B&dﬂupﬁﬁﬁist

Starage groups to £

Select storage qgrow

The B ackupbzzist Advanced Exchange Add-on uzes the following Microsoft -
— Brick. lewel mailbox backup | components: 1

v Export individual railb
o | Exchange Server Syztem Management Tools
: Installed
tailboxes to export Imstall from wour Exchange Server CO rEale
Select mailboxes. .
- Microzoft Exchange Mailbox Merge Wizard
. Mot inztalled

Free download from Microzoft website

Do yow wigh ta inztall these prerequisites now?

2

@ Head more about prerequizsites. . es

¥ Include this directory with your main backup job 1 | Export mailboses now I

Method 2: Manual installation

Grouping method:

E wpart directon:

You may also choose to install ExMerge manually by following these steps:

1. Download the executable by clicking this link http://download.microsoft.com/download/d/a/d/dadf18f9-bb61-
4cac-8849-5017412a8163/Exmerge.EXE and select “Run” rather than “Save As”.
2. Choose a temporary directory when prompted (the files will be unzipped here temporarily).

3. Copy these extracted files to your Exchange Server bin directory (typically, C:\Program Files\Exchsrvr\bin).

Please note: do not simply copy the downloaded Exmerge.exe file to your Exchange Server bin directory
because it is a self-extracting ZIP file. You must extract the contents of the ZIP file, and then copy the contents

into the Exchange Server bin directory.

www.BackupAssist.com Exchange Mailbox Add-on [l Pg.11
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4.2 Configuring your Exchange Server settings in BackupAssist

Once you have installed BackupAssist and both of the aforementioned prerequisites (see pages 10-11), you can input your
Exchange Server information within the Exchange tab of the software:

&£ BackupAssist Administration Console M=l E
File Swstem Settings  Wew Help

j Jump ta: #’ Backupfzsist M avigator QEackup Reports E‘dEventViewer

BackupAssist

“iew jobs;  Se® Data backup <5 DLT Spstem Backup QJ DVD Job <& Exchange Backup \Windows" Bac

p Made Easy!
{¥ Backup Job - Exchange Backup [ ]

— Exchange Server Selection

Exchange Server:

" Bemate

Description Server name; |F'D LLIMI

Diomain contraller: |F'DLLIN|

&

Options — Infarmation store backup
ertarm online backup af Exchange Server Intarmation stare wvanced zettings...
[~ Perf line back) f Euch 5 I ioh S Ad d i
<chedile Yersion: { Exchange 5.5 or older | Exchange 2000 % Exchange 2003

El — Brick level mailbox backup [requires Backupdsszist Advanced E kchange Add-on licensze]
Eohe [~ Expaort individual mailboses @ Learn more about brick level backup
Mailboxes to export; Ia‘-‘«ll mailboxes j
SQL Server Select mailboses. .
Motifications
@ Grouping method: ISeparate pat files for each quarter - alloves for quarterly archiving j
[Thiz allowes vou to group and =ort your emails into separate PST files by date]
Advanced
LW Export directony: |E:\F'n:ugram File=hB ackupdssisthE xchange _I
e s [ Include this direston with your, mait backupjob Export mailbowes now |

The following pages, 11-15, demonstrate how to setup and configure each setting.

www.BackupAssist.com Exchange Mailbox Add-on [MPg.12
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1 . Firstly, choose whether you are backing up a Local or Remote Exchange Server:

Exchange Server Selection

Exchange Server:

" Bemaote

Server name: |F'EI LLIMI

Cromain contraller; |F'EI LLIMI

Please note: as mentioned, if this is a remote Exchange Server, you will need to install both the Exchange

System Manager Tools and Microsoft ExMerge in order to use the add-on (see pages 10-11).

2‘ Optional Step: Check the box to perform an online backup of the Exchange Information Store should you

require it:

— |nfarmation store backup

v Petform online backup of Exchange Server Information Stn:nreél Advanced settings...

Yersion: " Exchange 5.5 ar older " Exchange 2000 {* Exchange 2003

Starage aroups bo backup:

Select storage groups. ..

You will then need to select the storage groups in Exchange that you wish to backup:

— Information store backup
¥ Perfarm anling backup of Exchange Server Information Stare Advanced sethings. ..
Yersion: {~ Exchange 5.5 or alder {~ Exchange 2000 % Exchange 2003
Storage groups ko backup R T 0 [T
Select storage groups. .. Select storage groups wii. B ackupdssist. com
Chooze which storage groups you wish to backup @ Bad(upﬁSSiSt

— Brick level mailbox backup [reguire

I™ Expart individual mailboses Pleaze select the storage groups you wish to backup.

Mailboxes to expart: |4

Select mailboxes...

Grouping method: IE
|

Export directan: E
|~

k. Cancel

An Information Store backup is required should you wish to restore your entire Exchange Server, including your
public folders. You can read more about this in our Basic Exchange Server Backup and Restoration

whitepaper on our website here: http://backupassist.com/education/whitepapers.html#exchangebackups

You have now completed inputting your Exchange Server information and can continue to configure your mailbox export

settings (see pages 14-17).
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4.3 Choosing your mailbox export settings in BackupAssist

The following instructions highlight the different configuration options available within the Exchange Mailbox add-on to export
and backup individual user’s mailboxes from your Exchange Server.

1 Firstly, ensure the checkbox has been enabled to export individual mailboxes:
-

— Brick level mailbox backup [requires Backupdzsist Advanced Exchange Add-oh licenze]

||7 {Export individual mailboxes @ Learn more about brick level backup

b ailboxes o export; I.-“-‘-.II mailbores j

Select malboxes...

Grouping method: ISeparate pzt files for each quarter - allows for quarterly archiving j

[Thiz allows you to group and zort your emailz into separate PST filez by date]

Export directon: |E:'xF'r-::gram Filez\B ackupdszizt\Exchange

v Include this directon with vour main backup job

Export malboxes now |

2 . Now you can choose which mailboxes to export and backup daily:

tailboxes to expaort: | |All mailboxes j

All mallhn:n:-:es

2elect maiboses... 0t the selected mailbores below

Only the selected mailboxes below

Grouping method: |Senarate pzt fileg for each quarter - allows For quarkerly archiving 'l

All mailboxes: all mailboxes located on the Exchange Server will be backed up, including any new mailboxes
that are created in the future.

All mailboxes except the selected mailboxes below: all mailboxes located on the Exchange Server will be
backed up, except those selected. All new mailboxes that are created in the future will also be backed up,
unless specified otherwise.

Only the selected mailboxes below: only the mailboxes that have been manually specified will be backed

up. All future mailboxes created will not be backed up unless specified otherwise.
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3‘ Optional Step: If you selected either export “all mailboxes excepted the selected mailboxes” or “only the selected

mailboxes”, you will need to click the “select mailboxes” link and choose which mailboxes to backup/not backup:

v Esport individual mailboxes @) Learn more about brick level backup
M ailboxes to export: I.-’-'-.II mailboxes except the selected mailboxes behow j
Select maiboxes. .. |

Exchange Server Mailbox Selection |

vy B ackupdzsizt com

M ailbos selection

Grour Select individual mailboxes @ BackupAssist

Select mailboxes from the list below:

Expor Dizplay Name | Mailbox M ame ﬂ
1 Justin Davle Justin. Dayle
Linus Chang Linuz. Chang
O Martine Klump martine. klump i
[ Mathew Lim M athess Lim i
[ Pharintra ka0 somboon Fhanirtra. F.aosomboon
Steven Chua Steven.Chua
v Timn wafilliz TirnwFilliz
O webserver “wiebserver
O 'hitney “wats on W' hitriey W atson
1| 1. B
MNate: Uszers that have been dizabled cannot have ther malbozes backed up becauze they
cannot logon, and are not hown in this list,
ok Cancel |
4‘ Now choose which grouping method you prefer:
tailbores to export: Al mailbokes except the zelected mailbores below j
Select mailboxes...  |Administrator
fogbugz

Grouping method:

iSeparate pat files for each month - allows for monthly archiving
Separate pst files for each quarter - allows for quarterly archiving
Separate pst files for each year - allows for vearly archiving

unur main harkun nh T

E wpart directaory:

Single PST files: each user’s mailbox is stored in a single PST file.
PST files for each month: each user’'s mailbox is stored in a separate PST file within a folder for each month.

PST files for each quarter: each user’s mailbox is stored in a separate PST file within a folder for each
quarter.

PST files for each year: each user’s mailbox is stored in a separate PST file within a folder for each year.
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5‘ Now you can choose the disk location where the PST files will be backed up to:

Expart directary: JU:MExchanget ailbost] _I

Include this directon with pour main backup job Export mailboses now |

You can also choose whether you would like to include this directory within your file selections for this job. This

way you mailbox PST files will be backed up to your intended backup device as well: tape, CD/DVD, NAS, etc.

4.4 Initial export of mail data

The following instructions indicate how to perform the initial manual export of mailbox data. If you are exporting large

amounts of data this process can take some time to complete and may be best performed during user down-time.

1‘ Click the “Export mailboxes now” button to perform the manual export of mailbox data:

€ arver na Perform brick level backup now |

v, B ackupdesist com

Domain c M anual mailbox backup

Perform a manual brick-level backup ,@ BackupAssist

— |nformation stare b

[+ Perform anlir ) ) ; ) )
Thiz allows you to perform a brick-lesel mailboy export with wour cument zettings.

Wersion;

Storage g Pleasze select the grouping [archivingz
peniods you wizh to backup.

[Erouping perniod
Octob 1

Select st

— Brick level mailbo:
o Mate: *'ou can choose multiple periods
Iw Esport indivic b uzing the Shift or Cantral keps when

making your zelection. g
] | Apnl 2006
Mailbores March 2006
S alect e February 2008
Januaru 2006 j
[Erouping
"~

]
Export din Start backup LCloze |
v Include thiz directony with wour main backup job 1 Export mailboses now

Here you can also choose what periods of mail data you would like to export.

Please note: if you were to select “May 2006” for example, you would only be exporting mail data created during

May of 2006, and not any mail sent or received prior to this.
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2 . BackupAssist will then begin the process of exporting mailbox data. One of the first steps involves granting the

necessary rights to the backup user identity in BackupAssist to allow for the extraction of mailbox data to PST:

Perform brick level backup now |

Server na
vy B ackupdssist com

Domain c M anual mailbox backup

Perfarm a manual brick-level backup @ BackupAssist H

— Information store t =

[+ Perform anlir

\ersion In progress - please wait while the backup iz performed.

Storage g

& elect she [aranting rights ko expaort maill:n:_-:-:es. _ ;I
= |Successfully granted mailbox rights for exporting meszages.

— Brick level mailbo:  |E=porting meszages for peniod: October 2006 -
| Source server read from settings file iz 'POLLINI.

Iv Export indivic | Mumber of items copied from the zource store for all mailboxes processed: 53

Total number of folders processed in the source stare: 107

Mailboxe: | B mailboxes successiully procezsed. 0 mailboxes were not successfully processed. 0 nor
Pracess campletion ime:  0:00:00:05

Select me
Ewporting mezzages for penod: September 2008

A status window will appear to show you the progress of the export of each user’s mail data:

S EMWAT A

. Microsoft Exchange Mailbox Merge Wizard |
m Process Status i
[+ Peifo
We  —Process Statistics

Sh Copy started at; [ 171:28:53 Successes (16
Elapzed Time: - 00 00: Failures:
5 p 0:00:00: 22 1]

Froceszed 16 mailboxes of the 19 selected [B4%]

~ Brick level ENREEEEENEENENEEEEENEEENEEEED

v Expor — Current infarmation for l Threadd = I

M: Performing Step: |En:-|:n_l,lir'|g frarm Server Mailbox to Personal Folders
Se Current b ailbo: |Steven Chua
Current Folder: |'~.In|:n:|:-c
Gr
< Back et = Cancel

Once the export has been completed, BackupAssist will keep your PST files up to date by automatically scheduling
exports each time your backup job runs, merging new mail data into the PST files on disk. The frequency of
Mailboxs are performed in accordance with the scheme setup in the Schedule tab of the software. If the initial
manual export is not completed, you will only have backup of all new mail created from the date the software was

first setup.
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Restoring Mailbox Data

5.1 Restore options available

There are two options available for restoring individual mailbox and individual mail items: manually opening the PST files in
Outlook, or mass-importing items with the Microsoft Mailbox Merge Wizard . Both options are quick, easy and do not

require any additional software to be installed.

The following table describes the purpose and benefits of each method:

Manually opening PST files in Outlook Using the Microsoft Mailbox Merge Wizard
Use this method for simple scenarios where a user has Use this for when you need an automated way of
deleted one or more items, and needs to retrieve the importing data, such as:
information quickly. - Importing one or multiple mailboxes

Importing messages using filters — such as between

For example: two dates, subject lines, attachments, folders, etc.

1. User sorts their emails by “From” and selects the
last 10 emails sent from “Fred Jones” and i
For example:

accidentally hits “shift-delete” on the keyboard. 1. Exchange corruption occurs, and a user has lost

These 10 emails are now permanently erased, and their “Sent Items” folder.

the user needs those emails to be restored. . .
2. You want to selectively merge back emails for a

2. User accidentally deletes their entire Inbox. . . .
user, using filters such as the message subject, or

attachment.

5.2 Manually opening PST files in Outlook

1‘ Copy the appropriate PST file to a location that is accessible by your user’s computer.

@ C:'Users Shared Folders',Mark.Webber =13l
File Edit \iew Favorites Tools Help | ;ﬂ’
Qbacpe oy o ¥ [ O [0 paiae | (&5 (0 X ) | [

Addres: IE] CiiUsers Shared FoldersiMark. Webber j Go

Folder: ~ e Size | Tyvpe
Ea b ~ L,-'I MAREK WEBEBER. . PST 8,160 KB Office Data File
[C3) Unzip ~
E (@ Users Shared Folders i Copy the relevant PST file to an appropriate location.

IC3) Avrton.Senna ~Eg. "Users Shared Feolders™
1) Christian, Klein

IC2) christijan. albers
|5 David, Coulthard
IC0) Felipe.Massa

I25) Fernanda, Alonso
IC5) wiancarla Fisichella
1553 Jacques Milleneuve
I22) Jarno, Trull

EJ Jenson,Butkon
IC3) Juan.Montoya

IE5) Kimi.Raikkonen

I3 Michael, Schumacher
IC2) Mick.Heidfeld
IC5) Mico.Rosberg

fm

For example: copy the PST temporarily to your “Users Shared Folders”, another network share or USB hard drive.
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2.

3.

From the relevant user’s computer, run Outlook and select the File menu > Open > Outlook Data File:

8] Inbox - Microsoft Outlook

Edit

Mew

Yiew Go

Tools

<

Actions

eply @ Reply to Al QForﬂard

Help

Close All Tkems
Save As...
Save Attachments

Folder

Import and Export...

l Open 3

Selected Items  CEri4+O

Other User's Folder...

Opening the PST file

| Subject

endfReceive ~ | &)Fl_nd @ | G Type acontacttofind - | @) l

=lolx|

Type a question For help

| Received

w ‘ Size

%

=] Date: Today

[ outlock Dats .. I

=4 ©Outlock 2003 Team

Welcome to Microsoft Office Oublook 2003

Mon 10/30/2...

34KE

2 Date:Last Week

Page Setup 3
bx R B neuve C:EmailTesteriMessages’ rfcb56.txt Mon 10/23/... 6KB
=4 Print... cti+P |2 Date: Two Weeks Ago
Exit -] David Coulthard C:EmailTesteriMessages' rfc343.txt Sat 10/21/2... 108...
3 4] Tiago Monteiro C:EmailTesteriMessages' rfc799.txt Fri 10/20/2... 16KB "~
= - xill C:EmailTester\Messages' rfc750.kxt Fri 10/20/2... 22KB
Search Folders "

] ScottSpeed C:EmailTester\Messages’ rfc765.txt Thu 10/19/... 149..
<] Fernando Alonso C:EmailTesteriMessages' rfc596.txt Thu 10/19/... 14KB
<]  Juan Montoya C:EmailTester\Messages' rfc568.kxt Yed 10/18/... 5KB
] ScottSpeed C:EmailTesteriMessages’ rfc549.txt Wed 10/18/... 25KB 7
b\a Mail <] Jacques ¥illeneuve C:\EmailTester'Messages' rfc511.kxt Tue 10/17/... GKB
-] David Coulthard C:EmailTester\Messages'\ rfc767.kxt Tue 10/17/... B2KB
@ Calendar ] Christijan Albers C:EmailTesteriMessages’ rfcB63.txt Tue 10/17/... 3KB 7
IE Cantacts <] Sakon Yamamoto C:\EmailTesterMessages' rfc922.txt Tue 10/17/... Z6KB
= -1 Felipe Massa C:EmailTester'\Messages' rfc859.bxt Mon 10/16/... TKB
2 Tasks 4] NicoRosberg C:EmailTester\Messages' rfc 768.txt Sun 10/15/.. B8KB 7
<] ¥itantonio Liuzzi C:\EmailTesterMessages' rfc640.bxt Sun 10/15/... 41KB

|1] Ca @ I -1 Giancarlo Fisichella C:vEmailTesteryMessages\ rfc702.kxt Sun 10/15/.. TKB 7 _

|1E|353 Items |g Online 2

Browse for the PST file in the location you copied it to in Step 1:

Open Outlook Data File 2 x|
Lok in: I[:| Mark. Webber j @-Q X
Pl
. 0
. ]
i 1}
3 =
My Docurments

I -
0/
:
My Compuker :
2 0,
n.'
Iy Mebwork i}
Flaces L0
- —
n.'
1 File name: I =] Ok I 0,
.
Files of bype: IPersnnaI Folders Files j Cancel I : 0.

| &3
= ,
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4.

From this PST file you can view the email messages and drag-and-drop the mail items back into your folders.

[Bl 1nbox - Microsoft Outlook

© File Edit Wiew Go  Tools  Actions  Help

E@jﬁew =] 25 x | Qaeply QReply ko Al aForuard | 'gﬁSend)’Regeive - &)Fi_nd @ | @ Typeacontacttofind - | @ !

~lofx|

Type a guestion for help =

Favorite Folders t| [/ 0| From | Subjert |Rereived T |Gz w4
[ Inbox (10348}
) Livead Mai 6“- = Date: Last Week
| For Follow Up i
E Sent Ttkems ] Jacques ¥ jITesterMessages'ricb56.txt Mon 10/23/20
All Mail Folders
BEspeli 21|2) Date: Two Weeks ago
Sent Items -1 David Coult... C\EmailTester'\Messages\rfc943.txt Sat 10/21,200... 151 KB '~
23 £ = g
= @EMergaMkWebbe =] Tiago Mont... C\EmailTester'\Messages'ric7ootxt Select desired Fri 10/20/200.. 26KB '~
@ Deleted Ttems ] Jacques ¥ill... C:\EmailTester\Messages'fc750txt jtams and drag Fri 10/20/200... 32KB °~
[ Drafts <] Scott Speed C:\EmailTesteriMessages'rfc765.txt and drop onto Thu 10/19/20... 206 KB
[ Inbox (57} ] Fernando A.. C\EmailTesterMessages'rfcs96bat . g Thul0/19/20.. 23KB
3 Junk E-mail -] JuanMont... C:\EmailTester\Messages'rfc568.txt : I‘_’_"' Exchange Wed 10/18/20... 10KB ~
% ;’”“:?: ] Scott Speed C:\EmailTester\Messages\rfc549.tat | O 10 C1 S+ wed 10/18/20.. 39KB
ent Items
m Search Folders =1 Jacques Yill... C:\EmailTester\Messages'rfc511.txt Tue 10/17/20.. 10KB
ltems from = /-1 David Coult... C:\EmailTester\Messages'rfc767.txt Tue 10/17/20.. 85KB
_EFS‘?STHIE__ /- Christijan A... C:\EmailTester\Messages ' rfc863.txt Tue 10/17/20.. TKB L
H Mail -1 sakon Yam... C:\EmailTester\Messagesirfc922.txt Tue 10/17/20.. 39KB 7
1 Felipe Massa C:\EmailTesteriMessages'fc859.txt Mon 10/16/20.. 1ZKB
ﬁ Calendar ] Nico Rosberg C\EmailTesteriMessages',fc768.kxt Sun 10/15/20.. 14KB
a—ﬂ Contacts <] Witantonio .. C:EmailTester\Messages'fcbd0.txt Sun 10/15/20... 5TKB 7
— <] Giancarlo Fi... C:\EmailTester\Messages'fc702.txt Sun 10/15/20... 11KB °~
2 Tasks =1 Jarno Trulli C:\EmailTester'\Messages',rfc635.pdf Sun 10/15/20... 5MB W
le] C3 [@ * |3 pate: Three Weeks Ago =
‘6? Items | 4

5.3 Using the Microsoft Mailbox Merge Wizard to mass-import items

1.

Run the Exmerge.exe program in you Exchange Server installation directory. This program was downloaded and
installed for use with the BackupAssist Exchange Mailbox Add-on. This wizard gives you powerful options for
merging back your mail data.

When the Wizard first runs, choose the “Two Step Procedure”:

Procedure Selection
Please select the procedure you would like to perform

{" BEdract and Import {One Step Procedure)

This function will extract data from a mailbox on the source server, into an
intermediate .PST file, and then import the data from the PST file into the same
mailbox an the destination server.

The mailbox should have the same container path on the destination server.

V¥ | After importing data into & mailbox, delete the intermediate .PST file.

% Extract or Import {Two Step Procedurs)
This function will allow you to either:

1. Extract messages and folders, from server based mailboxes, into Personal Folders.

2. Import messages and folders from Personal Folders {PST files) into server based
mailboxes.

Cancel
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2 . Now choose “Step 2” to import your mailbox data back into your Exchange Server:

Microsoft Exchange Mailbox Merge Wizard

Two Step Procedure
Flease select which step you would like to perform

" Step 1: Exract data from an Exchange Server Mailbox

The messages and folders for mailboxes on the source Exchange server are copied
into Personal Folders {PST files).

The .PST files are created with the Mailbox Directony Mame as the name of the file.

¥ Step 2: Import data into an Exchange Server Mailbod

Data in Personal Falders {PST files) is imparted inta mailboxes on the destination
Buchange Server.

« Back et = Cancel

3‘ You can then input the details of your Exchange Server:

Microsoft Exchange Mailbox Merge Wizard

Destination Server
Flease enter the name of the Microsoft Exchange server into which you would like
to import data

— Profile information for the destination server
Microsoft Exchange Server Mame:
[POLLINI

Optional Infomation
Domain Cortroller (DC) Name: If 3 DC is specified, only users
I in the domain containing the
CiC wil be available. faster)
Port Number for LDAP queries: (default is 389) ff & DCis not specified, the
Global Catalog will be queried
I for users in all domains. (glower).

To configure the message selection criteria, click on Options.

< Back et = Cancel

To bring up further options such as filtering, click the “Options” button on the right hand side of the window.
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4‘ On the “Data tab” you can define what types of data you wish to import from your Mailboxes:

Data Selection Criteria

Data | Impoart Procedure I Folders I Dates I Message Details

— Bxtract the following data from the sounce store and import into the target store

[ Lzer messages and folders
If this option is selected, the program will copy all user data. This includes mail
messages, folders, calendar, contacts, tasks, joumal items and notes.
Mote: The program will not extract Schedule+ data.

[~ iAssociated folder messages
If thiz option is selected, the program will copy associated messages in each
folder. Associated messages are special messages that are not visible through a
client and are used to store folder rules, views etc in Bxch. Server 5.0 and later.
I a ange of dates has been specified, the program will extract onfy those
associated messages that meet the specified critera.

[ Folder pemissions
If this option is selected, the program will OWERWRITE the pemissions for each
folder copied ta the target store, with the pemissions of the folder in the source
store, regardless of the Import Procedure selected.

[~ hkems from Dumpster
If this option is selected, the program will copy items that have been deleted by the
user, but are available for recovery.
This option iz only available on Microsoft Bxchange Server 5.5 and later.

5 On the “Import Procedure tab” you can select your import method. The “Merge” method is recommended for most
-

cases as it will only restore messages that do not already exist within your Exchange Server:

Data Selection Criteria

Data  Import Procedure | Folders I Dates I Message Details
— How should data be imported into the target store 7

™ Copy data into the tanget store
The program will not check whether a message being copied exists in the tanget
store. This can result in duplicate messages in the tanget store.

¥ Menge data into the tanget store!

Betore copying @ message, the program will check whether that message already
exdsts in the target store.  so, the message will not be copied.

" Replace existing data in target store
Before copying & messaage, the program will check whether that message already
exjsts in the target store. f so, the message is first deleted from the TARGET store
and then copied from the source store.
¥ Fieplace data only if item in source store is more recent.
The lagt modifization time meszage attribute iz uged to compare the ikems.

€ bchive data to target store
T he program will copy data from the zource store to the target store and then
delete the data from the SOURCE stare. Thiz option will rezult in the lozs of data in
the source store and should be uzed with care.
To avoid imecoverable data loss, this option is only available when extracting
data from a Microsaft Exchange Server.
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6‘ On the “Folder tab” you can select the folders you wish to import. Leave this blank if you wish to import all folders

Data Selection Criteria

Data | Import Procedurs  Folders |Dates | Meszage Detailsl

— Select the folders to be processed

—{" Ignare these folders
The zelected folders will be ignored.
Al ather falders will be processed.

—% Process only these folders

QOnly the selected folders wil be
processed. All other folders will be

ignored.

“nbox
“ProductReleass

Fdimdifu.. | Modify... |

[~ i4pply action to sub folders of the selected foldars:
I this setting is not selected, sub folders of the selected folders will not be affected.
To apply the desired action to sub folders as well, select this setting.

On the “Dates tab” you can optionally choose the date range of messages you want to restore. Otherwise, simply

7" select “All” to import messages from all date ranges:

Data Selection Criteria

Data I Impart F'rc:u:edurel Folders Dates IMessage Details

Select messages between the following dates/times
L
¢ Dated From:[10/30/2006 00:00:00  To:[10/30/2006 23:59:59
mm./ddAyyy  hh:mm:ss mm/ddAyyy  hhmmss
Flease Mote:
When esdracting items from the Dumpster, all items will be extracted, regardless of the
above sstting.

Which message date/time attribute should be used when extracting items 7

" Delivery Time
" Last Modification Time

Note: dates are in American format, as the ExMerge utility provided by Microsoft is not localized.
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8‘ On the “Message Details tab” you can input any subject or attachment filters for the restore:

Data Selection Criteria

Data I Impart F‘rocedurel Fulclersl Dates Message Details

— ttems extracted should have one of the following message subjects
Enter new message subject: Selected message subjects:
I Add —= | |Hello there

Bemove |

Subject string compare critera: ISub striing match, ignore case ;I

— ttems extracted should have at least one of the following attachments ———————————

Enter new attachment name: Selected attachment names:
Add —=
Remowve |
Attachment name string compare criteria: I Sub string match, ignore case j

The above information is used in the following manner:

{Date Restriction) AND {Subj1 OR Subj2 OR.. Subjn) AND (21 OR Att2 OR .. Attr)

QK I Cancel

Click “OK” to close this window, and then click “Next” to proceed with the next step of the mailbox restore wizard.

g‘ You can then select which mailboxes you wish to merge new data into:

Microsoft Exchange Mailbox Merge Wizand

X

Mailbox Selection
Fleaze zelect the mailboxes you wish the program to operate against.

The following mailbokes have been found on the server. Pleasze select the mailboxes into which
wou wish ba merge data.

Dizplay M ame B |Di|’ECll:lr_',' Mame |Size (K] |
Adritiztrator ADMIMISTRATOR 1] s
Aprton Senna 1994 SEMMNA 33 =
Christian Klein CHRISTIAM KLEIN 399423 M
Chiristijan Albers CHRISTIAM ALBERS KFisrals

Dravid Coulthard DaVID COULTHARD A7NES

Felipe Masza FELIPE. MAS54 /0837

Fernandn dlanen FERMARMM &1 NSO ARARNN 1

Mumber selected: |1 Select Al

it

Deselect Al

< Back Hext = | Cancel I

Click “Next” after you have made your selections.
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Microsoft Exchange Mailbox Merge Wizard

Target Directory
Pleasze select the folder for the Personal Folder ((PST)files

Select the folder containing the .PST files from which to merge data into the Microsoft Bxchange
Server. The files names should be <Mailbox Directory Mame = PST

Folder Mame

k:"-—.F‘ ROGRAM FILESABACKUPASSISTNWERCHANG

< Back et = Cancel

11‘ Complete the wizard to import (restore) your data. If you originally chose to group your PST files by date within
BackupAssist be sure to repeat the import process for each date range.

For example: if you want to restore data from 2005 and you have grouped by quarter, you should repeat the
import process for the subfolders 2005-Q1, 2005-Q2, 2005-Q3 and 2005-Q4.

You can speed up the import process by saving your settings as default settings later in the wizard:

Microsoft Exchange Mailbox Menge Wizard

Save Settings
Save all currently selected settings for later uze

Tou can now zave all the zelected program zettings. Thiz will help it pou wish o wn the
program in batch mode, with the zame settings.

Ta change the names of files ta which the program should zave the File Names |
curmently zelected settingz, click on the File Mames button, =

Ta zave the curently selected settings, click on the Save Settings
buttan.

< Back Mewt = Cancel
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Resources and Support

6.1 Useful resources

You may find the following resources useful:
Microsoft Exchange Server information: http://www.microsoft.com/exchange/default.mspx
Microsoft Exchange Mailbox Merge (Exmerge.exe) information: http://support.microsoft.com/kb/174197

BackupAssist Education Center (whitepapers, videos, tutorials, etc): http://backupassist.com/education

6.2 Contacting support
Should you have any questions regarding either BackupAssist or the Exchange Mailbox add-on specifically, please email such
queries to support@backupassist.com and we will respond to you as soon as possible.

Similarly, if you have any suggestions for additional functionality in BackupAssist, or new products or add-ons, please also

forward such feedback to support@backupassist.com
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