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CHAPTER 1
Introduction and Overview

1.1 Open File Support in BackupAssist

In order to maintain a reliable and recoverable backup strategy it is
essential that your backup solution provides support for backing
up open files. Without having open file protection in your backup
solution mission critical data files can be missed.
Consequently, your backup data sets will be unreliable and
incomplete, all because certain application files were in use or open
during the time of the backup process.

BackupAssist provides two different technologies for backing up
open files in Windows environments:

Snapshot Technology — Using the Microsoft® Volume
Shadow Copy Service in Windows XP and 2003,
BackupAssist is able to perform a backup of all open files by
taking a live snapshot of your data before it is backed up.
The Microsoft® VSS snapshot will only work, however, if the
application data being backed up is compliant with the
Microsoft® Shadow Copy Service framework.

As an alternative, BackupAssist offers an optional add-on
to BackupAssist, the Advanced Open Files Add-on. This
Add-on provides complete open file support for Windows NT,
2000, XP, 2003 and SBS using the BackupAssist Snapshot
Manager, which performs the point-in-time snapshot of
open file data. The advanced add-on supports backing up
open data files for applications that are not VSS compliant.

Conventional File Copy — by enhancing the functionality
of NTBackup, the standard license of BackupAssist is able to
backup all files that are not exclusively locked on Windows
NT, 2000, XP, 2003 and SBS. This method is also utilized for
backing up data on network shares, where snapshot
technology cannot be applied.

www.BackupAssist.com

Both Snapshot technology and Conventional File Copy can be
used together with BackupAssist to ensure that you have
complete open file data protection. The two technologies act to
cover the range of open file backup requirements that small and
medium businesses may have, as well even supporting more
larger enterprise organizations.

BackupAssist’s dual technologies for handling open file backups
allow businesses to choose a cost-effective solution that is
tailored towards their backup requirements and budgets.

The following chapters explain how each technology works,

where they apply, and what the advantages and disadvantages
are of each method of open file support.

CHAPTER 2
Snapshot Technology

2.1 Introduction to Snapshot technology

Issues with applications and open files

Active applications will often keep their files open continuously.
This can present a real problem for backup applications as it can
prevent them from accessing and copying these files to the
required backup media (tape, hard-disk, DVD/CD, etc). As will
be discussed in Chapter 3, while the Conventional File Copy
method can work for some open files, it cannot be used to
backup exclusively locked files.

Additionally, even when applications do not have open files, the
data backed up from these applications may not be consistent
with state of the original data at that particular point in time,
due to the time needed to open, backup and close a file during
the backup process.

Even more important than this, servers run critical applications
such as databases which often process and record massive flows
of transactions and data messages and swap this data constantly
between memory and disk. This makes it very difficult to
distinguish which data needs to be backed up in order to
maintain consistency and reliability.

While it is possible to simply disable these applications during
the backup process to ensure that the data is in a stable state,
this results in unacceptable amounts of downtime, particularly
for applications that must be running 24 hours a day.
Additionally, if you are continuously starting and stopping
applications, you run the risk of the application not re-starting
on request every time, which will greatly hinder the productivity
of your business operations.

For these open file problems, Snapshot technology can be used
to take a snapshot or 'picture’ of the data at a particular instant
in time. A backup application can then backup from this
snapshot or point-in-time copy, rather than the original data files
that may be open and inaccessible to backup requests.

The BackupAssist Snapshot options

BackupAssist currently gives you the ability to use either
Microsoft® VSS (Windows XP / 2003 only) or its own
BackupAssist Snapshot Manager to perform a point-in-time
snapshot.
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On Windows XP and 2003, files on a local drive that are currently in
use can be backed up completely as if a snapshot image was
taken at the time of the backup. This is done through a feature < Back
known as volume shadow copy or VSS. This feature ensures data
integrity and reliable backups.
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2.3 The BackupAssist Snapshot Manager —
VSS is a storage management framework specifically designed for advantages over VSS and its usage

Windows to create point-in-time copies or snapshots of a hard disk
volume. VSS uses a combination of requestors (backup
applications), writers (business applications) and providers
(snapshot technology) to perform the snap-shotting process, and
works as follows:

VSS Limitations

While the Microsoft® VSS framework does provide an excellent
solution for storage management and point-in-time snapshots to
cater for backing up applications with open files, it does have

1. The backup application or requestor launches to certain limitations:

perform a backup and sends a request to VSS to
perform the snapshot.

2. VSS communicates with running applications or
writers to complete existing transactions and halt new
ones.

3. VSS then takes the snapshot using the snapshot
technology or provider.

4. Once the snapshot is complete, VSS communicates with
the running applications so they can resume normal
operations.

5. The backup application then performs a backup of the
snapshot created, where no open files are present,
which means that no file are skipped.

6. Once the backup operation on the snapshot completes,
VSS removes the snapshot from the system.

1. VSS s currently only available through
Windows XP and Windows 2003.
This means that businesses running Windows 2000
or later servers cannot use VSS to backup their open
files.

2. VSS is a framework that only supports VSS
compliant applications.
Applications must be VSS compliant in order to
interface with the VSS framework. Currently, many
business applications are not VSS compliant, which
includes a large number of legacy applications.

This means that a large number of applications
will not be protected by VSS as they are not
compliant with the framework.
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CHAPTER 2
Snapshot Technology (cont.)

2.3 The BackupAssist Snapshot Manager— advantages
over VSS and its usage (cont.)

When applications are not VSS compliant

For applications that are not VSS compliant, the VSS framework
only provides crash consistency on files that are open or in use
during the backup procedure. Crash consistency only guarantees
file system integrity; it does not guarantee transaction integrity.
This means that if an application transaction is in progress at the
time of a snapshot, the actual snapshot may only contain a partial
record of that transaction; consequently the data backed up is
incomplete.

For an example of this inconsistency we can relate to a typical
banking transaction, involving the following two actions:

1. | Withdraw $1000.00 from Account A

v
2. Deposit $1000.00 to Account B

The transaction above involves two simple actions: a withdraw of a
sum of money from one bank account and deposit of the same sum
to another bank account. These two actions must be recorded
within the one transaction or the accounts will be out of balance.

Now, we can take a look at a scenario using a VSS snapshot to
backup a non-VSS compliant application:

1. | Withdraw $1000.00 from Account A

' a2

Snapshot Taken ——» I‘\’

Snapshot stored on
backup device

2. Deposit $1000.00 to Account B

In this scenario, because the application being backed up by VSS is
not VSS compliant, the VSS framework has no indication of any
transactions in progress. In this particular case the snapshot has
been taken in the middle of a transaction and as a consequence the
backup of this snapshot will only be of the withdraw action and not
the deposit; the accounts will be out of balance.

This can obviously cause major issues when it comes time to
perform a restoration because your backup may be missing vital
actions within various transactions.

The BackupAssist Snapshot Manager advantage

To overcome these limitations, users of BackupAssist can opt for
the BackupAssist Advanced Open Files add-on which involves
the use of the BackupAssist Snapshot Manager.

The BackupAssist Snapshot Manager is an advanced open file
management solution which ensures that you have complete
protection for all your mission critical data and will also support
applications that are not compliant with the VSS framework.

www.BackupAssist.com

To overcome the VSS issue of performing a snapshot during an
open or unfinished transaction, the BackupAssist Snapshot
manager will monitor write operations occurring across all of
your active applications. Once the Snapshot Manager has
determined a point in time where significant time has elapsed
since the last write operation, it will perform the snapshot. The
time that the Snapshot Manager waits until it performs the
snapshot is known as the Write Inactivity Period (WIP) and
for mass storage systems a safe WIP is usually from 2 to 5
seconds.

Basically when the WIP elapses, it is assumed that the
application data is consistent (no write operations) and that it is
safe to perform the snapshot.

When to use the BackupAssist Snapshot Manager
You should use the BackupAssist Snapshot Manager under the
following two conditions:

1. You are running Windows 2000 Server or
earlier where Microsoft® VSS is not available.

2. You are running applications under any
Windows environment that are not compliant
with the VSS framework.

How to use the BackupAssist Snapshot Manager

To enable the BackupAssist Snapshot Manager, ensure that
when you first install BackupAssist that you select the
Advanced Open Files Add-on as part of the install:

During the BackupAssist Configuration Wizard, to enable the

18 Setup - BackupAssist

Select Companents
which companents should be installed?

Select the components youwank to instal; clear the companents you do not wank to
install. Click Next when you are ready to confinue.

[ Backupsssist - Base Instalation (includes SOL Server &ddon] 186 ME
Advanced Open Files Addon 01ME

Curtent selection iequires al least 19.2 ME of disk space,

Backiipbssist - winlis Beckip ade Eassl
<Back [ mer | concal |

BackupAssist Snapshot Manager, simply choose Use the
BackupAssist Snapshot Manager when selecting your open
file snapshot manager:
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CHAPTER 2
Snapshot Technology (cont.)

2.3 The BackupAssist Snapshot Manager— advantages
over VSS and its usage (cont.)

If you did not install the Advanced Open Files Addon during the
install process then you will need to run the BackupAssist upgrader,
which can be downloaded from our website here:

http://backupassist.com/BackupAssist/download.php

After running the BackupAssist upgrade Wizard, the third step of
the upgrader will allow you to install the Advanced Open Files Add-
on module:

Backuph: Upgrade Wizard i x|

< B@”"HP, Wade Eaeyt

Upgrade Options
Select the companents to install / upgrade

Upg This uparader wil slways upgrade your base version of BackupAssist to the latest version
You can lso chonse to install additional add-on modules if they ate ot aheady installed
Q Welcome

[¥ Uparade your base installation of Backupéissist
© Locate BackupAssist
instalation Your base installation of Backupssist wil abways be upgraded. You cannet uncheck.

this option,

[ fliparade  install the Advanced Cpen Fiss Addon Modue

This module i not curently installed. ou may install it using this Uparade Wizard

@ Finish

cBack | Mets | oes |

You can then access the Options tab in BackupAssist to select the
BackupAssist Snapshot Manager for your open file backups.

Once a backup runs, the backup report will also indicate the status
of the Snapshot that was taken before the backup commenced.

The following screenshot demonstrates a typical report with the
Advanced Open File Add-on installed and the BackupAssist
Snapshot Manager enabled:

x
Backup Report vy, Backupdssist com
Full Report Datails @ BackupAssist

Job Name: Detault job Start Time: 24/11/2005 16:30.58

Job Description:  Enter a description for your backup job End Time: 24112005 163112 ﬂ
Label Test Duration: 14 LI
Status: Normal Computer. TIM-DESKTOR

Additional Information; Mo additional information is available

Full Feport:

Biackupéssist Snapshot Manager
Successhully started snapshat of diives for backup operation
Prase e Dackup g

Backup Status

Operatior: Backup

Active backup destination: File

Media name: "Backup.bkf created 24/11/2005 at 16:31 Ph"

Backup of "C:
Backup set #1 on media #1
Backup description: “'Set created 24/11/2005 at 16:31 PM" LI

Close

www.BackupAssist.com

The BackupAssist Event Viewer will also indicate the processes

involved in the Snapshot:

P —

$achupbssist Wavigator  (Backup Repaits | (S Event Viewer

) BackupAssist

Windows®Backup Made Easy!
e

Jetault job
x
Murmber of log entries to view 25 - @M Fefresh
Date I Title: |
a4 2005T 3T 0E T Harting bavkuproperation
@ 24/11/200516:31:05 ... Snapzhot manager: taking snapshot succeeded
@ 24/11/2005 16:30:58 ... Mumber of backup jobs curently wnning: 1
@ 24/11/200516:30:40 ... Phase One backup operation succeeded,
@ 24/11/200516:30:40 ... Snapshat manager: ending snapshaot succeeded
@ 24/11/2005 16:30:29 ... Starting backup operation
@ 24/11/2005 16:30:27 Snapshot manager: taking snapshot succeeded
@ 24/11/200516:30:18 ... Mumber of backup jobs curently wnning: 1
’\ip 24/11/2005 16:30:05 Testing backup user identity - success
@ 24/11/200516:19.25 ...  Backupdssist Monitor Service starting
@ 2411/200516:19:25 ... Backupdssist service starting
@ 241172005 161924 .. Backupdssist Service Installed
@ Intarmation & Warning Q Erar Wiew selected entiy

2.4 Useful References

Microsoft® VSS
http://www.Microsoft®.com/technet/prodtechnol/
windowsserver2003/library/TechRef/2b0d2457-b7d8-42c3-b6¢c9-
59¢145b7765f.mspx

Snapshot Technology
http://searchstorage.techtarget.com/infoCenter/
tip/0,294276,sid5_gci940243_ tax294585,00.html

Chapter 3 on the next page will now cover how BackupAssist
can use the Conventional File Copy Method to further ensure
that you have a secure backup of all your open files, including
backups of network share data files that do not have
exclusive locks.
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CHAPTER 3
Conventional File Copy

3.1 How Conventional File Copy Works

When using the Windows Backup Utility, NTBackup, (which
BackupAssist uses to perform the backup operation) files that are
in use or open during the backup process are skipped and as a
consequence, not backed up. BackupAssist uses a multi-phase
backup process to workaround the issue of skipped files during the
backup.

Phase One

Your selected drives and directories are backed up. Open files are
skipped by NTBackup. BackupAssist will detect these skipped files
and then attempt to copy them to a temporary directory.

Phase Two

Phase Two of the BackupAssist backup process involves a backup of
this temporary location where the open files were previously copied
to. For open files that are locked with a shared lock or no lock at all
are successfully backed up using this method. Examples of these
open files include Outlook .pst files.

Files that have exclusive locks, however, cannot be copied, and as
a consequence cannot be backed up using this method. These open
files are typically from database applications.

For specific databases such as Microsoft Exchange or SQL Server
that have exclusively locked files, you can use the respective
BackupAssist modules (built-in Exchange module and the SQL Add-
on) to backup these resources. All BackupAssist modules are also
executed during Phase Two. This multi-phase process is unique to
BackupAssist, and extends the capabilities of Windows Backup
(NTBackup).

Overcoming exclusively locked file issues

For all other application data with exclusively locked files, you
would need to use either VSS or the BackupAssist Snapshot
Manager, as mentioned in the previous chapter.

VSS (Windows XP/2003 only) and the BackupAssist Snapshot
Manager both overcome the issue of not being able to backup
exclusively locked files by taking a live snapshot/point-in-time copy
of the files before the backup commences and then backing up
from this snapshot rather than the original open files.

3.2 When Does Conventional File Copy Apply?

Conventional File Copy for open file backups can apply in two
separate situations:

When no snapshot technology is available — either VSS
or the BackupAssist Snapshot Manager)

When you are attempting to backup data from a
network share — you will require the Conventional File
Copy method when you are attempting to backup open files
residing on a network share as current snapshot technology
does not support snapping network volumes.

3.3 Utilizing Conventional File Copy

To utilize Conventional File Copy for backing up open files, simply
choose your preferred snapshot manager in the Options tab and
then ensure that Re-attempt backup of open files is checked, as
shown in the following screenshot (top-right):

www.BackupAssist.com
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1.} Backup Job - Default job

r— Backup option
J Backupto: " Tape i+ File: DD /CD

L Backup filename: ™ LUse media label - eq. January bkF, Quarter bkf, Thursday bkf, ete.
esaroten. j|_ (" Use date of backup - 25, 20040316 bkf

!ﬁ * Use specific filename

Cobo Backup filename: |E'\Prng|am FileshBackupfssisthBackupshBackup bkf J

B

¥ Backup system state [recommended) I¥ ety backup [recommended]

Scheduls 5 B 4
[~ Compress / encrypt backup file Compression and enciyption options...

~—
1.-_“ [~ Copy file to anather lncation I J

Files & Dirs ..'

@’

Exchange

[Use this feature to copy your backup file to remote storage. offsite servers, ete.)

Open file backup

Chaoose your open file shapshot manager. @) Leatn more about open files snd snapshot managers

£ Use the Backupdssist Shapshot Manager

€ [Jze the Microsoft Yelume Shadow Copy Service. Onlp available on Windows P and 2003 Server
S0L Server

5 % Do not use a shapshot manager - some open files may not be backed up!

-
Motifications .3 I ¥ Re-attempt backup of apen fi\esl

@ Open files working diIECHIIC \Frogram Files\B ackupbasist\OpenFiles _I

Warning: Al files in this directony are erased after a backup is completed.

@ Leamn more about retrving the backup of open files

Advanced
0 i~ Repart lngging option:

Thiz reduces the size of the logs, and provides an easy to read summary,
Recommended for most users.

W Simplify backup log reparting

You will also need to set the Open Files working directory.
This is the temporary location that any open files detected in
phase one of the backup process are copied to, before being

backed up during phase two.

Please note: the open files working directory must be a specific
directory that is only be used for the BackupAssist open file
backup operations- the entire directory will be purged once
a backup is complete.

3.4 A practical example of how the Conventional File
Copy Method works

This following simple example illustrates how BackupAssist
handles open file backups using the Conventional File Copy
Method.

Example details
The following system has been used for this example:

Operating System: Windows NT 4.0 Server
Directory to backup: C:\TestDir
Open files in this directory (as shown below):
C:\TestDir\Open file — shared lock.txt
(locked with a shared lock)

C:\TestDir\Open file — exclusive lock.txt
(locked with an exclusive lock)

5!_ Exploring - TestDir = [O] =]
File Edt \iew Took Help
All Folders ‘ Cantents of TestOir'
Q Desktop - ame | Swzel Type | Modified
= - Iy Computer |Z] Mormal file. kst 1KB  Text Document 12A7/03 440 P
&2 3% Floppy 122 Open file - exclusive lock tet KB  Test Documet 12/17/03 4:40 PM
Eag [F] (pen file - shared lock. st KB Test Document 12/17/03 440 PM
BT InetPub
23 Proram Files
- Recycler
B Temp
R=t 0
B Winrt =]« i
13 ohiectfs] 113 bytes [Disk hes space: 36958 v

Backup procedure

When BackupAssist first runs NTBackup to backup your files in
phase one of the backup process, all open files are skipped by
NTBackup. There were two open files in the backup directory, so
we expect both files to be skipped and not backed up.

Open File Backups W Pg.5
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CHAPTER 3
Conventional File Copy (cont.)

3.4 A practical example of how the Conventional File
Copy Method works (cont.)

BackupAssist will then try to copy the open files skipped by
NTBackup to the Open Files Working Directory, which has been set
to:

C:\Program Files\BackupAssist\OpenFiles

Only the shared lock file can be copied. The exclusively locked file
cannot be copied, because the Windows Operating System prevents
programs from accessing it.

BackupAssist will then run NTBackup again for phase two of the
backup process, and backup files from the Open Files Working
Directory. From this directory, BackupAssist recreates the full
directory structure of the open files. The table below provides
instructive examples of how this works:

Original Location of Open BackupAssist copies this
File file to...

(OFWD = Open Files
Working Directory)

c:\TestDir\Open file — shared
lock.txt

OFWD\c\TestDir\Open file —
shared lock.txt

d:\hello\there.txt OFWD\d\hello\there.txt

\\servername\sharename\abc. | OFWD\servername\sharename
exe \abc.exe

The backup report also indicates what files were skipped and
summarizes which files could be backed up using the Conventional
File Copy Method, and which files could not be backed up using this
method (i.e. files that had exclusive locks):

™ Backup process completed normally - Messaqge (Plain Text) o (=[5}

| Ele Edit view Insert Format Tools Actions Help ‘
| ey | sy tonl | wgronard | G Bs | v DX & - w - 40

From:  BackupAssist on EROICA [ba@cortexit.com]
To: Linus Chang

[

Sublect:  Backup process completed normally

Sent: Wed 17/12§2003 4:46 M

Backuphssist Backup Summary

Date performed: Uednesday, December 17, 2003 4:42:12 PN
Tape label: Test

Job name: Backuphssist: tape Test, date: 12/17/03 16:42
Backup Method: Full

Backup Mode: Overwrite

B, Crme hackup operation =

Scanning for skipped files...
Nunber of open files successfully copied: 1
Nurber of locked files [cannot be copied): 1

Summary of open and locked files

pop

Phase Cne backup log

Eackup Status

Tape Wame: "Tape created on 12/17/03"

Eackup of "C:"

Backup set #1 on tape #1

Backup description: "BACKUPASSIST: TAPE TEST, DATE: 12 /17 /03 16:42"
Eackup Method: Normal

Backup started on 12/17/03 at 4:42:37 PH.
Directory C:i 3

ERE R R NTBackup reports two files are open and have been skipped
File \TestDiriOpen file - exclusive lock.txt is in use. It has been skipped.
File \TestDir\Open file - shared lock.txt is in use. It has been skipped.
EAECKUp conp leced on L = L) ar 47490 PHT

Backed up 1 file in 2 directories.

z files were skipped.

Processed 2,582 bytes in 3 seconds.

www.BackupAssist.com

3.5 Restoring Conventional Open File Backups

To perform a restoration of open files, run NTBackup. On
Windows NT, you should insert your tape into the tape drive; on
Windows 2000 and later you should locate your tape from the
Restore tab and insert it when prompted.

T Coricr Tiee 5o et Sdedee [le: =l

?J"E Leckup I L ¢ Lleatoie I [l zli.lyl @E
-E PR G el Tael ww 12400 A0 DACRNAGHET T TOST SATLAZAD

O el el ww T SIRLZ T PHAYE WU RELFUR U= BOLLU=5SYYLE

R

Set 1 corresponds to the first backup phase — where files and
directories are backed up. Any open files would have been
skipped during this phase and as a result do not appear in this
set.

Set 2 corresponds to the second backup phase — where open
files are copied and backed up (along with additional data such
as Exchange Server, and any add-on modules such as SQL
Server data).

Phase One Backup
During the Phase One backup of c:\TestDir, only one file was
closed (ie. not open) — Normal file.txt.

In the view of the tape (shown below), you can see that file is
available on the tape. To restore, select that file and click the
Restore button.
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Phase Two Backup

During the Phase Two backup, the open files were copied to the
Open Files Working Directory (in this case — c:\Program
Files\BackupAssist\OpenFiles).

The file, Open file — shared lock.txt was copied, and as shown
in the screenshot below, is available for restoration.

% Narers - Topn comnlad an | 2/07/I0-MIAST Tl ACEL T PN RACELIPAS 65T TATE TS, NATE ABoaqrans Fincinrt uphwsicTranTsdchonst MO ED
E i o v . 18l
b | g e | we[R2) &
IEE b,
L= Tramr i 1T P il
11 R fedd
1 N
o
v
T

Farts

When you restore this file, you can restore it to its original
location (in the Open Files Working Directory). You'll then
manually copy this file back to its original location (in this case,
C:\TestDir).
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