wngs
. iy SOt o s O
@& »,',-r} = e SERENSS o
e

Windows Server 2008 and BackupAssist

#2 BackupAssist
@ Windows" Backup Made EEEY!

WHITEPAPER
BackupAssist Version 6

www.BackupAssist.com

Cortex

© Cortex I.T. Labs 2001-2007


http://www.backupassist.com/

BackuEAssist'" WHITEPAPER

Windows" Backup Made Easy! Windows Server 2008 and BackupAssist

Contents
[ e oY [T Te] AT ] o DU OO T TP OPR PP PR 2
Advantages and disadvantages of Windows Server BaCKUP ...........ceiiieiiiiiiiiiiiee it e e eesiivese e e e e e 2
How does BackupAssist help WINdows Server BaCKUP? ........cooiiiiiiiiiie ittt re e e e e 3
Restoring using the Windows Recovery ENVIFONMENT ..........oocviiiiiiiieiiieie e 4
Setting up a Windows IMaging DACKUP .....cooiuiiiiiiiiie it et e e 4
BeSt PractiCes fOr DACKUPS ......ooiiiiiii ittt st e e b et e e et e e s nnbeeeeanbreeean 4
Example Windows Imaging backup SCENAIIOS .........ceiiiiiiiiiiie ettt e e e e e e e s e s ebre e e e e e e sanees 5
File and appliCAtiON FESTOTE ... .uiiie it et ettt et et e e ettt e e e st e e e snae e e e e teeeeesmseeeeanneeeeeseeeeeanneeeeanneeeenn 6
Bare-Metal RESTOIE ..ottt ettt e e et s e e e e e e et eer e 8
Appendix | — Block level backup tEChNOIOQY ..ooooiiiiiiiiii e 11
Appendix Il — Server 2008 and SBS 2008 COMPATISON .....eeveiiiiiieiiiiieeiiieeeaatieeesieeeesnneeeeasseeeessseeeesseeeeas 13
APPENiX HI = DACKUP FEPOTES oottt ettt e st e e b e e ettt e e s enbeeeesnbreeean 14
Appendix IV —hardware ComMpPatibDility ......ccuuviiiiiiii e 15
Introduction

The backup functionality in Windows Server 2008 and 2008 R2 is a new backup system called Windows Server
Backup that uses drive imaging technology. This represents a radically different approach to Disaster Recovery
and a departure from the file-based method in Windows 2003 and prior.

BackupAssist allows you to take advantage of Microsoft's extensive R&D investment in drive imaging technology,
while also addressing some of the drawbacks. The net result is a reliable, monitored and effective disaster
protection system that otherwise would have cost many times more on Windows Server 2003.

Advantages and disadvantages of Windows Server Backup

Advantages Disadvantages

e Fast disaster recovery from bare metal; you can | e No file-based backups.

create your own recovery CD. _
e No support for tape drives.

e Daily differential backups give you multiple
points in time from which to restore and helps
slash daily backup times.

e Not suitable for long term data archiving or
compliance purposes.

e On Windows Server 2008 you have to select
entire drives to backup and cannot choose
e Free with the operating system, compared with individual files or directories®
many hundreds or thousands of dollars payable

e Restore individual files by mounting the backup

for 3rd party imaging solutions.

' On Windows Server 2008 R2 you can select individual files and folders to backup, except if the backup destination is a NAS
device or rdx/REV drive)
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VSS Integration

Windows Server Backup makes use of Volume Shadow Copy (VSS) and block-level backup technology to back
up and recover your drives. Through block-level backup technology, Windows Server backup automatically
performs differential backups based on your initial full backup. For more information regarding how Windows
Server Backup block-level backups, please refer to Appendix |.

How does BackupAssist help Windows Server Backup?

Just like NTBackup, it is possible to script Windows Server Backup to run scheduled backups. However, there
will be some drawbacks and limitations when using the built-in Microsoft scheduler, just as is the case with
NTBackup on Windows Server 2003, so BackupAssist adds significant management features to make sure that
the backups are run properly and reliably.

1. Easy setup and scheduling: using BackupAssist, you can setup and schedule jobs with the same brilliant
simplicity that makes BackupAssist famous.

2. Support for selecting VSS applications: BackupAssist provides fully integrated support for VSS
application backup and restore. Microsoft applications such as Exchange Server, SQL Server, SharePoint
and Hyper-V, can be safely backed up and restored. All running VSS applications will be automatically
detected and listed for selection.

3. Support for removable disk cartridges: proper management and integration with devices like the
Tandberg QuikStor, Quantum GoVault, lomega REV is available.

4. Support for local fixed disks: BackupAssist allows you to backup to local fixed disks, which is not
supported in the built-in Server 2008 and SBS 2008 wizards.

5. Support for eSata disks: BackupAssist allows you to backup to eSata disks, which is not supported in the
built-in Server 2008 and SBS 2008 wizards.

6. Support for NAS destinations: BackupAssist allows you to backup to NAS destinations (NTFS file systems
only) which is not supported in the built-in Server 2008 and SBS 2008 wizards.

7. Removable HDD management: safely eject your HDD after the backup; automatic remapping of drive letter
if incorrectly assigned.

8. Media rotation schemes: automatically select from different rotation schemes (similar to the NTBackup
schemes) to ensure that you have multiple backups to restore from; automatically check that drives have
been rotated according to plan, and warn the user if it hasn’t been done.

9. User reminders: BackupAssist will send out user reminder messages — instructions to the backup operator
on what drive to connect to the computer so that the media rotation strategy is correctly followed.

10. Reporting: emailed reports inform you of progress, with important details and statistics on the backup result.
For example, the media usage report shows you how much backup space is used by the last backup and
previous backups, gives an estimate of how much space is left, and what backups are present on the disk.
By comparison, there is no reporting in Windows Server 2008, and the SBS 2008 reporting is a rudimentary
“Success” or “Failure” message.

11. Scripting: with BackupAssist you can easily write scripts to run before and after the backup, including
conditional scripts that run specific commands based on whether the backup failed or succeeded.

© Cortex I.T. 2001-2010
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12. Other drawbacks that BackupAssist overcomes (as compared to configuring the backup without
BackupAssist):

e USB HDD is “invisible” when formatted for use with Windows Server Backup — you cannot see its
contents, use it for any other purpose, or share one device with multiple computers. BackupAssist
overcomes this by using USB HDDs in NTFS mode, and by using its own management capabilities to
assign drive letters, eject the disk, etc.

e Monitor the “live” progress of your backups — with BackupAssist you can monitor the live progress
through its Administration Console.

Restoring using the Windows Recovery Environment

Backups made through BackupAssist’'s Windows Imaging engine can be restored using the Windows Recovery
Environment (WIinRE), a set of tools available in Windows 2008 used to repair or restore operating systems. In
addition to being installed on a hard-disk, WinRE can be run from the Windows Server 2008 installation CD,
which makes bare-metal restoration a simple process. It is also possible to restore files and applications from
the windows image backups using either Windows Server Backup or the BackupAssist Restore Console.

For information regarding performing bare-metal restorations please refer to Bare-Metal Restore.

For information regarding file and application restoration refer to File and Application Restoration.

Setting up a Windows Imaging backup

The BackupAssist set-up wizard takes users through a series of steps to help them configure their backup job. To
set-up a Windows Imaging backup, just select the Windows Imaging Engine for your backup method in the set-
up wizard. There are several backup destinations available for Windows Imaging backups and a variety of
schedules tailored for each specific type of destination. For more information on backup destinations, please refer
to the hardware compatibility matrix in Appendix IV.

Best practices for backups

A good backup strategy is important to fully protect your company in every recovery scenario. There are several
points to consider when setting up a backup strategy.

One very important factor to consider is that your backups should provide you with a known good point for
recovery. Consider the following story.

A hacker has found and exploited a security vulnerability in the operating
system, modified some system settings and uploaded a back-door for
future access. The entire system is now compromised and the system has
been infested with malware and Trojans. The actions taken by the hacker
are unknown, and there is no easy way to know what changes were made.

Some malware / virus infections may go undetected for several days. If the infection happened 3 days ago, and
the only backup available is last night's backup, then the backup is effectively useless. However, if there is a
backup from 3 days ago (just before the infection) then the server can be restored to the last known good point.

It is not always possible to know when your last known good point is — so for this reason it is important to have a
variety of backups from a variety of times in history. That means you need more than one backup medium (ie.
more than one disk to store your backups). These disks are then commonly divided into different sets - one set of
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backup media (in this case, disk) for daily backups, and another set of backup media for weekly backups.
BackupAssist also gives you the option of having monthly backup disks for additional security.

Multiple removable media

When using a backup destination such as USB hard-drives, rdx drives or REV drives, it is recommended that
multiple disks/cartridges are used as part of the rotation strategy. Due to the nature of Windows Imaging
backups, the number of different points in history that we can restore from is correlated to the number of devices

used for the backups.

Backup Device

Recommended Number of Disks/Cartridges

USB Hard-drive

3to 5 or more

rdx drive

5 or more

REV drive

5 or more

Offsite storage of backup media

In order to protect your company data from physical events like natural disasters or theft of hardware, backups
should be taken offsite and kept in a secure location. Although it is important to keep some backups on-site to be

able to restore data quickly, is equally important to keep at least one backup a week off-site.

A hurricane has gone through the city’s business district and destroyed
everything its path. Your company has been severely affected and all office
equipment such as servers, personal computers, and lap-tops have been
destroyed beyond salvage. The IT department implemented a backup
strategy earlier in the year covering all the computers on the network.
Unfortunately, all the backups were stored in a safe on-site and were also
destroyed in the hurricane.

Keeping backups off-site enables users to restore their servers in the event of any such disasters. The
convenience of being able to restore data immediately from on-site storage of backups should not deter users

from also storing backups off-site.

We suggest that you store the daily backups on-site and the weekly backups off-site. (BackupAssist can even
help you manage off-site backups using the Internet. For more information visit our Internet backups product tour
page here: http://www.backupassist.com/BackupAssist/tour Rsync.html)

Ensure backups are healthy by running a test restore
In addition to running backups successfully, the integrity of backups should be checked at least once a month to
ensure that they are restorable. By frequently running a test restore using the backups, you can confirm that the
backups are good enough to be used in a disaster recovery situation.

Example Windows Imaging backup scenarios

Imaging Daily

When running a Windows Imaging backup daily to a removable storage device, a good strategy would be to use
5 disks — for example, 2 for daily backups and 3 for weekly backups. The two daily disks can be rotated across
the daily backups (i.e. Monday and Wednesday’s backup goes to Daily 1 and Tuesday and Thursday’s backup
goes to Daily 2). The three weekly disks can be swapped across the three weeks and the most recent weekly
backup can be stored off-site. With multiple disks for the backups, you have a variety of restore points from which
to choose. It is possible to alter this strategy — for example, 3 daily backup disks and 2 weekly disks, or 3 daily

disks, 1 weekly disk and 1 monthly disk.

© Cortex 1.T. 2001-2010
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Imaging Weekly

If there are constraints (excessive amounts of data, limited physical access to the server or procedural
constraints) that make it impossible to image your system daily, then it is still possible to have an effective backup
system in place by running a Windows Imaging backup on a weekly basis.

For example, this scenario will still enable you to recover a system in the event of a disaster:

o Perform the drive imaging backups on a weekly basis (with 3 or more drives to enable media swapping)
e Use a different backup engine, such as the File Replication Engine in BackupAssist, to backup your
applications and data on a daily basis.

In the event of a disaster, you can restore your system to the last image and then “roll forward” your data and
applications from your daily backup.

File and application restore

Files and applications can be restored using either the BackupAssist Restore Console or the Windows Recovery
Environment on Windows 2008 from backups made through BackupAssist.

Restore file and applications using the BackupAssist Restore Console

1. Click Restore in the top navigation bar and then choose BackupAssist Restore Console.
2. The Restore Console will launch and you will be prompted with the 'Load backups' screen.

3. Click Load all known backups to load all backup catalogues located in the BackupAssist settings folder.
Alternatively use the Browse option to locate the backup set from which you want to restore.

4. Choose the job that corresponds to the backup from which you want to restore a VSS application.

5. Use the calendar to select the date of the backup from which you want to restore.

6

6. Use the middle pane to expand the loaded backup set and select the application(s) or files and folders that

you want to restore.

(] Browse | &, Fie search

Contents of file rep system state - 19/02/2010 22:00:00 Folder details
Select a backup to browse: P 5y I
[ﬁl P—— ] =] Local Disk (c:) Name
le rep system s - ] Boot I

_| Program Files
_| ProgramData I msdh

February 2010
Mon Tue Wed Thu Fri Sat Sun

19

7. Click the Restore to button located on the bottom right of the window and follow the remaining prompts to

your restore your VSS application(s) or files and folders.

How the VSS application restore works
VSS is designed to support live application restore. This means that you do not need to stop a live
application before recovering a previous version of it from a backup.

If any Windows services need to be stopped and restarted during an application restore this will happen
automatically. If, for example, you are recovering an SQL Server and the SQL database being restored

is in use, SQL Server will automatically deny access to the database until the restore is

complete. Databases that are not part of the restore will not be affected unless the master database is
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being restored. If the master database is being restored, the entire SQL service will be stopped at the
commencement of the restore and restarted after the restore has completed.

Similarly, during restore of an Exchange database, the Exchange Server will prevent client access to
that database. So while we recommend that you notify all users to stop using any applications before
commencing a VSS application restore, the restore process will not be affected if the applications are in
use.

Restore using the Windows Recovery Environment

Please note: the instructions outlined here are available in the Windows Server Backup help file.

Before attempting to restore files and folders using Windows Server Backup from a drive image backup created
with BackupAssist, make sure of the following:

= You are completing the restore with Windows Server 2008. Windows Vista only provides support for
drive volume restore.

= The backup you wish to restore from is located on either an external hard drive or a remote shared
folder (eg. on a NAS device). You cannot restore individual files and folders from a drive image backup
located on an rdx or REV drive.

= To recover files and folders you must be a member of the Backup Operators or Administrators group, or
you must have been delegated the appropriate authority.

1. Launch BackupAssist and click Restore in the navigation bar.
Click Imaging restore. Windows Server Backup will then launch.

3. Click Recover under the

5
File Ation View Heip

Actions pane. e o=
Windows Server Backup (Local 2] | At
{
v.\'é; You can perform a single backup or schedule a requiar backup using this application
ad
Messages ‘
[T~ [ Message
(i) 23/09/2008 12:04 PM Backup
(i) 23/09/2008 11:16 AM Backup
(@) 19/09/2008 3:24 P11 Backup
Status
Last Backup Next Backup All Backups.
Status: (@ Successful Status: Mot scheduled Totalbackups: 13 copies
Tirne: 23(09/2008 12:04 PM Time: - Late 23/09/2005 12:04 P
B3 view detais B3 view details 5/09/2008 5:08 PM

4. Specify whether you are restoring files from backups created on this computer or another computer, and click
Next.

a. If you are restoring files and folders from backups stored on another computer, specify whether
the backup that you want to restore from is on a local drive or a remote shared folder (eg. NAS
device).

i. If you are restoring from a local drive, select the location of the backup from the drop-
down list.

ii. If you are recovering from a remote shared folder, type the path to the folder that
contains the backup. In the folder, the backup should be stored at
\\<RemoteSharedFolder>\WindowslmageBackup\<ComputerName>\<YourBackup>

b. If you are restoring from a backup created on this computer, select the location of the backup from
the drop-down list.

© Cortex I.T. 2001-2010
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10.

Select the date from the calendar and the time from the drop-down list of the backup you want to restore from. If
you are recovering from this computer and the backup you select is stored on a removable media drive, you will
be prompted to insert the relevant media.

Then click Next.

When asked what you would like to recover, 15 Recovery Wizard =]
choose the option for Files and folders, and :g Select recovery type
click Next. -

Getting started wihat do you want to recover?

S & Files and folders

‘fou can browse volumes included in this backup and select files and folders,

Select items to recover

€ Applcations

Specify recovery options You can recover applications that have registered with Windows Server Backup.
Confirmation s
Recavery progress You can restore an entire volume, such as all data stored on C:. You cannot restore only

selected files and folders,

Performing 5 system state recovery using command ling scripts

< Previous I Hext > Recoyver Cancel

Under Available items, expand the list until the [lsRecoveryWizad B
. .. *
folder you want is visible. &; Select items to recover
Click a folder to display its contents and click -~
. . Getting started Browse the tree ko Find the Files of Folders that you want to recover, Click an item to selact it
each item that you want to restore, and then click et bk dote For recovery.
Select recavery bype Avallable ftems:
NeXt i = WIN-ZIQSHZ3HI9S Mame  ~ Date Modified
- acal disk (C:) . Common Flles
o Note: use the SHIFT and CTRL keys to sty e 78 0 S e ooz
e . Confirmation . Boot Urirstall Information 19/01f2008 2.,
select a group or specific set of items to Recovery progress inctpub hindows Mgl 1ajon200 1.,
. Perflogs Wwindows NT 19/01j2008 1.
recover. Pragram Files = deskkop.ni 19/01j2008 2: ..

. Program Files (x66)
FragramData
System Yolume Inform
| Users
Windows
| Windows.old
Windaws.old.000
| Windows.old.001

| —|

<previous [ e | Recovs Cancel

Under Recovery destination, complete one of the following, and click Next:
a. Click Original location.
b. Click Another location. Then, type the path to the location, or click Browse to select it.

Under “When Backup finds existing files and folders”, click one of the following, and click Next:
a. Create copies so | have both versions of the file or folder
b. Overwrite existing files with recovered files
c. Don't recover those existing files and folders

Review the details, and click Recover to restore the selected items. You can then view the status of the
recovery operation and whether or not it was successfully completed.

Bare-Metal Restore

Using the Windows Recovery Environment on Windows Server 2008 you can perform a bare-metal restore to
recover your server operating system or the entire server itself.

© Cortex I.T. 2001-2010
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An operating system restore will only recover critical drive volumes that contain system components. If you would
like to restore all volumes, you will need to conduct a full server recovery.

Before attempting to complete an operating system or full server restoration from a drive image backup created
with BackupAssist, make sure of the following:

*  You have a Windows Server 2008 setup/installation disc.

= If you are recovering to a new hard disk, make sure the disk is at least as big as the disk that contained
the volumes that were backed up, regardless of the size of those volumes. For example, if there was
only one volume that was 100 GB on a 1 TB disk during backup, you should use a disk that is at least 1
TB when restoring.

= If you are recovering just the operating system, make sure that you have a backup available that
contains at least the critical volumes of the server. If you are recovering the full server, make sure that
you have a backup available that contains all volumes of the server.

Performing a bare metal recovery — step by step

1. Boot the Windows Server 2008 from the Ry N
installation media and select the appropriate

settings for:
a. Language to install 7
b. Time and currency format Windows Server2008

c. Keyboard or input format.

Langusge o instal: N N |
T R T N |
When you've selected your settings, click Keyboard or input methoc: T3 |

on the Next button.

Enter your language and other preferences and click "Next" to continue.

Copynight © 2007 Microsoft Corporation. All ights reserved.

2. In the next window, select the Repair your % Install Windows
Computer option from the lower left corner of
the console.

o‘ :
Windows Server 2008

Install now 3

‘What to know before installing Windows
Repair your romputer

Copyright © 2007 Microsoft Corporation. Al fights reserved.
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3. From the System Recovery Options window, you can choose
to load any drivers required by your hard disk at this stage.
After loading any necessary drivers, such as RAID drivers,

click on the Next button.

Note that if you are performing a bare-metal restore to a brand
new hard-disk, you will not see any Operating Systems listed

as shown on the right.

If you are restoring a backup to a machine that already has

WHITEPAPER
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‘ System Recovery Options x|

Select an operating system to repair and dick Mext. Note: This feature
cannot repair operating systems earlier than Windows Vista.

| Operating System [ Partition Size__| Location |

If you do not see your operating system listed, dick Load Drivers to load

drivers for your hard disks.
Load Drivers Ne >

Windows 2008, then it will be listed under Operating Systems.

4. Under the System Recovery Options window,
select the Windows Complete PC Restore
option. This will invoke the Windows Recovery
Environment.

‘_ System Recovery Options x|

Choose a recovery tool
Operating system: Unknown on {Unknown) Local Disk

b—t Restor! ur entire server or personal computer from a backup image

@ Windows Memory Diagnostic Tool
Check your computer for memory hardware errors

vwms Command Prompt
Open a command prompt window

Shut Down | Restart |

5.  Windows will then scan your machine for available backups. Please ensure that the media with your backup is
connected to the machine. If Windows Complete PC Restore is unable to find the backup, please try un-

connecting and re-connecting the backup device.

6. Once your backup disk has been detected, you
may choose to restore the latest backup or
another backup. Windows 2008 will automatically
choose your latest backup by default.

Select the backup you want to restore from and
click on the Next button.

¥ Windows Complete PC Restore x|

Restore your entire computer
\\ : from a backup

N —
& ‘Windows cannot find a backup on this computer,
[

= Attach the backup hard disk or inzert the final DVD from a

‘-‘:)‘ backup set and dlick Retry.

% Lse the latest avaiable backup {recommended)

Location: Daily 1(C:)
Date and time: 9/9/2008 9:25:13 PM (GMT-3:00)
Computer: TESTCOMPLETE

' Restore a different backup

< Baok Cancel

7. Inthe Choose how to restore your backup window, you have the following options:
a. Install any drivers for the disk you are restoring to by clicking on the Install Drivers button.
b. Exclude disks that you don’'t want formatted by clicking on the Exclude disks button.
c. Choose to restart the computer after the restore process and to automatically check and update error
information by clicking on the Advanced button.

Once you have added the extra options, click on the Next button.
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BackupAssist
<~

Windows" Backup Made Easy!
—

8. Select the location of your backup and click on the
Next button.

9. Confirm your settings and click on the Finish
button.

10.

WHITEPAPER
Windows Server 2008 and BackupAssist

13 windons Compete P petore
.

Select the location of the backup

If the backup is on an external device, attach the device to this computer, and 1 "
then dlick Refresh. = >

Current time zone: GMT-8:00

| Most recent b_ada.lp
9/%/2008 9:25:13 PM

| Computer |
TESTCOMPLETE

Advanced... | Refresh |
< Back I Iext = | Cancel |
]

Windows Complete PC Restore is ready to restore your
computer using the following backup:

9/5/2008 9:25: 18 PM (GMT-3:00)
TESTCOMPLETE

Disks to restore: C

Location:

Date and time:

Computer:

=~

< Back I Finish I

Cancel |

the disks and restore the backups you have chosen. Click on the OK button.

11.

Windows will load. Congratulations — the procedure is complete!

Appendix | — Block level backup technology

The concept of full and differential backups through block-level backup technology is different to the traditional
concept of full and differential backups found with file-based backups. When a backup of a disk is performed
using block-level backup technology, the backup engine will create a full or a differential backup based on the
comparison of the current state of the disk and any previous backups of that disk available on the backup
destination. If there are no backups of the drive on the backup destination, the backup engine will create a full
backup of the drive at that destination. Any subsequent backups of the drive to the same backup destination will
be differential backups based on the differences between the current state of the disk and the backup on the

destination.

Let us take a look at a situation where you are backing up C: drive to an external hard-drive on Monday (refer to
Monday’s backup in the figure below). If you imagine C: drive as being made up of blocks A, B, C, D, E, F, G, H,
then the first block-level backup of C: drive to the USB hard-drive will be a full backup.

© Cortex I.T. 2001-2010
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All subsequent backups of C: drive to the same external hard-drive will be differential backups where only the
differences are backed up. If you run another backup of C: drive on Tuesday (refer to Tuesday’s backup in the

figure below), the differences will be backed up to the external hard-drive to create a new full backup.

Upon examination of the backup destination (refer to Tuesday’s backup in the figure below), you notice that:

e  The most recent full backup (I-J-C-D-E-F-G-H) is always available.
e Past backup versions (A, B) are always available.

The advantage of block-level backup technology is that it is space efficient as only the block-level differences are
stored. In addition, the previous backup versions get deleted as the drive gets filled up.

If you run a third backup of C: drive on Wednesday (refer to Wednesday’s backup), the block-level backup engine
will compare the current state of C: drive to the full backup on the backup destination and backup only the

changes. Once again, the backup destination will show:

e  The most recent full backup is always available. Now, it is K-J-L-M-E-F-G-H.

e Past backup versions are available. — (A, B), (I, C)

2 -9

Disk Backup

(als|c|ole|rla/n] @wi[als|c|o[e|F|c]H

Monday’s Backup
* No previous backups on this disk

* Full backup performed on Monday

B cole flan] @wlr]iclolefr|a]H

Sivi A B

Tuesday's Backup

» Blocks | and J are modified

+ Blocks A and B are stored as Monday's version

— N

* Blocks | and | are transferred to form the new full backup for Tuesday

:ﬂvZI_ T

vt oA

Wednesday's Backup
* Blocks K and L modified

* Blocks | and C are stored as Tuesday's version

* Blocks A and B are stored as Monday's version

B Bvicrlesn] @w(x[itmelrla]n
|

* Blocks K and L are transferred to form a new full backup for Wednesday
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When your backup device fills up, the oldest backups are automatically discarded — for example, in the diagram
above, the first backup v1 of blocks A & B would be deleted to free up more space. If more space is required, the
second backup of blocks | & C would be deleted next.

Appendix Il — Server 2008 and SBS 2008 comparison

BackupAssist offers a vast improvement over the wizards built into Windows Server 2008 and SBS 2008. The
in-built wizards have several fundamental flaws and limitations that compromise the effectiveness of the backups:

Feature

Easy setup and scheduling
Multiple backup jobs

Hardware support
Support for USB HDDs

Support for eSata disks

Support for removable disk (rdx, REV)
Support for local disks

Support for NAS

Detect & inject HDDs before backup
Safely eject HDDs after backup

Media rotation
In-built media rotation schemes

Reminder notifications
Remind operator to insert media
Maintenance messages (eg. perform test
restore)

Reporting

Report emailed to administrator

Overall status of backup
Notification if user inserts wrong disk

Detailed log

Media usage report

Monitor the backup “live” as it happens
Scripting before / after backup
Run script before backup
Run script unconditionally after backup
Run script if backup succeeded
Run script if backup failed

Event log backup result

Server 2008 Wizard

(XXX XX X XX XX X XXXXXX{ X<

SBS 2008 Wizard BackupAssist

XX X XXXXXX{ kXA

CKXXXXX X X

CL 4 L0 (S

CLLCLCLC L € KK
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Appendix Il — backup reports

The reporting abilities of BackupAssist greatly enhance the reliability and visibility of Windows Server Backup.
The reports show you:

e How the backup process went (amount of data backed up, duration, media usage)
¢ Whether the media rotation strategy was followed (whether the correct disk was inserted/connected)

Backup Reporting by BackupAssist

1. Errors / Warnings Summary - ShOWS the 2 "rdx image of C: and S:" Completed with major warnings
status of the backup, plus a list of any A Ervors / Warnings Summary
warnings or errors in the report. This is

displayed at the top so you can see any Destination Check B227 The wrong GuikStor cartridge is inserted @) Hein
important messages without scrolling.

2. Job Summary — showing the vital statistics A Backup Job Summary
of the backup, including the duration and
media for the backup. Backuphssist o,
Version
Computer Hame DEY-SRYOS-LINUS
Backup User DEY-SRYO8-LINUSWAdministrator
Backup Media Daily 1

Backup Destination Tandbery rdx QuikStor drive

Backup Label Doty 1
Start Time Sunday, September 21, 2008 10:26:29 PM
End Time Sunday, September 21, 2008 10:40:19 P
Duration 13 minutes, 50 seconds
3. Destination Check — shows any problems & &\ pestination Check Report
with the backup device, such as: The Destination Check task has status: Completed with major warnings 1,
a. Incorrect disk inserted (due to frorrenna
. . . ¥, Destination Check BA227 The wrong QuikStor cartridge is inserted ) el
human error in the media rotation
process)
b. No disk inserted (user forgot to 2 O pestination Check Report
insert or connect the d |Sk) The Destination Check task has status: Errors oceurred ()
{3 Destination Check E4226 Mo cartridge is I the QuikStar drive @) Hele
4. Drive Image Report — shows a log of what A Drive Image Repart
happe ned d u |’| ng the backup . The Drive Image task has status: Successful

Retrieving volume information...

This would backup wolume Scratch(S:),Local Disk(C:) to F:.
Backup to F: is starcing.

Cresting the shadow copy of volumes requested for backup.
Backup of volume Local Diski(C:) completed successfully.
Backup completed successfully.

Summary of backup:

Backup of volume Local Disk(C:) completed successfully.
Backup of volume Scravchi(Z:) coupleted successfully.
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Media Usage Report

5. Media Usage — shows usage of the media,

including: Data usage for QuikStor Drive - F:)
a.  Used space by this backup
b. Used space by previous backups B.35GA 0bytes 28458
(USB HDD / Local disk only) Total Capacity 37.3GE]
. Dets Used 6000 123,93 NN
C' Free Space On mEdIa 0% 20% 40% 60% 80% 100%
d. Actual size of backup on disk, with
compression ratio (rdx / REV only) _
Compression Ratio 20:1
€. BaCkup VerSIOnS On the medla Free Space (uncompressed) 25.4GB
Free Space (compressed) 56.7GB*

{This value indicates the amount of native capacty the data has used on the medium after the data has been
compressed.

* This walue iz an estimate of how much more data the medium could accommodate if the same compression ratio
was mairtained

This value is an estimate only. The uncompressed free space values indicates how much more RAVW data the
medium could accommodate:

Backup versions residing on QuikStor Drive - F:l

90212008 10:26 PM

Appendix IV — hardware compatibility

The implementation of Windows Server Backup on Windows 2008 is such that the hardware support varies
considerably based on the backup device. Each device has its own level of restorability as well. Please consult
the compatibility matrix below to choose the correct hardware device for you.

lomega
Feature USB HDD
REV
Native Windows / BackupAssist Py @ @ @ Py @
Support Ay |
# backups per device Multiple 1 1 1
Can use the BackupAssist VM Yes No No Yes

Granular Restore Console?

Can backup individual files? Windows 2008 No No No
R2 only

Compression No Yes Yes No

Backup method Smart* Overwrite Overwrite Overwrite

Can restore to bare metal? Yes Yes Yes Yes
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Can restore to dissimilar hardware?? Yes Yes Yes Yes
Can restore volumes?® Yes Yes Yes Yes
Can restore individual files? Yes” No No Yes®
Can restore individual applications? Yes* No No Yes*

! Backup Method for USB HDD - the first backup that runs will be a full backup. All future backups will be incremental backups,
with changes being merged into the original image. Past versions of the images will appear as shadow copies within the main
backup. As the hard drive fills up, old versions will be automatically deleted off the device.

2 Restore to dissimilar hardware — our testing has shown that complete server restores can be performed to dissimilar
hardware. The restore wizard (on the Recovery CD) allows you to load up the drivers of the new hardware while restoring the
system. We have run several different tests — physical to physical, physical to virtual (using VMware Server), and virtual to
physical, using a range of desktop and server grade hardware (with RAID) and each test has been successful. However, you
are strongly advised to perform your own testing to confirm our findings.

® Restoration of volumes, individual files and applications — can be performed through the Windows Server Backup
management console on Windows Server 2008.

* Note that the restore of individual files and applications is not possible on Vista. However, you can use a 3rd party tool to
mount the Microsoft Virtual Disk file to retrieve your data.
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