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1. Introduction

BackupAssist includes specialized features that are specifically designed to take the hassle out of fixed disk

-based backup
destinations to ensure that your business is well protected from the disaster of data loss:

1. Disk space management - choose from a range of =10l x|
intelligent options for managing disk space on your = e
g p_ ) 9 g_ P ) y ) B wmonitor [l Reporns [ Fvenss W Restore #f Semings @ Backup
backup destination. BackupAssist can monitor disk = - -~
space n real -time as the backup K rning And
remove old backups to accommodate new ones. # Overviews The destination for this jobis: &5 Sl tepe dive [Select new desination.. |
Backups can be deleted according to a set amount of ’;m ) Tape e Gpiiis o -
. . i Schedulng
free space, a fixed number of backup files, or a set age 2 N
. ) Calordar Device name [<1ype your entry or select from the het> =] [ Detect
range of backup files. L i Meda pock [<type your eriry> =]
P Exchangs Servers ¥ Enabie Hardware Compressicn - whare supported by your taps drive
2. Notifications - setup automatic report notifications 9 QL servers 2wt ok s backi
that are sent after each backup to indicate the status O mmIrs’ | © i s oo Gk o o
of the backup. Notifications minimize human error and - £ = _
X & Scrprs Perfarm tape invertory before each backup
ensure you are never caught out by silent backup 3 ot RSt Inveriory comman teout (WOuRes): e e [8 _|
. y ’ ¥ Move taps to free media pool befors sach backup
failures @8 icischipioptions RSM Fres Meda command timecut (minutes): | Jr— [§
. i . [T St the RS servics bafors aach badun hd
3. Manual/automatic scheduling - choose to either m ; ‘
run backups automatically at a specified time
according to a recurring schedule or start a job
manually just by clicking an icon on your desktop.
2. Before you begin
1. Drive installation and formatting - ensure that your backup drive (NAS, local hard drive, FTP server) is correctly setup

and shared with appropriate permissions for access via Windows or the internet. You should also ensure that the drive you

are using is formatted with the NTFS file system. FAT32 has a file size limit of 4GB which will restrict the amount of data y
can backup.

ou

2. Other backup software - it is best to remove all other backup software installed on the machine (other than NTBackup
and BackupAssist) as it can interfere with BackupAssist.

3.  Scheduled tasks - remove any backup tasks scheduled in Windows Scheduled Tasks. Backups that are scheduled to run at
the same time as BackupAssist jobs will cause conflicts. To check the Windows Scheduled Tasks go to: Start > Programs >
Accessories > System Tools > Scheduled Tasks.

3. Installation

Installing BackupAssist on your system is easy:

1. Download - download the setup program from the BackupAssist {5 BackupAssist v - Installation Wizard

website: http://www.backupassist.com/BackupAssist/download.php

Welcome to the InstallShield Wizard for
BackupAssist v4

2. Run setupBA.exe - The Windows .NET 2.0 Framework (22.4MB) is
required and is automatically downloaded and installed if not present on
the system. Once the .NET framework is installed the BackupAssist
installation will continue. Remember to choose custom  as the setup
type if you need to install the open files add -on (typically for users
running Windows 2000).

The InstaltShesld(R) Wizard wil dlow you to modffy, repar, or
remove BackupAssist v4, To continue, chek Next.
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4. Initial setup

BackupAssist Initial Setup B

After BackupAssist has been installed you are required to

complete the initial setup which involves the creation of your Welcome to BackupAssist V4 @
first backup job as well as configuring system settings such as e
the backup user identity and mail server for email notifications. @ Barkip eakaiitliinatilan beboiten dean ity

Here are come of the reasons why BackupAsast is now used in over 70 courtries:

The initial setup ensures that all settings that are required to run Ll i
a backup have been configured. 9 e

-7 miruite satup time with smple managsment through an intuitive interface

- Best practice "out of the box” using predsfined backup schemes

@ jLloomikdie - Extensve support for the atest badup hardware

Once the initial setup is complete, you can further customize @ R RIS ~ lexdble bectuce o Exctnon, 5L, Widors Sarves and e,
. . . s and fokders - New HTML reports that lock graat, and are sasy to read

your backup job, edit global system settings and create b stk g

additional backup jobs through the main BackupAssist console.

® Mai - Backups stored using wel known farmats, so they're saser o retrisve
server

{J
If you have any questions, comments or suggestions just dick on "Contact support’ at the battom of the
@ Fresare mede application wandow. We would love to hear from you!

See the following sections for details on how to complete the
initial setup and create your first backup job.

@ Nome your badap

Click Next' to begin

5. Backup user identity
Backup processes executed by BackupAssist are run as a BackupAssist Initial Setup =
specific user. This ensures that BackupAssist has the g s 9

necessary permissions to communicate with backup hardware
and access data for backup.

@ Provide a backup user identty (recommended)

@ Badup type
1.  Specifying the backup user - for most installations, we @ Chocse destiation
recommend using the local or domain Administrator @ Chocse schedule ::'::d :
account as a backup user identity. If, however, you are @ setp destiation somord s
backing up restricted data you will need to input a user @ s ndfokders o ' -’J
that has access to the secured files. The local system QL5 Bungees rarsger. )
account should only be selected if you have difficulties L CURMAMI e

using a backup user identity. If the account is a local user iy e

or not a member of a domain, you can use the computer
name of the machine or leave the domain field blank.

by recammanded foe thase who undarstand its implcations, or ¥ technical support has

@ MName your badhp

<Back | Net> | [ gemel |
6. Choosing a backup method
Backup methods in BackupAssist determine how data is backed SRR e =
o you o up’
up, what hardware devices can be backed up to and the types of @ e
data you can backup. q
3 3 c c i)
1. Choose NTBackup - select the NTBackup method to use @) Chois deiacg ek o« Vit
3 - fles and drectories - trarsaction log backyy = Individual malbox badaps
Windows Backup (NTBackup.exe) to backup files, system O e DR A e ke dol b < WO i s ot o

@ Setup destnation - SQL databasa®
*Only avalable after vizard

state, Exchange (information store) and SQL (full

database) data to your fixed disk destination. Oidcnckood)

@ Mafiserver

()
Both the SQL and Exchange Mailbox methods can be

used to backup Exchange and SQL data to a fixed disk
destination but these options are not covered in this
guide. Please visit our education centre for more
information if required:
http://www.backupassist.com/education/

@ Badup user
@ Prepare meda

@ Raome your badap

<Back || New> |[ Conce |
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7. Choosing a backup destination

1. Choose a destination - See the table below for a list of fixed disk destinations available in BackupAssist. Our compatibility
data sheet explains the advantages/disadvantages of each device: http://www.backupassist.com/education/
Destination Type Capacity Backup data
ﬁ Network storage NAS, SNAP and other network Depends on Written directly to NAS device. A second copy
storage devices that appear as network resource can also be stored on an alternate location.
shares on the network.
%‘% FTP Any machine that acts as an FTP Depends on Written to a local/network drive first and then
server FTP server transferred to the FTP server.
1‘ Local directory Any local drive or directory Depends on HDD  Written directly to local directory. A second copy
(up to 400GB+) can also be stored on an alternate location.

8. Choosing a schedule

The backup schedule determines how often your data is backed BackupAssist Initial Setup
up. Each separate fixed disk destination type has a different <
group of rotation schemes, including a number of industry
standard strategies which can be selected from and configured. o 8ty (03 o bt
You can also customize each scheme once the job has been ikl
created to schedule different backup types such as differential :;E*Eiii'iﬁiﬁi""‘ di:»:;w'my
and incremental. — ; U
i [ e g 1
Typically the better data protection a scheme provides the need basc archiving Y b‘;::m%g&'_a.«’“‘
more storage space is required; we recommend that you e A i :;ﬁl:a“l,":g{:""’
choose a scheme that uses the most disk space that you can el
afford. All good rotation strategies should let you restore from Grandfather-father-son
the previous working day. If you are concerned that data loss phfxuvm‘m
may not be detected for days or weeks, the scheme should let CR et
you restore data from previous weeks, months or even years. aaclboss o]
<Bock || tew> [ Conce
Your backup strategy should include copying backup data to
some type of remote storage. For example, we strongly recommended that you at least archive backup data monthly to a remote
location other than the primary backup destination. This way your data is still protected if your NAS or local server goes do wn - itis
not a good idea to have all your eggs in one basket. You can use the Copy backups to alternate location option in the
(3 Destination settings window when editing a job to achieve this (see section 12, pg. 6). If possible we also recommend
creating an additional backup job that backs up data periodically to some form of portable media (DVD, external HDD, etc) tha tcan

be stored offsite  in a safe location to further protect against robbery, fire or any other catastrophe. These methods ensure that
data will be available for many years to come should you ever need it.

1. Scheme selection - select a scheme from the left -hand menu. A media i@ Server
pool diagram will appear to the right which outlines what the rotation 3 Backup Directayy i Goliaconliaimsekdin
strategy involves. The media pool diagram for the Most Recent Full NAS 3 20070702 ;;;j;zg*}:;z;miﬂf;gm, badkaps
scheme to the right shows how backup files are stored within the backup ) 2007:07:03 e

. . . . . | 2007-07-04 You can keep a particular number of
directory on the NAS device. In this example a separate backup file, with a () 2007.07-05 !’Zik.?foi&'ii'.' backup ai;;m:
date -based filename, will be written to the backup directory each day. [ 2007:07.06 e by of g
: »z.r.e all available space

2. Labeling - the filename that will be assigned to each separate backup file is

indicated on the diagram (e.g. 2007 -07-02, 2007 -07-03). Each color represents the backup type for the backup files within

the square (e.g. daily, weekly, monthly).

3. Timing - specify what time of the day the backup should run at the top of the window. If multiple jobs are scheduled any
jobs that overlap will be placed in a queue and executed as soon as the job running finishes. Backups scheduled between
midnight and 6am run on the morning following the scheduled day (i.e. Monday's backup runs on Tuesday morning). This
ensures that data created on a Monday, for example, will be written to Monday's backup media rather than Tuesday's.

#2 BackupAssist
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9. Setting up the destination

After choosing a schedule you can configure settings specific to BackupAssist Inkial Setup =

. .. @ NAS (Network attached storage) settings .
the hardware device selected for backup, such as defining how . 9
storage space is managed on the fixed disk location. More sorvorrmer; | [50E
hardware settings are available for configuration once you have Pah on server:  [ibadkip) =
completed the initial setup and the job has been created. See T

X ) . X ¥ 1iAS Server requres username and password
section 12, pg. 6, for details on how to edit job settings. Usemons: _[odmrieotr
Password;  [Freeereeeeeer
1. Getting help - ifrequired, click the @ help icon at the O (Tocomscin__]
top -right for a more detailed explanation of each st
. . @ Mall server Howe do want to manage your backups?
hardware settlng avallable. & Use &l avalsble space - delete old badkups as necassary
ctifications
O  Use avaiable space, but dways leave: 0= GBof free space
() © Use 3 maximum size of D= GBfor badaps
© Kespthe last [_5 backups
 Keap backups from the last [_3 days
€ Unmanagad: do not dekste pravious bacaup fies
<Back || Net> |[ Concel
10. Selecting files for backup
You can select which files and folders to backup from a list of all BackupAssist Initial Setup g
local and mapped network drives on the machine. If any drives | @
are missing click  refresh  at to update the list. B ien () Crodk awctions @ i remerkputh 5 Estsba s Yo
[+ B> R Hame [Type T
. . . = [0 Local Disk (D) & (3 Docume
1. Recommended selections - most organizations store 42 bkl A
" . . # (212 Dignostics on gerstwn (x:) Ckeys
critical data on a centralized file server. We recommend = [12 Workcn gershwia (W) (=1 e —
backing up at least the system volume (typically C: tnf’.:" i
drive), the system state (active directory, registry, tfof::r:m
system files) and any critical data located on other E:E?f:m
. . . (& ssavER
partitions on the server. This will ensure that you can B @isuport
. . . @ Bachp user & system vohme Irfo...
both rebuild the server in the event of disaster as well as B G 1enp
. . ) . @ Prepore meda B @vaweaco
retrieve all critical data. For maximum protection, select B wesTwooo
. @ Kame your backup B @wmoows _];I
all data on all partitions of the server. Also note that you < | >
can only backup the system state of the machine L1 Backp localgjetem stako (Actore dyisory) rechtry, mitn M ol )
Sef opton to badk syst e of tha local machine, inchiding the registry and active drectores
BackupAssist is installed on; remote system state backup ; tholot hons
is not possible. [ <Bex J[_BHew> J[ Coxed |

2. Storage - make sure the data selected fits on the backup destination. It is best to have the largest archive of backups
possible and this involves storing multiple backup files on the backup destination. Use the backup storage options ( section
8, pg 4) to let BackupAssist manage disk space on the backup destination.

3.  Estimating selections - to estimate the size of your file selections click Estimate size at the top -right. BackupAssist will
calculate the size of your selections and display the result to the right of the button. The system state is not included in the
estimate but typically ranges between 300Mb and 600Mb.

11. Mail server and notifications

BackupAssist can be setup to send report and maintenance BackupAssist Initial Setup =

oge . e . . ~ Bm? @ Mail server settings 0
notifications. Notifications can be sent in a number of ways, K et :
such as a network broadcast message, via a printer, or through O Natripstion [ Acivate emai festures i BackupAssist
email. O Backup user :‘.:;-’rrf—wfr}"f; ancther, m | servers raqure

Dliinaios Backupassist emalls come from this person
To send notifications via email all you need is a working SMTP Newe:  [Baduphssst on 0%
mail server. Emai: [orportEbacupasset.com
. i . X TP Server:  [padupassst.com port: o5 |
1. Mail settings - once you have input your SMTP mail T e e |

server details click Test settings and connection
type . BackupAssist will attempt to connect to your mail
server. If you are unsure of your connection type select

Username:  [support
ik [n....,w..q

[T Use aternate emai component

6Autodetectd and BackupAssi st
type when you click the test button.

[ Test setiings and connectiontype |

[ <Back [ New> ][ concel |




2. Adding email notifications - Check Add an emalil
report notification and specify an email address to
send the backup reports to. Enter a secondary email ad-
dress below to send backup reports to another person.
You can also specify what reports should be sent to the
secondary recipient. For example, you may want to no-
tify the system administrator only when an error occurs
rather than sending them reports of all backups (both
success and failure). Once you have finished the initial
setup, you can add as many additional notifications as
required which can be sent as an email, network broad-
cast message, or to a local or network shared printer.

12. Editing job settings

After you have named your first backup job and completed the initial the main BackupAssist console will load and you will be tak en
to the Jobs screen. Here you can administer, edit, delete, and create backup jobs.

1. Editing a job - select the job you created from the list on the Jobs window and click Edit above the job list. You will be
taken to the overview window which gives you a quick reference to
suspend or activate the job here. To the left of the job window is a Job settings menu with a list of settings that can be
configured and edited for the job:

(’,ﬂ Destination  : configure settings for the hardware =0

Ble B Yew Settings  Jobeattings  Quickadions  Heb

device that backups are written to. e’ P g [ ik (O i ) g @ 0wk
@ Scheduling : choose and configure a media
rotation scherme. N e
"% Calendar view : view a detailed calendar that A Reminder natfications @3
describes your backup schedule. o N ST e .
~_] Files and folders : select which files and folders M Coerclsr ¥ O Office Admin (HTML) [1zovo0 =
should be backed up. ) Pl ol B G ]
% Exchange server : backup Microsoft Exchange :f""" 5 Report notdications 8
Server data (information store and mailbox -level). 8 kb areurs 1 can o oot notficatons tosend yo the eport fter 2 bk, Bach reports wh aukly et
j SQL server : backup Microsoft SQL Server (full 4 Motifications S 3 Sys Admin (HTML) ‘ oot 3 #
database backup). ot S ¢ 0 T wills (HTMD) A g &
Q Notifications :  setup reminder, report and ;‘,:,.lr,,,,w (Chsirimen ]
maintenance notifications. 2) Maintenance notifications @
& Scripts : input scripts to run before and after the e N P
backup process.
i Open files : select a snapshot manager to backup open files
‘ﬁ NTBackup options : configure settings specific to the Windows Backup Utility (NTBackup.exe), as well as enable

software compression.

13. Running a test backup

Once you have finished modifying your backup job and are happy with the configuration, you should perform a test backup to
verify that all settings are correct.

1. Testing the backup - click Quick Actions at the bottom -left and click Run backup now . A new window will appear. Click
Run again to start the test backup. You will be taken directly to the monitor window where you can view a real -time status
of the job running, including the task currently in operation, the amount of data backed up so far and the estimated time
until completion.
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