5 2 Vv Q (1 -VdntdatelS NJ
over Hype#V backup!

A straightforward solution to Hypev backup

Presented by Linus Chang, Lead Developer of BackupAssist
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1. The causes of discomfort and concern
2. Solving the difficulty problem
3. Solving the price problem

4. What else can BackupAssist do?

BackupAssist



The causes of discomfort and concern

Quick recap of the causes of Hypéhyperventilation:

e Difficulty = stress = nervous breakdown
¢NI RAGAZ2YIE o6 O1dzld YSGK2Ra R2Y
Not straightforward to image guests: no USB pass through =

How to back up multiple machines?

9 Pricegives your client a heart attack
Install a license on each guest machine?
Lyadltt Iy SELSYyarodS aalLISOALl f
allow unlimited guest backups?
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Solving the difficulty problem

The dificulty problems e gifficulty problems:

Recovery scenarios

with a normal server A Recovery scenarios

= : A Installationg on host or guest or both?
ecovery scenarios

B 1 SR SR A Onepass or twepass backup?

BackupAssist handles

all recovery scenarios

VM #1

VM #2

VM #3

One pasg; backup the physical host only
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Backup device

Physical Server

2
ay

VM #1

2
ay

VM #2

Two pasg; backup the physical host first,
then the virtual guests
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VM #3

\
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Backup device
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Solving the difficulty problem

Recovery scenarios with a normal server:

Recovery scenarios
with a normal server

Recovery scenarios
with a hyperv server

BackupAssist handles
all recovery scenarios

A
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Recover the entire server from bare metal

Recover specific files and folders

Recover a complete Exchange Server

Recover individual Exchange mailboxes and Outlook items
Recover SQL Server databases

Onsite & offsite data protection
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Solving the difficulty problem

The problems

Recovery scenarios with a Hypeserver:

Recovery scenarios

with a normal server A Recover the entire server from bare metal
Recovery scenarios A Recover specific files and folders
with a hyperv server
BackupAssist handles A Restore all HypelV VMs to a different host
all recovery scenarios A Restore a single VM
A Restore a single VM to a different host
A Restore specific files & applications on a guest
A Recover a complete Exchange Server
A Recover individual Exchange mailboxes and Outlook items
A Recover SQL Server databases
A Onsite & offsite data protection
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Solving the difficulty problem

The problems

BackupAssist handles all recovery scenarios:

Recovery scenarios

with a normal server R Recover the entire server from bare metal
Recovery scenarios R Recover specific files and folders
with a hyperv server
BackupAssist handles R Restore all HypeY VMs to a different host
all recovery scenarios R Restore a single VM
R Restore a single VM to a different host
R Restore specific files & applications on a guest
R Recover a complete Exchange Server
R Recover individual Exchange mailboxes and Outlook items,
R Recover SQL Server databases
R Onsite & offsite data protection
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How the BackupAssist solution works

Onepass backup A onepass backup solution that allowscovery at all levels

solution
A EEA Oneld 84 YStya e&2dz R2yQi ySSR G2 ol O1 dzJ 4KS &FYS RIEGI
integration services
., .. Utilises these features of Windows:
[ SGQa Of SIN o _ _
terminology A Windows Server Backup/fadmin) to image the host.
A HyperV Backup Integration Services VSS based snapshot of all guests.
Example setup
Additionally, BackupAssist provides:
A HyperV Granular Restore Consaj¢o restore files and folders within Guest VMs.
Plus, you get the worldamous benefits of BackupAssist:
A Scheduling
A Media Rotation
A Reminder Emails
A Report Emails
Backu Assist”
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How the BackupAssist solution works

OO HyperV backup integration services:
HyperV backup
integration services Start backup of host ———>  HyperV VSS Writer

[ §G0a Of 8t N i
terminology
HyperV Integration

Example setup Services

!
| |

Guest #1 VSS Snapshot— Guest #2 VSS Snapshot— Guest #3 VSS Snapshot

| |
}

Backup ready to start

That way all the guests and the host are ready for backup.

- Guest must be an OS that supports VSS
- Use only basic disks, not dynamic disks

Backu
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How the BackupAssist solution works

OO Clearing up some terminology:

R T HyperV Snapshot is a manual snapshot created by the user, to allow you to roll back the entire
integration services machine to a past point in time.

.o A Not VSS Aware and not a backup!

[ SGQa Of SFNJ dzLJ a2YS

terminology A Only recommended for special occasigresg. before a risky operation like attempting an application upgrade, etc.

A Freezes a VHD file, and creates a differencing VHD (AVHD) on top of the VHD.

ST S0 A Makes it more tedious to migrate from one host to another (but we have instructions on how to do this).

A Major impact on performance.

Ab20 NBO2YYSYRSR (2 fSI @S ayllLladakKk2ia KFIy3aiay3a I NRdzyRH
needed.

VSS Snapshdatis a live snapshot created at backup time that makes sure all data is flushed to disk (for
database integrity) and ready for backup.

A Exchange logs in guest machines are pruned.

A Slight performance hit as all guests commit their data to disk.

A All backup apps that use the HypéVSS writer will suffer from this (not just BackupAssist).

Fine print:

Guest OS must use NTFS disks, formatted as Basic disks (not dynamic disks).
Each volume on each Guest OS must have adequate free space to store VSS data (20% rule of thumb).
After recovery, you need to manually recreate any virtual networks. . BackuPASSISt"‘

Windows® Backup Made Easy




How the BackupAssist solution works

Onepass backup
solution

Example of HypeY backup setup:

HyperV backup

Y/ . . )¢
integration services 'jg Job 1: Nightly Drive Image '19‘ Job 2: Intraday backup

[ SGQa Of SKN . - < dri
terminology Daily 1 \) S: drive w
Example setup Daily 2 “i Run during the day
(e.g. 6am, 10am,
- 2pm, 6pm)
Weekly 1 USB /esary

Weekly 2 . \)

Swapped daily
Run nightly (e.g. 10pm)

Of course, many variations are
possible depending on your

Physica' Server needs and budget.

Q) BackupAssist
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Recovery scenarios

Recover the entire Recover the entire server from bare metal.
server from bare metal

Recover specific files

and folders 1. Boot from the Windows DVD. £ Windows Compicte PC Restare = x|
Restore your entire computer
Restore all Hypev! 2. Launchhe recovery. ) » from a backup
VMs to the same host 3. Load any new drivers for the new hardware U ! ,' o g e e
Windows cannot find a backup on this computer.
Restore a single VM 4. Make yourself a coffee and come back late! > [ATQERTACS el e o Bt B SO Ko
Restore a single VM to
a different host (¥ Use the latest avalable badap (recommended)
Restore specific files & ":.:[ord time: }::nn‘ ;:ES:’S PM (GMT-8:00)
applications on a guest 2 [TEsTcomnETe
Recover a C0mp|ete " Restore a dfferent bacp
Exchange Server on
Guest 85 m concel |

Recover individual
Exchange mailboxes

and Outlook ftems For additional information, please see:

Recover SOL Server Testing Report: Simulated disaster recovery of a Hyfehost and all Guest VMs to new hardware:
databases http://www.backupassist.com/downloads/casestudies/Hypér BareMetalRestore.pdf
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Recovery scenarios

Recover the entire

server from bare metal

Recover specific files
and folders

Restore all HypeY
VMs to the same host

Restore a single VM

Restore a single VM to
a different host

Restore specific files &
applications on a guest

Recover a complete
Exchange Server on
Guest

Recover individual
Exchange mailboxes
and Outlook items

Recover SQL Server
databases

1.

Recover specific files and folders.

L5 Recovery Wizard

Launch the Windows Server Backup Recov
Wizard.

| K22&S @2dzNJ 6 O dzLJ
F2f{ RSNEQ 2LJ0A2Y ®

o
) y‘ Select itemns o recover

‘aething started Browese the bras bo find tha files or Folders: that wou sant o recover. Chok an ken o selsct
Skt backup date (AT
St FBCOvErY TP dvesilable fems:

[ venc oo [ I Mame_- [ ot Hodfed |
. = - Local dek (23 J Coenemion Fikes 1002008 1...
Select what you want to restore. Specty ey optas Ay o i
. Corfimation o Boct & Uninstal Tndormation 100 2008 2:.,
COmp|6te the wizard. Fiocavery progress nokpll J Wincows Mal 10NN L.,
:"WFB | Windoves NT 19001/2000 11,
rogram " 2
e o daikbon ini 190028 2.,
Prograniluta
Syt Wobuad Irformn
Usars
Weirufirms
Verafiorss. ol
Weiredoms. obd 000
- Weirdms. old 001
B
< Pravicis | =t I E Cancel

For additional information, please see:

HOWTO: File and Application Restoration from Windows Server 2008 Backup
http://www.wbadmin.info/articles/howto-file-applicationrestorationwindowsserver2008.htm|
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Recovery scenarios

Recover the entire
server from bare metal

Recover specific files
and folders

Restore all HypeY
VMs to the same host

Restore a single VM

Restore a single VM to
a different host

Restore specific files &
applications on a guest

Recover a complete
Exchange Server on
Guest

Recover individual
Exchange mailboxes
and Outlook items

Recover SQL Server
databases

Restore all HypeY VMs to the same host

13 Recovery Wizard

Launch the Windows Server Backup Recov

- +_
leal’d r§ Select application
Choose your backup and select the Getting storted e skt o recoven

Select backup date

Wl LILX AOFGA2yaQ 2LI0A:
Select the option for HypeVv VSS Writer.
Complete the wizard.

Apphcatlons
Select recovery type e

Select application

Spedfy recovery options

Confirmation View Details |

RECOVETY Progress

< Previous | MNext > I Recover Cancel

For additional information, please see:

HOWTO: File and Application Restoration from Windows Server 2008 Backup
http://mwww.wbadmin.info/articles/howto-file-applicationrestorationwindowsserver2008.html
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Recovery scenarios

Recover the entire
server from bare metal

Recover specific files

and folders

Restore all HypeY
VMs to the same host

Restore a single VM

Restore a single VM to
a different host

Restore specific files &
applications on a guest

Recover a complete
Exchange Server on
Guest

Recover individual
Exchange mailboxes
and Outlook items

Recover SQL Server
databases

Restore a single VM

Launch the Windows Server Backup Recov — FrEmmm

. -
Wizard. : y Select items Lo recover
/ K 2 % é S é 2 dZN‘] 6 l 01. dZL‘] Gatting started fn‘mel:hem:ebohdﬂ:ﬂeswfﬁush&mmhm.cﬂmlmhmbﬁl
FT2f RSNAQ 2LJ')\2)/(D e S
Sabict FRCOvErY bype e : :
m = wJHIQSlJF?lr_u?S Name = Dt Modifigd
S[D A (e ClEs Al R
Corfrmation - | Boot rinstal Trforimation [
Select what you want to restore. N o e oo e,
} :-:::T:Fm J. Wincdowes NT 15002000 11
Complete the wizard. 5 | mogunrks g | R
O Progranilata
Syt Vohans Irformn
Users
Ve
Weiradiorrs, ol 000
- Weiredoms. od 001
B
crmevnss |[ e | ke cancel

For additional information, please see:

Individual VM Restore of HypeY machine from backup

http://www.backupassist.com/blog/support/granulandividuatvm-restore-of-hyperv-virtual-machinefrom-

backup/
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Recovery scenarios

Recover the entire Restore a single VM to a different host

server from bare metal

Recover specific files

and folders 1. Launch the Window Server Backup Recove sy B
Wizard and choose to recover another serv ’»H Connect Virtual Hard Disk
Restore all HypeY )
VMs to the same host 2. Select your backup location and the Dackuf  mmsimssn [ amutostes s ot et prtrns v
you wish to recover. o © Grostoa vl brd ik
Restore a S'n Ie VM . i EEiy Mame: Mew Wirtual Machine. v
E 3. Choose to restore files and folders, locate t| FE—m=——=—" | — :\\\\
Restore asing|e VM to +aQa 1 5 FAES I y. R NJ Seer [ 127 B (Masimum: 2040 GB)
a dlﬂ:erent hOSt VOIume- % Use an existing virkual hard disk
Location: [C:\UsersiAdministrator\Deskkopirecovered vhd] Browse..,
Restore specific files & 4. Qpen the Hyper\/ manager, create new [z ]
applications on a guest virtual machine and attach your recovered e sl bt
VHD file.
Recover a complete 3
=elhE R SETE O 5. Complete the wizard and start your s [ e | o
Guest recovered VM.
Recover individual
=g melloees For additional information, please see:
and Outlook items
Individual VM Restore of HypeY machine from backu
Recover SQL Server ) ) yp_ ) P ) )
databases http://www.backupassist.com/blog/support/granulandividuatvm-restore-of-hyperv-virtualFmachinefrom-

backup/
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Recovery scenarios

REEI O ETIE Restore specific files and applications on a guest
server from bare metal

Recover specific files

10 x
and folders 1. Launch the BackupAssi8yperV Granular N prr— Y
Restore Console. cte o b
Restore all HypeY ) @ Scectabocaldive |5 2]
VMs to the same host 2. Connect your backup device, and select the 0 spectyanetmacat | - _—
backup to restore from. Setct s backus from 6.
Restore a S|n Ie VM 7 7 - Machine name Time | Available guests
g 3. a2 dzy' u u K S D dZS auQa + HYPERV-HOS 5/09/2003 01:53 AM  SBS 2008 o erver 2008
HP-HYPERV-HOST 9/03/2009 01:04 AM  SBS 2008 o HYPERY-HOST, Server 2008 Standard on
Restore a single VM to the host. e e e e
a d|ﬁerent hOSt HP-HYPERV-HOST 8/09/2009 12:00 PM  SBS 2008 on HP-HYPERY-HOST, Server 2008 Standard on
Copy over the data you want to restore. o RV HOST L
Restore specific files & 5. Unmount the VHD from the host.
applications on a guest
Recover a complete
Exchange Server on 4 | 0
Guest < Back Next >

Recover individual

Exchange mailboxes For additional information, please watch:
and Outlook items

HyperV Granular Restore Console Video Demonstration
http://www.youtube.com/watch?v=pXCVSqS67xE

Recover SQL Server
databases

BackupAssist"‘
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Recovery scenarios

Recover the entire
server from bare metal

Recover specific files
and folders

Restore all HypeY
VMs to the same host

Restore a single VM

Restore a single VM to
a different host

Restore specific files &
applications on a guest

Recover a complete
Exchange Server on a
Guest

Recover individual
Exchange mailboxes
and Outlook items

Restore specific files and applications on a guest

1. Use the BackupAssistyperV Granular

Restore Console to mount your backup.

Stop Exchange Server on your guest.

3. Renam& 2 dzNJ SEA &G Ay 3
OFaS¢0 FyR ONBI (S

al

4. Copy the Exchangdailbox folder from the

mounted backup (from step 1).
Start Exchange Server on your guest.
Unmount the VHD from the host.

For additional information, please watch:

& BackupAssist - Hyper-V Granular Restore

\.]\\ Select a backup

Locate your backup
@ Selectalocal drive

=Bl x|

step1ufz@

' specfy anetwork path |

Select 3 backup from G:

Machine name Time:

Available guests

9/09/2009 01:59 AM
9/09/2009 01:04 AM
9/09/2009 12:26 AM
9/03/2009 12:01 AM
8/09/2009 12:00 PM

HP-HYPERV-HOST
HP-HYPERV-HOST
HP-HYPERV-HOST
HP-HYPERV-HOST
HP-HYPERV-HOST
HP-HYPERV-HOST

8/09/2009 08:23 AM
8/09/2009 08:23 AM

4|

SBS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
SBS 2008 onP-HYPERY-HOST, Server 2008 Standard on
SBS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
SBS 2008 on HP-HYPERY-HOST, Server 2008 Standard on
SBS 2008 on HP-HYPERY-HOST, Server 2008 Standard an
SBS 2003 on HP-HYPERV-HOST, Server 2008 Standard an
SBS 2008 on HP-HYPERV-HOST, Server 2008 Standard an

< Back Net >

HyperV Granular Restore Console Video Demonstration
http://www.youtube.com/watch?v=pXCVSqS67xE

Recover SQL Server

databases
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Recovery scenarios

Recover the entire
server from bare metal

Recover specific files
and folders

Restore all HypeY
VMs to the same host

Restore a single VM

Restore a single VM to
a different host

Restore specific files &
applications on a guest

Recover a complete
Exchange Server on a
Guest

Recover individual
Exchange mailboxes
and Outlook items

Recover SQL Server
databases

Recover individual Exchange mailboxes and Outlook items

1. Copy the appropriate PST file to a
location that is accessible to the

NBf SOl yi
G! & SNE

dzaENR &
{KI NBR C:

network share or an external hard

drive).

2. CNRBY GKS NBf SOl
run Microsoft Outlook and select
File > Open > Outlook Data File.

3. Browse for the PST file in the
location it was copied to in Step 1.

4. From this PST file you can view the
email messages and dramd-drop
the mail items back into the origina

folders.

For additional information, please see:

http://www.backupassist.com/downloads/whitepapers/ExchangeMailboxBackup

Exchange Mailbox Addn White Paper

WP.pdf .
‘ BackupAssist
Windows® Backup Made Easy



