
A straightforward solution to Hyper-V backup
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The theme of today is...

Hyper-V!



1. The causes of discomfort and concern

2. Solving the difficulty problem

3. Solving the price problem

4. What else can BackupAssist do?

¢ƻŘŀȅΩǎ ŀƎŜƴŘŀ



The causes of discomfort and concern

Quick recap of the causes of Hyper-V hyperventilation:

Difficulty = stress = nervous breakdown

¢ǊŀŘƛǘƛƻƴŀƭ ōŀŎƪǳǇ ƳŜǘƘƻŘǎ ŘƻƴΩǘ Ƙƛǘ ǘƘŜ ǎǇƻǘΗ

Not straightforward to image guests: no USB pass through

How to back up multiple machines?

Pricegives your client a heart attack

Install a license on each guest machine?

Lƴǎǘŀƭƭ ŀƴ ŜȄǇŜƴǎƛǾŜ άǎǇŜŎƛŀƭ ǾŜǊǎƛƻƴέ ƻǊ άŀƎŜƴǘέ ǘƻ 
allow unlimited guest backups?
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Solving the difficulty problem

The difficulty problems:

Â Recovery scenarios

Â Installation ςon host or guest or both?

Â One-pass or two-pass backup?

The difficulty problems

Recovery scenarios 
with a normal server

Recovery scenarios  
with a hyper-v server

BackupAssist handles 
all recovery scenarios

Physical Server

VM #1

VM #2

VM #3 Backup device

Physical Server

VM #1

VM #2

VM #3 Backup device

One pass ςbackup the physical host only

Two pass ςbackup the physical host first, 
then the virtual guests



Solving the difficulty problem

Recovery scenarios with a normal server:

Ã Recover the entire server from bare metal

Ã Recover specific files and folders

Ã Recover a complete Exchange Server

Ã Recover individual Exchange mailboxes and Outlook items

Ã Recover SQL Server databases

Ã Onsite & offsite data protection

The problems

Recovery scenarios 
with a normal server

Recovery scenarios  
with a hyper-v server

BackupAssist handles 
all recovery scenarios



Solving the difficulty problem

Recovery scenarios with a Hyper-v server:

Ã Recover the entire server from bare metal

Ã Recover specific files and folders

Ã Restore all Hyper-V VMs to a different host

Ã Restore a single VM

Ã Restore a single VM to a different host

Ã Restore specific files & applications on a guest

Ã Recover a complete Exchange Server

Ã Recover individual Exchange mailboxes and Outlook items

Ã Recover SQL Server databases

Ã Onsite & offsite data protection

The problems

Recovery scenarios 
with a normal server

Recovery scenarios  
with a hyper-v server

BackupAssist handles 
all recovery scenarios



Solving the difficulty problem

BackupAssist handles all recovery scenarios:

R Recover the entire server from bare metal

R Recover specific files and folders

R Restore all Hyper-V VMs to a different host

R Restore a single VM

R Restore a single VM to a different host

R Restore specific files & applications on a guest

R Recover a complete Exchange Server

R Recover individual Exchange mailboxes and Outlook items

R Recover SQL Server databases

R Onsite & offsite data protection

The problems

Recovery scenarios 
with a normal server

Recovery scenarios  
with a hyper-v server

BackupAssist handles 
all recovery scenarios



How the BackupAssist solution works

A one-pass backup solution that allows recovery at all levels.

One-Ǉŀǎǎ ƳŜŀƴǎ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ōŀŎƪ ǳǇ ǘƘŜ ǎŀƳŜ Řŀǘŀ ƳǳƭǘƛǇƭŜ ǘƛƳŜǎ ŀǘ ōƻǘƘ ǘƘŜ Ƙƻǎǘ ŀƴŘ ƎǳŜǎǘ ƭŜǾŜƭǎΦ

Utilises these features of Windows:

Ä Windows Server Backup (wbadmin) to image the host.

Ä Hyper-V Backup Integration Services ςa VSS based snapshot of all guests.

Additionally, BackupAssist provides:

Ä Hyper-V Granular Restore Console ςto restore files and folders within Guest VMs.

Plus, you get the world-famous benefits of BackupAssist:

Ä Scheduling

Ä Media Rotation

Ä Reminder Emails

Ä Report Emails

One-pass backup 
solution

Hyper-V backup 
integration services

[ŜǘΩǎ ŎƭŜŀǊ ǳǇ ǎƻƳŜ 
terminology

Example setup



How the BackupAssist solution works

Hyper-V backup integration services:

That way all the guests and the host are ready for backup.

- Guest must be an OS that supports VSS

- Use only basic disks, not dynamic disks

One-pass backup 
solution

Hyper-V backup 
integration services

[ŜǘΩǎ ŎƭŜŀǊ ǳǇ ǎƻƳŜ 
terminology

Example setup

Start backup of host Hyper-V VSS Writer

Hyper-V Integration 
Services

Guest #2 VSS SnapshotGuest #1 VSS Snapshot Guest #3 VSS Snapshot

Backup ready to start



How the BackupAssist solution works

Clearing up some terminology:

Hyper-V Snapshot ςis a manual snapshot created by the user, to allow you to roll back the entire 
machine to a past point in time.

Ä Not VSS Aware and not a backup!

Ä Only recommended for special occasions ςe.g. before a risky operation like attempting an application upgrade, etc.

Ä Freezes a VHD file, and creates a differencing VHD (AVHD) on top of the VHD.

Ä Makes it more tedious to migrate from one host to another (but we have instructions on how to do this).

Ä Major impact on performance.

Ä bƻǘ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ƭŜŀǾŜ ǎƴŀǇǎƘƻǘǎ ƘŀƴƎƛƴƎ ŀǊƻǳƴŘΗ wŜƳƻǾŜ ǿƘŜƴ ȅƻǳΩǾŜ ǎŀǘƛǎŦƛŜŘ ȅƻǳǊǎŜƭŦ ǘƘŀǘ ƛǘΩǎ ƴƻ ƭƻƴƎŜǊ 
needed.

VSS Snapshot ςis a live snapshot created at backup time that makes sure all data is flushed to disk (for 
database integrity) and ready for backup.

Ä Exchange logs in guest machines are pruned.

Ä Slight performance hit as all guests commit their data to disk.

Ä All backup apps that use the Hyper-V VSS writer will suffer from this (not just BackupAssist).

Fine print:

Guest OS must use NTFS disks, formatted as Basic disks (not dynamic disks).

Each volume on each Guest OS must have adequate free space to store VSS data (20% rule of thumb).

After recovery, you need to manually recreate any virtual networks.

One-pass backup 
solution

Hyper-V backup 
integration services

[ŜǘΩǎ ŎƭŜŀǊ ǳǇ ǎƻƳŜ 
terminology

Example setup



How the BackupAssist solution works

Example of Hyper-V backup setup:One-pass backup 
solution

Hyper-V backup 
integration services

[ŜǘΩǎ ŎƭŜŀǊ ǳǇ ǎƻƳŜ 
terminology

Example setup

Physical Server

Weekly 1

Weekly 2

Daily 2

Daily 1

Swapped daily
Run nightly (e.g. 10pm)

Job 1: Nightly Drive Image

S: drive

Run during the day 
(e.g. 6am, 10am, 

2pm, 6pm)

Job 2: Intraday backup

Of course, many variations are 
possible depending on your 

needs and budget.



Recovery scenarios

Recover the entire server from bare metal.

For additional information, please see:

Testing Report: Simulated disaster recovery of a Hyper-V host and all Guest VMs to new hardware:

http://www.backupassist.com/downloads/casestudies/Hyper-V_BareMetalRestore.pdf

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Boot from the Windows DVD.

2. Launchthe recovery.

3. Load any new drivers for the new hardware.

4. Make yourself a coffee and come back later.



Recovery scenarios

Recover specific files and folders.

For additional information, please see:

HOWTO: File and Application Restoration from Windows Server 2008 Backup

http://www.wbadmin.info/articles/howto-file-application-restoration-windows-server-2008.html

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Launch the Windows Server Backup Recovery 
Wizard.

2. /ƘƻƻǎŜ ȅƻǳǊ ōŀŎƪǳǇ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ΨCƛƭŜǎ ŀƴŘ
ŦƻƭŘŜǊǎΩ ƻǇǘƛƻƴΦ

3. Select what you want to restore.

4. Complete the wizard.



Recovery scenarios

Restore all Hyper-V VMs to the same host

For additional information, please see:

HOWTO: File and Application Restoration from Windows Server 2008 Backup

http://www.wbadmin.info/articles/howto-file-application-restoration-windows-server-2008.html

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Launch the Windows Server Backup Recovery 
Wizard.

2. Choose your backup and select the 
Ψ!ǇǇƭƛŎŀǘƛƻƴǎΩ ƻǇǘƛƻƴΦ

3. Select the option for Hyper-V VSS Writer.

4. Complete the wizard.



1. Launch the Windows Server Backup Recovery 
Wizard.

2. /ƘƻƻǎŜ ȅƻǳǊ ōŀŎƪǳǇ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ΨCƛƭŜǎ ŀƴŘ
ŦƻƭŘŜǊǎΩ ƻǇǘƛƻƴΦ

3. Stop the Hyper-V Guest.

4. Select what you want to restore.

5. Complete the wizard.

Recovery scenarios

Restore a single VM

For additional information, please see:

Individual VM Restore of Hyper-V machine from backup

http://www.backupassist.com/blog/support/granular-individual-vm-restore-of-hyper-v-virtual-machine-from-
backup/

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases



Recovery scenarios

Restore a single VM to a different host

For additional information, please see:

Individual VM Restore of Hyper-V machine from backup

http://www.backupassist.com/blog/support/granular-individual-vm-restore-of-hyper-v-virtual-machine-from-
backup/

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Launch the Window Server Backup Recovery 
Wizard and choose to recover another server.

2. Select your backup location and the backup 
you wish to recover.

3. Choose to restore files and folders, locate the 
±aΩǎ ±I5 ŦƛƭŜ ŀƴŘ ǊŜǎǘƻǊŜ ƛǘ ǘƻ ŀ ƭƻŎŀƭ 
volume.

4. Open the Hyper-V manager, create new 
virtual machine and attach your recovered 
VHD file. 

5. Complete the wizard and start your 
recovered VM.



Restore specific files and applications on a guest

For additional information, please watch:

Hyper-V Granular Restore Console Video Demonstration

http://www.youtube.com/watch?v=pXCVSqS67xE

Recovery scenarios

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Launch the BackupAssistHyper-V Granular 
Restore Console.

2. Connect your backup device, and select the 
backup to restore from.

3. aƻǳƴǘ ǘƘŜ DǳŜǎǘΩǎ ±I5 ŀǎ ŀ ŘǊƛǾŜ ƭŜǘǘŜǊ ƻƴ 
the host.

4. Copy over the data you want to restore.

5. Unmount the VHD from the host.



Recovery scenarios

Restore specific files and applications on a guest

For additional information, please watch:

Hyper-V Granular Restore Console Video Demonstration

http://www.youtube.com/watch?v=pXCVSqS67xE

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on a 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Use the BackupAssistHyper-V Granular 
Restore Console to mount your backup.

2. Stop Exchange Server on your guest.

3. RenameȅƻǳǊ ŜȄƛǎǘƛƴƎ aŀƛƭōƻȄ ŦƻƭŘŜǊ όάƧǳǎǘ ƛƴ 
ŎŀǎŜέύ ŀƴŘ ŎǊŜŀǘŜ ŀ ƴŜǿ aŀƛƭōƻȄ ŦƻƭŘŜǊΦ

4. Copy the ExchangeMailbox folder from the 
mounted backup (from step 1).

5. Start Exchange Server on your guest.

6. Unmount the VHD from the host.



Recovery scenarios

Recover individual Exchange mailboxes and Outlook items

For additional information, please see:

Exchange Mailbox Add-on White Paper

http://www.backupassist.com/downloads/whitepapers/ExchangeMailboxBackup_WP.pdf

Recover the entire 
server from bare metal

Recover specific files 
and folders

Restore all Hyper-V 
VMs to the same host

Restore a single VM

Restore a single VM to 
a different host

Restore specific files & 
applications on a guest

Recover a complete 
Exchange Server on a 
Guest

Recover individual 
Exchange mailboxes 
and Outlook items

Recover SQL Server 
databases

1. Copy the appropriate PST file to a 
location that is accessible to the 
ǊŜƭŜǾŀƴǘ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΦ(e.g. 
ά¦ǎŜǊǎ {ƘŀǊŜŘ CƻƭŘŜǊǎέΣ ŀƴƻǘƘŜǊ 
network share or an external hard 
drive).

2. CǊƻƳ ǘƘŜ ǊŜƭŜǾŀƴǘ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ 
run Microsoft Outlook and select 
File > Open > Outlook Data File.

3. Browse for the PST file in the 
location it was copied to in Step 1.

4. From this PST file you can view the 
email messages and drag-and-drop 
the mail items back into the original 
folders.


