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1.Using HTTPS

BackupAssist MultiSite Manager is used to remotely administer BackupAssist computers. The computers
are grouped into sites and one computer in each site is made a Site Controller. The Site Controller
connects to the MultiSite Manager and communicates on behalf of its site.

The communication takes place at two levels:
e Within a site (LAN)
e Between a Site Controller and the MultiSite Manager (WAN)

Both or either of these levels of communication can be secured using the HTTPS option.

To go directly to the section that explains How to Create a Self-Signed Certificate, click here.

What is HTTPS

HTTPS is a secure version of the HTTP protocol that uses TSL/ digital certificates to create a secure
connection.

A certificate is like an ID card that proves the identity of the host or server. A client that connects to the
server (e.g. web server) has a list of the certificates and certificate issuers that it trusts.

When a server sends a client a certificate to initiate a secure connection, the client can verify the
certificate by using its trusted list to determine if it trusts the certificate and that the certificate is
legitimate.

The advantages of certificates

e The certificate confirms that the server can be trusted and that it is who it says it is.
e A trusted connection uses encryption so that information is not sent as clear text over the internet.

Where to implement HTTPS

The first decision is where to enable HTTPS to secure your MultiSite Manager communications - within a
site (LAN), between the Site controller and Multisite Manager (WAN), or at both levels.

e Fora LAN - the communication within the site occurs between the BackupAssist computers and the
Site Controller. This communication is inside your own network, so you do not have to use HTTPS. If
you do, you can create your own digital certificate.

e For a WAN - the communication between sites occurs between a Site Controller and a MultiSite
Manager. This communication takes place over the internet, so you SHOULD use HTTPS. You can
create your own digital certificate or purchase a globally trusted certificate.

MultiSite Manager HTTPS (TSL/SSL) options

Level Between Over HTTPS
Within a LAN Computers & Site Controller Local network Can be used
Across a WAN Site Controller & MultiSite Manager | Internet Should be used
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2.How to enable HTTPS in MultiSite Manager

Enabling HTTPS involves two steps. Selecting it for LAN / WAN and then telling the computers at that

level to use HTTPS when they communicate.

To enable HTTPS across the WAN

1) Enable HTTPS in MultiSite Manager.

When you run Multisite Manager for the first time,
you will be presented with a setup window
containing the option Use HTTPS.

Tick this box and Multisite Manager will only accept
HTTPS communication.

You can also access Use HTTPS from the Welcome
menu by selecting Edit Setup > Use HTTPS

2) Set each Site Controller to Use HTTPS.

When you register a Site Controller, the final step is
the Add to MultiSite Manager window, which
includes the option Use HTTPS.

Select Use HTTPS and the Site Controller will only
communicate with the MultiSite Manager using
HTTPS.

To enable HTTPS within a LAN

1) Enable HTTPS on the Site Controller.

When you assign a BackupAssist computer the Site
Controller role using the Remote Setup window, a
new option will appear called Use HTTPS.

Tick this box and the Site Controller will require
HTTPS communication within the site.

Remote Setup is accessed from the BackupAssist
Remote tab
2) Set each computer to Use HTTPS.

When you register a computer to a Site Controller,
the final step is the Add to Site window, which
includes the option Use HTTPS.

Select Use HTTPS and the BackupAssist computer
will only communicate with the Site Controller using
HTTPS.
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3.Selecting a HTTPS SSL certificate

When you enable HTTPS at the MultiSite Manager (WAN) level or the Site Controller (LAN) level, the
Select Certificate button will become active. This is used to select the digital certificate that SSL/TSL will
use to secure your HTTPS communications.

There are two types of certificates:

e A certificate that you purchase from a trusted issue. This will be trusted globally.

e A self-signed certificate that you make yourself. This will be trusted within your organization.

The type you use will depend on your company'’s security requirements and who will need access.

e WAN enabled HTTPS connections use the MultiSite Manager’s certificate. The Site Controller and
the client accessing the MultiSite Manager's Web application must both trust the certificate.

e LAN enabled HTTPS connections use the Site Controller's certificate. The BackupAssist computers
must trust the certificate.

Trusted issuer certificates

Trusted issuers are companies that sell globally trusted certificates. Annual payments are required for
the company’s ongoing work to ensure the certificate is secure and that all certificates it issues are
trusted. These certificates will come with instructions on their implementation and use.

If you think of a certificate as an ID card, these certificates are like passports issued by governments
because they are trusted globally. When anyone in the world sees the passport, they will accept it as
evidence that you are who you say you are, because the passport was issued by a trusted entity.

The Windows client maintains a list of certificate issuers that they trust. The client will trust any
certificate supplied by a certificate issuer in this list.

Purchasing a certificate from trusted issuer is ideal for a web application that wants to provide secure
connections to computers all over the internet. It is recommended that the MultiSite Manager WAN
level communications (over the internet) use a certificate issued by a trusted issuer.

Self-signed certificates

These are certificates that you create yourself for free, using the Microsoft Management Console (MMC)
or the Microsoft Internet Information Services (IIS). An example of how to create a self-signed certificate
using the IIS is provided in the next section.

A new self-signed certificate will not exist in any computer’s trusted certificates list. This means that
once the self-signed certificate has been created, you will need to tell each computer that they can trust
the certificate when they make their first connection. Web browsers will also need to trust and install a
certificate when they make a connection.

Self-signed certificates are ideal for a company that wants to create a secure connection within its own
organization because it knows it can trust its own self-signed certificate, and it can configure its
company computers to trust the certificate.

If you want to have secure connections with in a site's LAN (between the Site Controller and
BackupAssist computers), self-signed certificates would be an appropriate cost free solution.
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4.How to create a self-signed certificate

This section explains how to create your own self-signed digital certificate.

e To secure communication between MultiSite Manager and each Site Controller (WAN level), the
certificate must be created on (or imported to) the computer that MultiSite Manager is installed on.

e To secure communication between a Site Controller and each computer in the site (LAN level), the
certificate must be created on (or imported to) the computer that the Site Controller is installed on.

The self-signed certificate creation process shown below uses IIS (Microsoft Information Services).

e Toinstall IIS on a Windows workstation, select the Control Panel, Programs and Features and under
Turn on Windows Features, select Internet Information Service.

e To install IIS on a Windows Server, go to Server Manager, select Manage, select Add Roles and
Features. Follow the steps and select Web Server (IIS) from the Server Roles list.

Creating a self-signed certificate
1. Select Start and run inetmgr.

This will open the Internet Information Services Manager and display the options available.
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2. Double-click Server Certificates.

3. From the right panel select Create Self-Signed Certificate.
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4. Enter a name for the certificate and select OK

5. If you are using a server operating system, select Personal for the certificate store.
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Selecting the certificate

On the MultiSite Manager, after enabling Use HTTPS, you will be able to select your self-signed
certificate through the Select Certificate button.
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On the Site Controller, after enabling Use HTTPS, you will be able to select your self-signed certificate
through the Select Certificate button.
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5.How to trust a certificate

Once a digital certificate has been created (and HTTPS enabled) on the MultiSite Manager, the
certificate must be trusted by each Site Controller that connects and communicates with it. Any
computer opening the MultiSite Manager web application in a browser must also trust the certificate.
And if the Site Controller has created a certificate (and enabled HTTPS) each computer in that site must
trust that certificate.

e Each Site Controller must trust the MultiSite Manager's certificate.
e Each BackupAssist computer must trust the Site Controller’s certificate.

e The computer opening MultiSite Manager using a browser must also trust the certificate.

Trusting a Site Controller certificate (LAN)

When you use BackupAssist to add a Regular BackupAssist Computer, to a Site Controller, and select
Use HTTPS in the Add to Site window, a warning will appear when you select OK. The warning explains
that you have selected Use HTTPs, but your computer does not yet trust the Site Controller’s certificate.

1. Select Show server certificate, to check it is the correct certificate.

2. Select Ignore and the BackupAssist computer will trust the Site Controller’s certificate.

Connection Error

ity Cathoate Eirs

| o The folowmg erors wees detscted

o The ste's securty cericate is not busted

© The name WINEEEEEEEEN cn 10 servers certficate does nal maich the Hostname o IF adress IENE—
used o contact the MulShe Manaper
Thia may be Cousad By 3 misconhguraton on the sener, by he w3e of an alferatve name of an P address hial do nal
M the nama of the B aadress on the certficate of by somathing mare s40ous

You should N0t rOCosd £ 70U Bave NEver 5640 ks waming oo the e you e tying to connect to
YOour cgtions an

GO - SWIps Inore s wirming on e Macsine jor sefer I 110 DIOCeSE Wil Ihe opar ion
Cancel - cantel PNy cos et on

© L oaabas tha are

[ Sowserves cantiicase | [ s J[ cormel |

Trusting a MultiSite Manager certificate (WAN)

When you use BackupAssist to register a Site Controller to a MultiSite Manager, and select Use HTTPS in
the Add to MultiSite Manager window, a warning will appear when you select OK. The warning explains
that you have selected Use HTTPs, but the Site Controller does not trust the MultiSite Manager's
certificate.

1. Select Show server certificate, to check it is the correct certificate.
2. Select Ignore and the Site Controller will trust the MultiSite Manager's certificate.

Web browsers trusting a certificate

If you attempt to open MultiSite Manager using a web browser that does not trust the MultiSite
Manager's certificate, then the connection will fail and the browser will display a warning / error
message. After ensuring that the details of the certificate is correct, you can accept the warning and
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allow the browser continue and add the certificate to clients/browser’s trusted list. The process will vary
from web browser to web browser. Where the certificates are stored depends on the browser.

Hostname compatibility

The hostname in the URL used to open MultiSite Manager must match the hostname in the certificate's
FQDN. If they do not match, you will get a security warning that the connection is not trusted

The MultiSite Manager setup dialog can be used to update the hostname used to access the MultiSite
Manager, to ensure that it matches the hostname in the certificate's FQDN.
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Figure 1MultiSite Manager setup and SSL certificate selection

NOTE: If you enter an invalid hostname, MultiSite Manager will not open. If this happens, you can
manually modify the path in the browser's address bar and log in to MultiSite Manager again. Then
change the hostname in the Edit setup screen. .
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