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Introduction

IT administrators often use third party command-line tools, such as Xcopy or Robocopy, to create a second copy
of their important data for an extra layer of protection in addition to their primary backup. Such command-line
tools often involve complex scripts that are difficult to manage and can produce unreliable results. To address the
shortcomings of conventional file copy methods, we have developed the BackupAssist File Replication Engine.

BackupAssistbés File Replication Engine is anwefutyetgr at ed =
simple solution out-of-the-box. File Replications backups can be configured in minutes, avoiding hassles like

scheduling tasks and creating complex scripts. Used by itself or in conjunction with other backup engines, such

as the Windows Imaging Engine, the File Replication Engine provides you with a powerful tool for data protection

and recovery.

The following whitepaper outlines how the File Replication Engine works, as well as how to create and configure
File Replication backup jobs in BackupAssist.

Single Instance Store

While B a ¢ k u p A Eile Replicafian Engine is based on the simple concept of copying files from one location to
another, it also includes backup history options and the power of Single Instance Store. Single Instance Store
makes sure that only one unique copy of each file is stored on your backup device, allowing you to keep
hundreds of days of backup history with minimal storage requirements. Single Instance Store is totally
transparent, so you can restore your files without needing any proprietary software, to any machine. You can also
search for files within your backups, just as you would with any normal file system. Refer to Appendix | for more
information about Single Instance Store.

Advantages over traditional file copy methods

1 No scripting required: easily setup basic mirroring of important files as well as comprehensive archival
backups for hundreds of days of backup history to restore from.

1 Fully automated scheduling and monitoring: backup jobs are automated wi t h Bac lsone-8lisksi st 6
scheduler. You will receive HTML reports after each backup to inform you of the backup success or failure.

1 Backup redundancy and multiple restore points: create a series of mirrors on your backup device, one
for each day. Each backup looks exactly like a self-contained mirror of your data. To restore, simply copy
the files back from the relevant folder, or, for more difficult tasks, use the BackupAssist Restore Console.

1 VSS support for open file and application backup and restore: before each backup runs a VSS
Snapshot is created so that any open files can be safely backed up. Microsoft applications such as
Exchange Server, SQL Server, SharePoint and Hyper-V are all fully supported, as well as any other VSS-
aware application that uses standard VSS restore methods. Simply choose the VSS application you want to
back up from the list of detected applications. You can even drill down and choose individual components
(databases, storage groups, etc). Application restore is also easy using the BackupAssist Restore Console.

1 System State backup and restore: easily backup and restore system settings in the event of a disaster.

1 Exact File Copy: NTFS security attributes and alternate data streams of directories and files are stored
within File Replication backups, and both are restored when using the BackupAssist Restore Console.

1 Independent encryption and compression: encryption and compression can be set on the backup
destination without affecting the data source.

When to use the File Replication Engine

Please refer to our Usage Scenarios white paper for examples of when to use the File Replication Engine.
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Modes of operation

The File Replication Engine offers two modes of operation: mirror and backup with history.

Mirror mode

The Mirror mode creates an exact replica of your selected files and folders to a specified backup destination.
Every time a backup is created, the BackupAssist File Replication Engine will update modified files and add new
files to the backup destination.

4 Data (G:) 4 Backup (H:)
Folder One > . Folder One
. Folder Two Folder Two

This type of backup is useful for situations where a primary drive or server needs to be replaced quickly.

Backup with history mode

The Backup with history mode creates a new set of mirrored data in a uniquely named folder each time a
backup runs. Each backup looks like a self-contained mirror of your data.

Backups created using this mode are useful for maintaining version history over a long period of time. For
backup jobs to disk-based destinations, such as an external HDD, rdx QuikStor or REV drive, you can even
configure backup storage options to make sure that disk space on the backup destination is properly utilized.

File Replication jobs i setup and customization

Creating a File Replication job

1. Create a new job by going to File > New backup job and select File Replication as your
backup type.

2. Proceed through the job creation wizard, selecting your backup destination and schedule.
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