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1. Introduction and Overview

1.1 What does the Exchange Mailbox Add-on do?

The BackupAssist Exchange Mailbox Add-on is primarily used to achieve brick-level backups of your Microsoft Exchange
Server. The add-on does this by extracting Exchange Server mail data to separate .PST files, which can be manually read
by Microsoft Outlook, or re-imported back into your Exchange Server to retrieve mail items. The extracted .PST files can
also be copied to your intended backup device: tape, CD/DVD, hard disk, and so on, for redundancy and archiving.

A separate .PST file is created for each Exchange user’s mailbox, making for simple and rapid restoration of user’s
individual or group emails, calendars, tasks, notes, contacts or entire mailboxes. As mailboxes are stored in Microsoft’s PST
format, they can be easily opened with Outlook and are not locked into any vendor’s proprietary formats.

The add-on also provides automatic grouping and storage of emails by date, allowing you to sort your mail into separate
folders by year, quarter, or month. This is especially useful for compliance and legal scenarios where you may need to
produce separate archives of your mail data for designated time periods.

The best part of the Exchange Mailbox Add-on: it's all automated for you. Input your mail server settings, configure a few

simple options, perform an initial export of your mail data and BackupAssist will take care of the rest, automatically
appending incremental backups of new mail data for each day specified within your backup schedule.

1.2 Who needs the Exchange Mailbox Add-on?

The following table describes where the add-on is best utilized:

Where to use the add-on Where not to use the add-on

* To restore individual mailbox items that have * To restore a complete exchange server — restore the
been inadvertently changed or deleted. entire Information Store from your main Exchange

¢ To bulk-restore messages, with filtering options backup instead (see the Exchange Server Backup
such as date, mailbox, message subject, etc. and Restore whitepaper on our website).

e To retain a historical library of your emails, which * To restore public folders - only private mailboxes are
can also be stored offsite or viewed offline. backed up using the Exchange Mailbox add-on.

Supported platforms for the add-on: Microsoft Exchange Server 2000 and 2003.

1.3 Comparison matrix

The following table highlights the different configurations of BackupAssist that are available:

BackupAssist + Exchange

B Mailbox add-on

Information Store Backup \/ \/

Private Mailbox X \/

Restore Options Restore Options
* Full restore or your Exchange ¢ Individual item restore
Server * Forensic archiving

© Cortex |.T. 2001-2007



BackupAssist

WHITEPAPER

Exchange Brick-level Backup and Restore

2. Features and Benefits

2.1 Core advantages of the BackupAssist Exchange Mailbox add-on

Non-proprietary format

storage for mail data

Intelligent grouping of emails into
separate folders

Permanent archives to write-
once media: CD/DVD

The Exchange Mailbox add-on
stores your mailbox data in PST
format, which is a well recognized
standard, making you mail data
readily accessible and not locked

within any proprietary format.

For example, imagine you are in
court seven years from now, and
have to produce emails as a form
of evidence. Unfortunately, your
mail data was backed up using a
third-party application and your
backups are locked within the

vendor’s proprietary format.

This
needing

creates the problem of

the original backup
software to be able to simply
access your data to perform a
restore. What happens if you have
lost the installation CD for the
backup software, or your original
license key information? Or what
if the backup software company is
no longer in business and you

cannot get any support?

It is far less risky to simply store
your backups in non-proprietary
formats that any Windows based

machine can read. This s
precisely the approach that
BackupAssist takes.

The Exchange Mailbox add-on allows
you to group your mailbox data within

separate folders for easy archiving.

PST file can easily be stored within
separate folders sorted by either year,
quarter or month. This is especially

useful for compliance and legal
scenarios where forensic archiving is

required.

Separating your mailbox data into
separate folders also makes it far easier
to manage your mailbox backups and
reduces the size of each individual PST
file, with each file only including mail

data from a specific time period.

You can read more about grouping of

mail data within section 3.2.

With a

Exchange

combination of the
Mailbox add-on and
some basic scripts you can write
PST mailbox backups a CD/

DVD or transfer them to a remote

your

server, such as an FTP server.

For example, if you utilized the
grouping option to sort your mail
data by month, you could then
archive the backup of your PST
files each month to writable media
and store this backup offsite as a
complete record of all emails for

any given month.

© Cortex |.T. 2001-2007
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2.2 Key features and benefits of the add-on

The following table highlights the key features and benefits of the Exchange Mailbox add-on:

Feature Benefits

‘/ Brick-level backup of Exchange data Achieve automated brick-level backup of Exchange data to
backup user’s individual mailboxes.

‘/ Smarter implementation makes daily After an initial export of existing mail data to separate PST

backups fast files (one per mailbox), BackupAssist will automatically

schedule daily exports that intelligently merge or append
only new mail data into these files. This is similar to a daily
incremental and is much faster than traditional backup

methods because only new data is exported.

‘/ Simple and rapid restoration of Exchange A separate .PST file is created for each Exchange user’s
data mailbox, making for simple and rapid restoration of user’s
individual or group emails, calendars, tasks, notes,

contacts or entire mailboxes.

\/ No proprietary formats PST is a well recognized file format, and users can open
the files easily in Outlook. This means that email data is

not locked within another vendors’ proprietary format.

\/ Easy grouping and storage of emails PST files of mail data can be easily stored within separate
folders and sorted by either year, quarter or month. This is
especially useful for compliance and legal scenarios where

forensic archiving is required.

\/ Extra protection for deleted items Mailbox backups go beyond a standard ‘snapshot’ backup.
Each separate PST file is the cumulative total of all emails
sent and received over a given time period and not just a
snapshot of each individual’s mailbox at particular point in
time.

This solves many scenarios that arise when a user realizes
they deleted an email weeks or even months after they

actually deleted it.

\/ External storage of mail data Exchange mailbox PST files can be backed up to External

Storage media such as tape, optical, or hard disk.

\/ Archive mail data to writeable media or FTP PST files can be written to CD/DVDs or transferred to
remote servers, such as a FTP server or NAS device.

\/ A range of recovery options ® Automated recovery: administrators can use the
Microsoft Mailbox Merge Wizard (ExMerge) to re-import
deleted emails with powerful filters (by date,

attachment, subject, and so on).

* Manual recovery: individual users can open PST files in
Outlook and drag-and-drop items back into the relevant
folders.
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2.3 Brick-level backup: advantages and disadvantages

The following table highlights the advantages and disadvantages of performing brick-level backup of your Exchange Server:

Advantages of brick-level backup Disadvantages of brick-level backup

Simple and rapid recovery of individual users’
personal or group emails, calendars, tasks,
notes, contacts, or entire mailboxes.

Smart implementation makes the daily backup
of new emails fast.

The mailbox export process is logged and
combined in the overall BackupAssist report so
you are informed of each backup’s results.

PST is a well recognized file format, and users
can open the files easily in Outlook.

The backup is in effect a ‘second copy’ of your

You will require more storage space to store the brick-
level backups.

Only private mailboxes are backed up,
folders.

not public

Brick level backups are not a replacement for a backup
of Exchange Server (e.g. using BackupAssist to backup
the Exchange information store) - it is instead an extra
level of protection and convenience.

You lose the advantages of single-instance data storage
- for example if an email attachment is sent to 5 users,
Exchange’s single-instance data store stores the
attachment only once, but a brick-level backup would

email data for added security and redundancy. store it 5 times — once in each user’s Mailbox.

3. How the Exchange Mailbox Add-on Works

3.1 How the export of mail data is achieved

The BackupAssist Exchange Mailbox add-on performs brick-level backups of users’ mailboxes by using the facilities
provided in the Microsoft Exchange Mailbox Merge Wizard, ExMerge. When you first use the add-on, it is recommended that
you perform a manual export of your selected mailboxes (see section 4.3). After the initial export, BackupAssist will
schedule automatic exports of mail data according to the schedule defined. These automatic exports merge or append new
mail data into the existing PST files on the specified hard disk location. This process is similar to the concept of a daily
incremental backup where only data created since the last backup is extracted and copied. The daily export of mail data is
extremely fast because only new data is exported. The brick-level backup of your Exchange Server can also be integrated
within your daily backup job and the result of each mailbox backup is included within the emailed backup report.

The below diagram provides an overview of how the add-on works:

Initial Export

Each mailbox data is stored on

disk within a separate PST file —\_' N
I

Mail data extracted from the
Exchange Server

2
Microsoft BackupAssist j :red pit
Exchange Server Exchange im.ps
Mailbox Add-on | David.pst

Daily Backups

BackupAssist appends new mail
each day to the existing PST files

New mail is processed by
BackupAssist each day

[ Jan 2nd, 2006 \,

[z Jan 3nd, 2006

() Jan 4th, 2006 / BackupAssist

Exchange
Mailbox Add-on

EEI Fred.pst
[fﬂ Tim.pst
@l David.pst

Only new data is
exported each day.
which makes daily
backups fast

(3 Jan 5th, 2006

© Cortex |.T. 2001-2007



BackupAssist
@ Windows" Backup Made E/eﬁ)“

WHITEPAPER

Exchange Brick-level Backup and Restore

3.2 The grouping and archiving of your mailbox data

The Exchange Mailbox add-on has an option that allow you to define a grouping method for storing your mail data on

disk. This preference helps you archive and store mail data within separate folders for different time periods. You can group

your PST files either by month, quarter, year, or simply as a single set. The grouping method option makes it far easier to

locate mail data from specific dates and can also be utilized for archiving purposes.

For example, you could opt to group your mail data by month and then archive the backup of your PSTs each month to a

writable DVD disc and store this backup offsite as a complete record of all emails for any given month.

The following diagram illustrates how mail data is stored:

Single

= U:\ExchangeMailbox\

Fred.pst
Tim.pst All email

David.pst

Grouping Options

Month
CJ U:\ExchangeMailbox\2008-01\

Fred.pst
ﬁr:,.p’;t January 2006
David.pst J emailonly

‘r:J U:\ExchangeMailbox\2006-02\

Fred.pst
Tim.pst February 2006
David.pst email only

I:J U:\ExchangeMailbox\2006-03\

Fred.pst
Tlm.p';t March 2006
David.pst email only

I U:\ExchangeMailbox\2006-12\

Fred.pst
Tim.pst December
David.pst 2006 email only

Quarter
|| U:\ExchangeMailbox\2006-Q1\

Fred.pst January -
Tim.pst March 2006
David.pst email only

|} U:\ExchangeMailbox\2006-Q2\

Fred.pst April - June
Tim.pst 2006 email
David.pst only

= U:\ExchangeMailbox\2006-Q3\

Fred.pst July -
Tim.pst September
David.pst 2006 email only

L UAExchangeMailbox\2006-Q4\

Fred.pst October -
Tim.pst December 2006
David.pst email only

Year

|} U:\ExchangeMailbox\2005\
Fred.pst )
Tim.pst All 2005 email
David.pst only

|} U:\ExchangeMailbox\2006\

;';d")‘;fl } All 2006 email
Davidpst J ©°

Please note: the term 'archiving’ is used to describe the action of sorting mail data and storing it on a permanent basis.

BackupAssist will never delete the original from your mail server and instead creates a second copy or archive of your

mail data to a user specified disk location.

As mentioned previously, once you have selected a grouping method and performed an initial export of your mail data,

BackupAssist will automatically schedule daily exports of new mail data. New mail is simply merged to the existing PST files

that created during the initial export.

As an example, BackupAssist has been setup to perform a daily backup of Fred’s mailbox:

1. Each day BackupAssist backs up all of Fred’s mail created that day and merges it with the FRED.PST file that was

previously created during the initial export.

2. The resultant PST file is a collection of all of Fred’s old mail as well as the new mail created on that day.

3. If you were to group your mail data by month, and it was the start of a new month, a new folder would be created to

reflect this. A new PST files for Fred’s mailbox would be created here and appended to each day until the following

month commenced.

4. None of Fred’s PST files stored in previous archives (previous months, for example) are removed so that you have a

chronological library of mail data to return to at any time.

© Cortex I.T. 2001-2007
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3.3 More than just a simple ‘snapshot’ backup of your mailboxes

The BackupAssist mailbox backup process goes beyond a standard ‘snapshot’ type backup. Each separate PST file for each
user is the cumulative total of all emails sent or received over a given time period, and not just a ‘snapshot’ of each

individual user’s mailbox at particular point in time.

Performing the backup of Exchange mailbox data in this manner solves many scenarios that can arise when, for instance, a
user requires an email that they deleted weeks or months previously, but only have a recent backup of their mailbox that
does not include the deleted item.

For example, given these events:
1. An email is received on the 1 of May 2006.
2. The user deletes this email on the 3™ of May 2006.

3. On the 5% of June 2005, the user needs to retrieve this previously deleted email.

Exchange Server 2003 with SP1 will only allow you to recover deleted items up to your ‘Email and Mailbox retention period’
settings, so in this instance it may be too late to retrieve such an email using the ‘Exchange Deleted Item recovery’ facility.
In addition to this, your current solution for backup of mail data may not retain a recoverable backup that has an email
created over a month ago. A simple snapshot backup of the mailbox at June 4™ would not contain the original email,
because it was deleted over a month previously. You would require a snapshot backup created on either the 1t May or the
2" May to retrieve this data. Depending on your backup rotation scheme, this backup may have already previously been

overwritten or erased.

With BackupAssist’s Exchange Mailbox add-on, however, the original email would have been backed up into the relevant
year, quarter, month, or single folder, depending on your group settings, as a separate PST file on the night of the 1% of
May. Even though the user deleted the email on the 3™ of May, the backed-up PST file will still contain the original
message, as it is a cumulative backup of all mail data, rather than just a snapshot. Now when you need to recover the

email, you can simply open the relevant user’s PST file and the original email will be available for restoration.

The below diagram demonstrates how the sorting process works, assuming that the mail data is being sorted by month:

Grouping - Daily Backups

New mail is created on different Mail is merged with the PST file
days for various different time in the appropriate folder,
periods, according to your group settings,

- ——> Jan 06 || Fredpst

=) Jan 2nd, 2006 Tim.pst

David.pst
(-2 Feb 3rd, 2006 > Feb 06 E] Fred.pst
Tim.pst
(= Apr 10th, 2006 David.pst
\ Mar 06 L:J Ffed.pst
(= Apr 21st, 2006 Tim.pst
\ \ David.pst

Apr 06 | Fred.pst
Tim.pst
David.pst

Dec 06 || Fred.pst
Tim.pst
David.pst
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3.4 Benefits over standard ExMerge scripts

The Exchange Mailbox add-on also offers a number of key benefits over using standard Microsoft ExMerge scripts to extract

Exchange mail data:
‘/ BackupAssist will manage the mailbox security rights, so no further administrative work is required.

‘/ BackupAssist will automate the export process in accordance to your group archive settings, automatically merging

new emails into the appropriate PST file(s).

‘/ When you choose to backup all mailboxes, any new users’ mailboxes will be backed up without you needing to
update your settings or scripts manually.

‘/ Disabled or hidden Exchange users can be deselected so that they are never backed up.

4. Usage Directions

4.1 Requirements

To backup individual mailboxes using BackupAssist and the Exchange Mailbox Add-on you need the following:
*  BackupAssist v4
*  Windows 2000, XP or 2003 Server
* Microsoft Exchange Server 2000 or 2003

* Exchange System Management Tools and ExMerge (see section 4.2 for instructions).

Note: At the time of writing (May 2008) BackupAssist does not support the backup of Exchange mailboxes locally or
remotely on Exchange Server 2007. We are planning to provide support for local and remote Exchange Server 2007
mailbox backup in a future release. Please check our website for further updates. Remote information store backup of

Exchange Server 2007, however, is supported (see our white paper here).

4.2 Preparation: installing the Exchange System Tools and ExMerge

The BackupAssist Exchange Mailbox add-on requires the presence of two Microsoft applications in order to extract mail data
from your Exchange Server: (1) the Exchange System Management Tools and (2) the Microsoft Mailbox Merge
Wizard, ExMerge.

If you attempt to enable the export of individual mailboxes before installing these prerequisites, you will receive the

following prompt:

| BackupAssist

Exchange mailbox addon
The following components are required @ BaCkUpf-'\SSISt

The following components must be installed in order to backup individual
mailboxes

@ Exchange server system t tools how do I inskall these
tools?

- install From vour Exchange Server CD
@ Microsoft Exchange Mailbox Merge Wizard Inztall ..
- available from the Microsoft website requires management

tools

Click. Install ko allow Backupassist to download and install the Merge ‘Wizard

o oo ]

© Cortex I.T. 2001-2007
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4.2.1 Installing the Exchange Server System Management Tools (for non-Exchange Servers)

Note: if you have installed BackupAssist on the actual Exchange Server itself, this step is not required.

1. Insert your Exchange Server installation CD and run the setup program.

2. This will identify any prerequisites, including adminpak.msi. If you receive a prompt similar to the following

you will need to install the Windows Administrative Tools:

Microsoft Exchange 2000 Installation Wizard

"‘: The component "Microsaft Exchange System Management Tools" cannot be assigned the action "Install" because:
L]

- The Windows 2000 Administrative Tools must be present

More information here:

* Windows 2000: http://support.microsoft.com/kb/216999/EN-US/

* Windows 2003: http://www.microsoft.com/downloads/details.aspx?FamilyID=C16AE515-C8F4-47EF-A1E4-
A8DCBACFF8E3&displaylang=en

3. Now install the Microsoft Exchange System Management Tools as shown below:

43 Microsoft Exchange Installation Wizard

Component Selection
Select and modify components to fik pour cugton solution,

Click i the left column to specify the appropriate action for each component.,

Action
Cuiztom

<.

Dirive C:

Irnztall Pathe

Component Mame

Microzoft Exchange

Microgzoft Exchange Mezzaging and Collaboration S ervices

Microzoft Exchange Connector for Lotus

Microgoft Exchange Connectar for Movell Groupiwise
Microzaft E:-:u:hange Calendar Connector
stem Management Tools

Microzaft E:-:u:hange 5.5 Adriniztrator

Current Dirive F

Motes

-

C:MProgram FileshE scharr

142 MB Requested
1640 ME Femaining

Disk Infarmation

< Back | Mest > | Cancel |
1

Note: you may need to set the Microsoft Exchange option to Custom first.
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4.2.2 Installing the Microsoft Mailbox Merge Wizard (ExMerge)

Once you have installed the Exchange System Management Tools, you need to install ExMerge. There are two different
methods available for achieving this:
Method 1: Automatic installation

BackupAssist can automatically install ExMerge for you. This method is recommended as it is fast and avoids human
error. To perform this method you will first need to add your Exchange Server to the Exchange selections window for

your job. See section 4.1 for how to create a BackupAssist job and add your Exchange Server as a backup selection.
To install ExMerge automatically:

1. In the Exchange selections window check Backup individual mailboxes and BackupAssist will detect whether

ExMerge is installed.

2. Click Install to the right of Microsoft Exchange Mailbox Merge Wizard and BackupAssist will download and install
ExMerge:

BackupAssist

Exchange mailbox addon
The following components are required @ Backu F).C\SSIS'[

The Following components must be installed in arder to backup individual
mailboxes

@ Exchange server system management tools

- install from wour Exchange Server CO

@ Microsoft Exchange Mailbox Merge Wizard Install

- available From the Microsoft website

Click. Install to allow Backupassist to download and install the Merge Wizard

o | [Ccoen

Method 2: Manual installation

You can also install ExMerge manually:

1. Download the executable here: http://download.microsoft.com/download/d/a/d/dadf18f9-bb61-4cac-8849-
5017412a8163/Exmerge.EXE and select Run rather than Save As.

2. Choose a temporary directory when prompted (the files will be unzipped here temporarily).
3. Copy these extracted files to your Exchange Server bin directory (typically C:\Program Files\Exchsrvr\bin).

Please note: do not simply copy the downloaded Exmerge.exe file to your Exchange Server bin directory because it
is a self-extracting ZIP file. You must extract the contents of the ZIP file, and then copy the contents into the

Exchange Server bin directory.

© Cortex I.T. 2001-2007
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4.3 Creating a job to backup Exchange mailboxes

BackupAssist provides two different Backup Methods for backing up Exchange mailboxes.

Jobs created using the

NTBackup Method can backup both Exchange Server storage groups as well as Exchange mailboxes to separate PST files.

Jobs created using the Exchange Mailbox Method are designed to specifically write mailbox data to PST files on disk

only. You would typically use this method to setup multiple jobs that run at different intervals during the day, giving you

multiple copies of your mailbox data throughout the day that can easily be restored from. Extracted .PST files using this

method can also be copied to your intended backup device (tape, CD/DVD, hard disk, etc) by setting up an additional

NTBackup Method job.

You can read more about Backup Methods in the BackupAssist help file by going to Help > Help... in the menu.

The following steps outline how to create an Exchange Mailbox Method backup job:
1. Select File in the menu of BackupAssist and choose New backup job.

2. Select Exchange Mailbox and click Next.

Backup#ssist - Create joh

Select the type of backup job you would like ko create

- o - 3 . 3

NTBackup S0L Exchange
Mailbox
o e - files and directories - transaction log backups - individual mailbox backups
@ Setup destination - system skate - multiple daily backups - group by period for easy
- Exchange database® archiving
@ Files and folders - 50L database®

*0nly available after wizard

@ Tt

@ Frepare media

@ Man backup

\El How do you want to backup? g

3. Select a time for when you want the backup to run each day and click Next.

4. Specify a Directory path. This is the directory where BackupAssist will extract mailbox data to in the form of PST files.

BackupAssist can extract PST files to either a local or network share destination.

BackupAssist - Create job

\E!. Exchange mailbox directory settings
Set up vour Exchange mailbox directory

Q Choose method .
Directory path:

ication DatalBackupfssisk vaitemplExmergs D Insert variable. .

This directary should be empty, and used only For mailbox backups

o

Q Choose schedule
Grouping method:

Separate pst file for each quarter - alows quarterly archiving j

@ Files and Folders Grouping allows you ko keep yvour pst files under the 2GE limit

yaur backup

5. Below Directory path choose a Grouping method to specify how mail data is sorted and stored within the mailbox

directory. Refer to section 3.2 for more details on grouping methods.

6. Click Next once you have finished configuring the destination settings for the Exchange Mailbox backup.

© Cortex |.T. 2001-2007



BackuE)Assist' '

Windows" Backup Made Easy!
=

WHITEPAPER
Exchange Brick-level Backup and Restore

7. Click Add Exchange Server. A window will appear that displays all of the available Exchange Servers on the network.

will not be detected and cannot be backed up.

Note: Exchange Servers residing on a different domain to that of the machine where BackupAssist is installed

8. Click Add to add all of the available Exchange servers to your backup selections:

BackupAssist - Create job

© Choose method

B What do you want to backup?
_Add and configure Exchange servers for back up

A Exchange Server selection

Select or add Exchange Servers for backup:

(o)

© Choose schedule

© Setup destination

Exchange server addition

@ Name your backup

back

BackupAssist

BackupAssist

Add Exchange Server...

o ©

Autodetecting available Exchange servers @
These Exchange servers are available for backup:
5| S TESTBOX
To add the available servers to your backup click Add. B
[ add | [ concel |
[ <Back ] Nest > l [ LCancel ]

9. Check Backup individual mailboxes for each Exchange Server that you want to backup mailboxes from.

10. Select which mailboxes to backup by clicking Select mailboxes to backup.

Leave Select all mailboxes checked if you wish to backup all mailboxes and any future mailboxes that are

1.
created. You can exclude specific mailboxes if required by unchecking them; all future mailboxes created,
however, will still be backed up.

2. Or, uncheck Select all mailboxes and check each mailbox to backup individually. No mailboxes created in the
future will be backed up, only those selected.

3. Click Apply changes when you have finished making your selections.

11. Click Next and complete the remaining steps to create your backup job.
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After you have created your backup job we recommended that you perform a manual export of the selected mailboxes.

Depending on the size of your Exchange server and the mailboxes you have selected to backup, the initial export may take

some time to complete and this is why we recommend performing it manually, at a time when the server is not being

heavily utilized. Refer to section 3.1 for more information about the initial export.

To perform a manual export of your mailboxes:

1. Select Exchange Servers from the left menu.

2. Scroll to the Mailbox export status section and click Perform manual export. A new window will appear where you

can select what periods of mail data you would like to export. The periods available for selection are sorted according to

the grouping method defined in the Destination tab (available from the left menu).

~ioix

File  Edit  Wiew  Settings  Jobsettings  Quick actions  Help

‘E Monitor . Reports t Events f—"r“ Restore .ﬁt Settings
% | g Exchange Mailbox Backup | ' External HDD B BackupAssist - Exchange mailbox
Manual mailbox backup
Job settings Exchange Mailbox Backup - EX @ Bach upASSiSt

Perform a manual brick-level backup

A Overview

;,:; Diestination This allows you to perform a brick-level mailbox export with wour current settings,
Scheduling ;

% Select maiboxes Select the grouping (archiving) Grouping Petiod | &

[ Calendar petiods yau wish to backup. il - June 2008

January - March 2003
¥ Exchange Servers ‘ou can choose multiple periods by Cctober - December 2007

o ~ ) using the Shift ar Cankral keys when July - September 2007
& Motifications % Mailbox export status making your selection. April - June 2007

January - March 2007
4 Scripts Qchober - December 2006

/¥ You have not yet pel Juby - September 2006

IManual exparts should | April - June 2006

server can kake up ko by January - March 2006
October - December 2005
July - September 2005 -
Last manual backup: ¥ oER —I
Last automatic backup
[ 0K ] [ Cancel ]

[ Perform manual export... }

Quick actions [ Apply changes Cancel

% Contact support!

* Note: if you had selected the 'separate PST for each month’ grouping method and chose to export May 2006

mail, only mail data created during May of 2006 would be exported, and not any mail sent or received prior to

this.

BackupAssist will begin the export of mailbox data to PST files.

. After you have selected the appropriate periods click OK and you will be taken to the Monitor Window where

If the mailbox export fails click Report at the bottom of the Monitor Window to determine what errors occurred.

Once you have completed a successful export of all mailbox data, BackupAssist will keep PST files up to date by

automatically scheduling exports each time your backup job is scheduled to run. New mail data is merged into the

existing PST files on disk.
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5. Restoring Mailbox Data

5.1 Restore options available

There are two options available for restoring individual mailboxes and individual mail items: (1) manually opening the PST
files in Outlook, or (2) mass-importing items with the Microsoft Mailbox Merge Wizard. Both options are quick, easy and do
not require any additional software.

The following table describes the purpose and benefits of each method:

Manually opening PST files in Outlook Using the Microsoft Mailbox Merge Wizard

Use this method for simple scenarios where a user Use this for when you need an automated way of

has deleted one or more items, and needs to retrieve importing data, such as:

the information quickly. ¢ Importing multiple mailboxes.

For example: * Importing messages using filters - such as

1. User sorts their emails by "From” and selects the between two dates, subject lines, attachments,
last 10 emails sent from “Fred Jones” and folders, etc.

accidentally hits “shift-delete” on the keyboard.
For example:

These 10 emails are now permanently erased .
P Y ! 1. Exchange corruption occurs, and a user has lost

and the user needs those emails to be restored. their entire ‘Sent Ttems’ folder.

2. User accidentally deletes their entire Inbox. 2. You want to selectively merge back emails for a

user, using filters such as the message subject,
or attachment.

5.2 Manually opening PST files in Outlook
To manually open PST mailbox backups in Microsoft Outlook:

1. Copy the appropriate PST file to a location that is accessible to the relevant user’s computer.

For example: copy the PST temporarily to ‘Users Shared Folders’, another network share or an external hard drive:

@% C:".Users Shared Folders'Mark.Webber - IDIﬂ
File Edit ‘“ew Favaorites Tools Help | z’
(€] EatﬂQh_LL.%ﬂh—l.@;.Eﬂldﬂa| EE T | -
Addres IEJ C:ilsers Shared FoldersiMark Webber = Go
Folder: S~ THETTTE I SiZEI Tvpe
=Y < Il ©3 mark. weBBER ST 8,160 KB  OFfice Data File
[£5) Unzip e
= @3 Users shared Folders i Copy the relevant PST file to an appropriate location.
[C3) Ayrkon.Senna ~Eg. "Users Shared Folders”

[ Christian. Klein

[ Christijan, Albers
[C5) David. Coulthard
[C7) Felipe.Massa

[5) Fernando. Alonso
[C5) Giancarlo,Fisichella
[C7) Jacques. vileneuve
[C3) Jarno, Trull

[C2) Jenson.Butkon

[C3) Juan.Monkoya

(22 Kimi.Raiklonen —

[25) Michael. Schumacher
[C5) Mick, Heidfeld

[C7) Mico.Rosberg ;I. « | 3]

T e = \
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2. From the relevant user’s computer, run Microsoft Outlook and select File menu > Open > Outlook Data File:

> =10/
Ele G0 Jooks Actions Hep Opening the PST file Type aquestionforhep  »
New * Jeoly (§Replyto Al (4 Foryerd | % sendiResive + | 2pFnd (| 1) Tree o ] |
Qpen » Selected Rems  CtrdO
Closg Al tems Qther User's Folder.... | Subject |Received T (Sze |V la
Save As... Outiook Data Fie...
, B Date: Today
ke (4 Outiook 2003 Team Wekcome to Microsoft Office Outiook 2003 Mon 10/30/2... KB
Import and Export...
Page Setyp J N\ EmailTester\Messages \ rfcb56.txt Mon 10/23
. [ E Vill C:\Email T \ \rfcH56.txt Mon 10/23/... 6KB
@ brint... a2 Date: Two Weeks Ago
£ | | David Coulthard C:\EmailTester\Messages \rfc943.txt Sat 10/21/2... 108 ..
% | = Tiago Monteiro C\EmaillTester\Messages\ rfc799.txt Fri 10/20/2.. 16KB
-l ill C:\Email T, \Hc750.xt Fri 10/20/2.. 22KB
) Uy Search Folders 1 Scott Speed .\Mmu\num\mm Thu 10/19/.. 149 .
1 Fernando Alonso C:\EmailTester\Messages\rfc596.txt Th 10/19/.. 14KB
1 JuanMontoya C:\EmailTester\Messages \rfc568.txt Wed 10/18/... 5KB
| Scott Speed C:\EmailTester\Messages\rfc549.txt Wed 10/18/... 25KB
| el | 8 vl C:\EmailTester\| \rfcS11.txt Tue 10/17/.. 6KB
L - | David Coulthard C:\EmailTester\Messages |\ ric 76 7.txt Tue 10/17/.. 62KB
E Calendar “ |1 Christijan Albers C:\EmailTester\Messages |\ rfcB63.txt Tue 10/17/.. 3KB
pr— | L C:\EmailT: \ \rfc922.txt Tue 10/17/.. 26KB
8 Contacts | FelhpeMassa C:\EmailTester\Messages\rfcB59.txt Mon 10/16/... 7KB
;2] SR | Mo Rosberg C:\EmailTester\Messages \rfc 768.txt Sun 10/15/.. 8KB
|1 Vitantonlo Liuzzi (:\Meslev\ﬂuuou\rks«nx( Sun 10/15/.. 41KB
= t. | 217 1 Giancarlo Fisichell c\ \ \HfcT02.t0t Sun 10/15/.. 7KB :l
10353 Rems | orine |

3. Browse for the PST file in the location it was copied to in Step 1:

Look jn:

N
L Q

Open Outlook Data File

|23 Mark, Webber

<] @-2/Q X s - Tok-

2]

4. From this PST file you can view the email messages and drag-and-drop the mail items back into the original folders:

Inbox - Microsoft Outlook

‘fle Edt Yew Go Jools Acions Help
P adNew v | § 3] X yReply [ §ReplytoAl L Forward

isendfReceive + SpFind (3 W T

Favorke Folders
) Inbox (10348)
) Urvead Mad Date: Last Week
- For Follow Up David foult... C:\EmailTester\Messages\rfc656.txt Mon 10/23/20...
3 Sent Rtems . Mon 10/23/20... 11KB
All Mai Folders [ ' - )
W 3 Date: Two Weeks Ago
el Sork Roms | David Coult... C:\EmailTester\Messages\rfc343.txt Sat 10/21/200... 151KB |
% ] TiagoMont... C:\EmailTester\Messages\ric79atxt Select desired  Fri10/20/200.. 268
) Deleted Items 7_] vill.. ¢\ il T \! \rf 7M4ngmiandjl;9 Fri 10/20/200.. 32KB
(3 Drafts | B ScottSpeed C\PmafTester\Messages\iic76siut sl drop onte.  Yie18/1y/=8- 20658
3 Inbox (57) =B do A... C:\EmailTester\] +fcS96.txt Thu 10/19/20.. 23KB
L3 Junk E-mai "1 JuanMont.. C:\EmailTester\Messages\rfcS68.txt users' Exchange ‘Wed 10/18/20... 10KB
_35 mm | | ScottSpeed C:\EmailTester\Messages\rics49.tt folders. Wed 10/18/20... 39KB
(23 search Folders [ = Vill.. C:\EmailTester\] \rfcS1Ltxt Tue 10/17/20.. 10KB
Ttems from =1 1 David Coult.. L\anmm\msugs\r&wrm Tue 10/17/20.. 85KB
S5 1 Christijan A... C:\EmailTester\Messages\rfc863.txt Tue 10/17/20.. 7KB
[ 3 . € | 5 Sokon Yam.. C\EmaiTester\Messages\rfcazz tut Tue 10/17/20.. 39KB
| | 1 FelipeMassa C:\EmailTester\Messages\rfc859.txt Mon 10/16/20... 12 KB
] colendar |1 NcoRosberg C:\EmailTester\ \rfc768.txt Sun10/15/20.. 14KB
8] Contacts = o .. C:\EmailTester\M: \rfcB40.txt Sun 10/15/20.. S7KB
1 Giancarlo Fi... C:\EmailTester\Messages\rfc702.txt Sun 10/15/20.. 11KB
] Tasks 1 JamoTrulli C:\EmailTester\Messages\ric635.pdf Sun 10/15/20.. 5MB
] £3 [& 2 ||3 pate: Three Weeks Ago ~|
67 tems [

© Cortex I.T. 2001-2007



() BackupAssist” WHITEPAPER

Windows* Backup Mado Easy! Exchange Brick-level Backup and Restore

5.3 Using the Microsoft Mailbox Merge Wizard to mass-import items

1. Run the Exmerge.exe program from the /bin folder in your Exchange Server installation directory. This program was
downloaded and installed for use with the BackupAssist Exchange Mailbox Add-on and gives you powerful options for
importing lost mail data.

2. When the Wizard first runs, choose Extract or Import (Two Step Procedure):

Microsoft Exchange Mailbox Merge Wizard

Procedure Selection
Please select the procedure you would like to perfarm

" BExtract and Import {One Step Procedure)
This function will extract data from a mailbox on the source server, into an
intermediate .PST file, and then import the data from the .PST file into the same
mailbox on the destination server.
The mailbox should have the same container path on the destination server.

-

¢ Exract or Import (Two Step Procedure}
This function will allow you to either:

1. Bxtract messages and folders, from server based mailboxes. into Personal Folders.

2. Import messages and folders from Personal Folders {PST files) into server based
mailboxes.

< Back

=

et > Cancel

3. Now choose Step 2 to import your mailbox data back into your Exchange Server:

™ Step 1: BEdract data from an Exchange Server Mailbox

The messages and folders for mailboxes on the source Exchange server are copied
into Personal Folders {.PST files).

The .P5STfileg are created with the Mailbox Dirsctory Name as the name of the file.

{* Step 2: Import data into an Exchange Server Mailbox!

Data in Personal Folders { PST files) is imported into mailboxes on the destination
Exchange Server.

< Back

=
2
Y]

Cancel

4. Input the details of your Exchange Server:

Profile information for the destination server
Microsoft Exchange Server Mame:
|POLLINI

Cptional Information
Domain Cortroller (DC) Name: ff a DC is specified, only users
| in the domain containing the
DC will be available. faster)
Part Mumber for LDAP queries: (default is 389) ff a DCis not specified. the
| Global Catalog will be queried
for users in all domains. (slower).

To corfigure the message selection critenia, click on Options.

< Back Mest > Cancel

5. To bring up advanced options such as filtering, click Options on the right hand side of the window.
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6. On the Data tab you can define what types of mail data you want to import from your Mailboxes:

Data Selection Criteria

Data ] Import Procedurs ] Folders ] Diates ] Message Details ]

Extract the following data from the source store and import into the target store

[¥ Lser messages and folders
If this option i selected. the program will copy all user data. This includes mail
messages, folders, calendar, contacts, tasks, joumal tems and notes.
Mote: The program will not extract Schedule+ data.

[ ifssociated folder messages |
If this option is selected, the program will copy associated messages in each
folder. Associated messages are special messages that are not visible through a
client and are used to store folder rules, views etc in Exch. Server 5.0 and later.
If a range of dates has been specified, the program will extract only those
associated messages that meet the specified critera.

[T Folder permissions
If this option is selected, the program will OVERWRITE the pemissions for each
folder copied to the target store, with the pemissions of the folder in the source
store, regardless of the Import Procedure selected.

™ tems from Dumpster
If this option i selected., the program will copy tems that have been deleted by the
user, but are available for recovery.
This option is only available on Microsoft Exchange Server 5.5 and later.

7. On the Import Procedure tab you can select your import method. The Merge method is recommended for most cases

as this option will only restore messages that do not already exist within your Exchange Server:

Data

Import Procedurs l Folders ] Diates ] [Meszage Details ]
How should data be imported into the target stare 7

{~ Copy data into the target store
The program will not check whether a message being copied exists in the tanget
stare. This can result in duplicate messages in the target stare.

* NMerge data into the target store!
Before copying @ message, the program will check whether that message already
exists in the target store. I 20, the message will not be copied.

" Beplace existing data in target store
Before copying a message, the program will check whether that message already
exists in the target store. I so0, the message iz first deleted from the TARGET store
and then copied from the source store.

-

Ta avoid imecoverable data loss, this option is only available when extracting
data from @ Microsoft Exchange Server.

8. On the Folders tab you can select which folders you wish to im

port. Leave this blank if you wish to import all folders.

Data ] Import Procedure  Folders lDates ] Message Details]

Select the folders to be processed
* Process only these folders
Only the selected folders will be

processed. All other folders will be
ignored.

" lgnore these folders

“Inbox
“ProductRelease

_ttedy, |

™ Bpply action to sub falders of the selected folders:

Modify...

i this setting is not selected, sub folders of the selected folders will not be affected.

To apply the desired action to sub folders as well, select this setting.
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9. On the Dates tab you can optionally choose the date range of messages you want to restore. Otherwise, simply choose

All to import messages from all date ranges:

Data ] Import Procedurs ] Folders Dates ] Message Details ]

Select messages between the following dates times

Al
From: |1E.-"33.-"EEEE 00-00-00 To: |'|E.-"33.-"EEEE 23:55:59
mm/ddyyyy hhmmss mmAddAyyyy  hhmm:ss
Please Note:
When extracting tems from the Dumpster, all tems will be extracted, regardless of the
above setting.

Which message datestime attribute should be used when extracting items?
* Delivery Time
" Last Modification Time

Note: dates are in American format, as the ExMerge utility provided by Microsoft is not localized.

10. On the Message Details tab you can input subject or attachment filters for the restore (eg. only import messages with

the subject line “Hello there”):

Diata ] Impart F'rcu:eu:lure] Fu:ulders] Dates Message Details

ltems extracted should have ane of the following message subjects
Enter new message subject: Selected message subjects:
| Add —> | |Hello there

Bemove

Subject string compare critera: |S|_||:. stiing match, ignore case j

ltems extracted should have at least one of the following attachments

Enter new attachment name: Selected attachment names:
Add —=
Attachment name string compare criteria: | J

The above information is used in the following manner:

(Date Restriction) AND (Subj1 OR Subj2 OR.. Subjn) AMD (At1OR A2 OR .. Attn)
QK | Cancel

11. Click OK to close this window, and then Next to proceed with the restore.
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12. You can now select the mailboxes you wish to restore to:

Microsoft Exchange Mailbox Merge Wizard

Mailbox Selection
Please select the mailboses you wish the program bo operate against.
The fallawing mailboxes have been found on the server. Pleaze select the mailboxes into which
you wish to merge data.
Dizplay Mame £ | Directom Mame Size (K)
Administrator ADMIMISTRATOR a A~
Aprton Senna 1994_SEMMA 33
Chiristian Klein CHRISTIAMN KLEIN 393423
Chiistijan Albers CHRISTIAM ALBERS 379715
David Coulthard DawiD.COULTHARD 373168
Felipe Mazza FELIPE.MASSA 380837
Frmandn dlnnen FERM&MNOM & NKMEN 224800 ¥
Mumber zelected: |1 Select Al
Deselect All

13. Select the Default locale, click Next and then specify a directory where your PST mailbox backups are located:

Select the folder containing the .PST files from which to merge data into the Microsoft Exchange
Server. The files names should be <Mailbox Directory Name > PST

Folder Name

CAPROGRAM FILES\BACKUPASSISTWEXCHANG |C

15. You can speed up the import process by saving your settings as default settings that can be later loaded and re-run
next time you need to complete a restore of mailbox data:
Microsoft Exchange Mailbox Merge Wizard |

Save Settings
Save all cumently selected settings for later use

You can now save all the selected program settingz. This will help if you wizh ta run the
program in batch mode, with the same settings.

Ta change the names of files to which the program should zave the File Mames
curently selected settings, click on the File Mames button. =

Ta zave the currently selected zettings, click on the Save Settings
button.

< Back Mest » Cancel

16. Click Next to begin the mailbox restore. Once complete, a report will indicate the status of the ExMerge restore
process.
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6. Resources and Support

6.1 Useful resources

You may find the following resources useful:

* Microsoft Exchange Server information:

http://www.microsoft.com/exchange/default.mspx

* Microsoft Exchange Mailbox Merge (Exmerge.exe) information:
http://support.microsoft.com/kb/174197

* BackupAssist Education Center (whitepapers, videos, tutorials, etc):

http://backupassist.com/education

6.2 Contacting support

Should you have any questions regarding either BackupAssist or the Exchange Mailbox add-on specifically, please email

such queries to support@backupassist.com and we will respond to you as soon as possible.

Similarly, if you have any suggestions for additional functionality in BackupAssist, or new products or add-ons, please also

forward such feedback to support@backupassist.com
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