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Quick-start guide: BackupAssist V6 Beta 4

1. Introduction

This guide is intended for Beta Testers for BackupAssist V6 Beta 4 - the fourth in a series of tests for
BackupAssist V6. It introduces some of the new features that will appear in BackupAssist V6, which include:

Rsync “cloud ready” enhancements (new in Beta 2; enhanced in Beta 3)

Mailbox and Public Folder restore capability (new in Beta 2; enhanced in Beta 4)

Full Exchange 2010 support (enhanced in Beta 2)

Full, Incremental, Differential and Copy backups using Zip (restore enhanced in Beta 3)

VSS application backup and restore using File Replication, Zip, Rsync and Imaging

System State backup and restore using File Replication, Zip and Imaging1 (enhanced in Beta 3)
File and folder restore from Image backups using the BackupAssist Restore Console

Integrated Exchange Mailbox backups in File Replication, Zip, Rsync, and Imaging jobs.
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TrueCrypt-compatible encryption (new in Beta 4)
10. Enhanced SQL Server 2008 and 2008 R2 Support (new in Beta 4)

11. BackupAssist setting export and import (new in Beta 4)

Note: as this is a beta product and may contain bugs or other faults, we do not recommend it for use on live
systems or production environments.

2. New features in BackupAssist V6 Beta 4

TrueCrypt-compatible encryption

Beta 4 includes the option of backing up to a TrueCrypt-compatible “container” file on your backup destination
using either File Replication or NTBackup. The TrueCrypt-compatible format offers several advantages:

e Industry standard encryption method

e Fast, real-time encryption

e The folder structure and file names are secured inside a container file, rather than just the content
e Free and open source access to your encrypted container provided that you have your password

When TrueCrypt-compatible encryption is enabled for a backup destination, BackupAssist will ask you for a
password and for the percentage of space to use on the destination. When the first backup runs, BackupAssist
creates an encrypted container file on the destination, and then performs the backup into that container. The
container is essentially a virtual disk partition like a vhd, but encrypted with a password. Future backups will be
stored in the existing container, and if you are using File Replication you will still benefit from features like Single
Instance Store and exact file duplication.

! Imaging jobs running on Windows Server 2008 R2 only (excludes jobs backing up to REV / rdx drives)
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Data can be restored from your TrueCrypt-compatible container using the BackupAssist Restore Console, which
will simply ask you for your TrueCrypt password when you try to restore from the encrypted container. Manual
restores are also possible using the standard TrueCrypt toolset, which can be downloaded from the TrueCrypt
website.

Enhanced SQL Server support

The BackupAssist SQL Add-on has been updated to provide support for all current 32bit and 64bit versions of
Microsoft SQL Server. SQL database backup and restore - using the BackupAssist SQL Restore utility - are
supported for SQL Server 2000, SQL Server 2005, SQL Server 2008 and SQL Server 2008R2, including all
variations of 32bit and 64bit installs of SQL Server and Windows.

BackupAssist settings export and import

BackupAssist v6 Beta 4 includes the frequently asked for capability of BackupAssist settings migration between
computers. BackupAssist settings can be saved to file by navigating to File > Export settings from the top
menu. Settings can then be imported into any other BackupAssist v6 installation of the same or later version by
navigating to File > Import settings and browsing to the location of the exported settings file.

In addition, when installing BackupAssist for the first time, you can choose to import settings from a previous
installation using the new import option on the welcome page of the Initial Setup Wizard. The import will bring
across your job settings, Backup User Identity settings, email server settings, and email and printer recipients
lists. All existing settings will be overwritten, so you should only import settings on a new or defective install.

Mailbox restore enhancements

The BackupAssist Restore Console includes the following new features for mailbox restore:

e Migrate PSTs backed up from one Exchange server to any other server with automatic matching of
source to destination mailboxes.

e  Configure which mailbox will be used to restore each backed up mailbox — eg. restore Pete’s mail to the
new Pete.Smith mailbox.

e The ability to automatically fetch backed up pst files from the relevant backup sets, filtering by server,
mailbox and date range.

You can now cover all the common mailbox restore scenarios using just the BackupAssist Restore Console.

Scenario 1: a user wants to retrieve a recently lost email
1) Load the most recent mailbox backup: for example a File Replication job with mailbox selections
2) Select the relevant Exchange Server and choose the user’s mailbox from which you want to restore
3) Set the “from” and “to” dates to match the date when the missing email arrived
4) Click the “Restore to” button and then “Restore”

5) The missing email will be restored back into the user’s mailbox on the Exchange Server.

Scenario 2: Migrate a mailbox to new Exchange server

1) Load up the most recent mailbox backup
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2) Select the Exchange server to migrate from, and choose the mailboxes to migrate to the new server.

3) Verify that the date range available matches with what you require, and work with an earlier backup first
if required (only necessary if you've archived pst files from the mailbox backup directory)

4) Click the “Restore to” button and select “Alternate server” from the “Restore to” dropdown menu.
5) Locate the target server, changing the authentication details if necessary

6) Verify that all mailboxes have been matched correctly, and use the Configure mailboxes button if
necessary.

7) Click “Restore”, and your mailboxes will be migrated to the new server

Scenario 3: User wants to browse old emails at their leisure
1) Load up the most recent mailbox backup
2) Select the Exchange server, the user’'s mailbox and the relevant date range
3) Choose the “Restore to” button and then select “PST export path” from the “Restore to” dropdown
4) Choose the folder where you want to copy the user’s pst files

5) Click “Restore”, and then open any of the restored pst files in Outlook to browse and retrieve mail items.

3. Features from previous Beta releases

Beta 3

System State backup and restore on Windows 2003 and XP

Beta 3 has been enhanced to support System State restore on Windows 2003 and XP using File Replication and
Zip jobs. Beta 2 allowed the System State to be backed up on any version of Windows from XP onwards, but
System State restore was only supported on Vista and later operating systems. Beta 3 extends support for
System State restore to XP and 2003.

Rsync enhancements

Encrypted Rsync backups, introduced in Beta 2, now also have the file names obfuscated on the server. This
additional feature makes it harder for anyone else to determine the contents of your backup. All encrypted Rsync
jobs will automatically have file name obfuscation applied. If you have created an encrypted Rsync job with Beta
2, a full backup will be performed the first time you run the job in Beta 3 so that the file names can be obfuscated.
If your job is large or you have limited bandwidth, you may want to “re-seed” the backup.

Enhancements to restore from incremental and differential Zip backups

The BackupAssist Restore Console has been enhanced to make it easier to restore files and folders when you
are using incremental or differential zip backups. Each incremental or differential backup is automatically linked
to the previous incremental or full backup. This means that if the file you want to restore was backed up in a
previous incremental or full backup, rather than the backup you currently have loaded, the Restore Console will
automatically retrieve it from the correct backup.

4
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Enhancements to imaging backup and restore

Imaging backups will now run faster due to improvements in the way the file catalogue is generated. (The file
catalogue is used to provide restore of individual files and folders from imaging backups using the BackupAssist
Restore Console.)

Fixes to v4/v5 to v6 migration process

We have fixed some bugs that would sometimes prevent settings and jobs from being migrated from version 4 or
version 5 to version 6.

Beta 2

Rsync enhancements — “Cloud ready”

With the release of V6 Beta 2, BackupAssist now supports secure, efficient and internet-host-friendly rsync
backups. Encryption and compression on the server, plus full NTFS streams support, mean that BackupAssist
Rsync provides a complete solution for remote backup.

Adding to the super bandwidth-efficient algorithm that rsync provides, BackupAssist Rsync jobs can now be
enhanced with industry standard encryption — and bonus compression — all on the server. This means that you
have an additional level of security keeping your data safe “in the cloud”, making external hosting a safe and
secure option.

Your files are also automatically compressed on the server, which reduces the amount of diskspace used on your
hosting company. BackupAssist Rsync jobs therefore utilise four distinct types of compression:

1) Effective transfer compression via only sending changed data

2) All data packets are compressed during transfer

3) The Single Instance Store (SIS) uses hard link technology to prevent storing the same files more than
once across backups

4) The source data is encrypted and compressed in a rsync-friendly way before transmission, effectively
minimising the space used by files on the server even further

Also new in Beta 2 is full support for NTFS streams, including NTFS security attributes. BackupAssist now
manages the backup of NTFS stream data on any rsync server, whether on a NAS device, Windows server or
Linux server — NTFS volumes not required! The NTFS data is stored separately from the core files, which means
that the core files are available for use or viewing on the server — unless of course encryption and compression is
applied. (This also makes your core data available for restore using standard rsync clients should this be
necessary).

For restores, just start up the super-simple BackupAssist Restore Console, find your Rsync job and choose the
date and file(s) you want to restore, or just search for the file you need — and it will take over from there,
decrypting and restoring NTFS streams as necessary.

Don't forget that VSS applications can be backed up and restore using Rsync jobs as well!

And the best thing is that you can immediately take advantage of these great new features without changing your
existing rsync server configuration — the changes are implemented completely within BackupAssist.

Just enable encryption when you create your Rsync job — as simple as ticking a box and entering your password.
(Note that if you change your job from unencrypted to encrypted, BackupAssist will need to “re-seed” your

backup with a full set of encrypted data sent to the server)
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Mailbox and Public Folder restores — from PST back to Exchange

“Brick level” mailbox backup has always been a simple way to add highly available backups plus redundancy
when combined with a streaming, imaging or other VSS backup of the Exchange database, but restores have
been fiddly at best. V6 Beta 2 changes that by adding a streamlined restore capability for Mailbox jobs via the
BackupAssist Restore Console.

As soon as your next mailbox job has completed, your entire set of historical .pst files are available for restore,
directly to your Exchange server. Simply open the BackupAssist Restore Console, choose the job — which may
be a dedicated Mailbox job or any other job that includes a Mailbox backup component — then decide which
mailbox(es) and the date range of the mail items you want to restore, and restore! And just select Public Folders
in the same way if that is what you need.

This restore is designed to make it super simple to:

e Recover your mail data in case of a disaster (recovering mailbox-by-mailbox may be preferred to full
restore)
e Migrate your data from one server to another

Full Exchange 2010 support — Imaging, VSS and mailbox backup

In Beta 2 we have expanded our Exchange 2010 support to cover all modern methods of backup.

For full disaster recovery capability you can choose to perform a full backup using Imaging, File Replication, Zip
or Rsync jobs on the server itself. Alternatively you can even choose to back up at a granular level using those
jobs if desired, for example by choosing to only backup the First Storage Group (unless the job requires the full
volume to be backed up).

Brick level backups are also possible, using our recently updated Mailbox add-on. Unicode PST backups may be
performed with any modern 32bit version of Outlook — 2003, 2007 or 2010 (64bit versions not supported), and
ANSI PST backups simply require the latest version of Exchange 2007 MAPI, which can be obtained using the
new “Upgrade” feature in the BackupAssist Console. (Note that the version of MAPI that comes with the 2003
Management tools cannot be upgraded and does not support backup of Exchange 2010.)

Beta 1

Full, Incremental, Differential and Copy backups using the Zip Engine

With this new feature, Zip jobs can now be configured to run Full, Incremental, Differential and Copy backups.
Every time a Zip job runs BackupAssist will check the archive bit of each file selected and take the appropriate
action according to the type of backup scheduled. This means you can now easily setup and use inbuilt rotation
schemes like "Full plus incrementals”, or create your own personalized schedules with the 'Customize
schedule...' option.

Zip to Local Folder - Schedule settings

The scheme for this job iz O Full plus incremental

2B Destination #  Scheduling options
@ Scheduling Perform daily 7] Monday

— backups an: -
7| Calendar J| Tuesday

=] Files and foldars J] Wednesday
- 7| Thursday

1y Exchange Servers 7| Friday

This new capability is available for all hardware destinations that the Zip Engine supports, including tape drive.

6
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VSS Application backup and restore (SharePoint, Exchange, Hyper-V, and SQL)

BackupAssist V6 will include fully integrated support for VSS application backup and restore. Microsoft
applications such as Exchange Server, SQL Server, SharePoint and Hyper-V will all be fully supported, as well
as any other VSS-aware application that uses standard VSS restore methods.

With this new feature, local VSS-aware applications can be safely backed up and restored without you having to
manually choose the correct files. All running VSS applications will be automatically detected and listed for
selection. Simply choose the VSS application that you want to back up from the 'Files and Folders' tab and

BackupAssist will back up the application in a consistent state. VSS application backup is supported in File
Replication, Zip, Rsync and Imaging jobs.

o Overview | Local files ‘ ‘ Local systemselections | | Remote files | | Exclusions |
3 Destination (2 Refresh (| Check selections [T Estimate size
% Scheduling B[] % Local Disk (8:) _Name

[<]

% Local Disk {C:) [
(19 Calendar #}-[]'% New Volume (E:)
. =[] ## Share Point Services
B[] 585-08-HVGUEST
O] sPsearch Content Index Catalog
B[] Microsoft##5sEE
-] SharePaint_Config_29c26fca-17b8-48c1-9704-b869932abche
O] Content Database ShareiebDb
O] sharePoint_AdminContent_d4e397f2-a27a-43a0-a625-d25db6672ba
0] Generic Database WSS_Search_WIN-EUGSOZLOTPY
[l Open files (- [F]J Microsoft Exchange
B[4 (] Microsoft Exchange Server
B[] Microsoft Information Store
B[ (] 585-08-HVGUEST
= _| First Storage Group
| Logs™
| Mailbox Database™
Second Storage Group
] Logs*
(] Public Folder Database™

¥ Exchange Servers

& Motifications

4 Scripts

ER Replication options

4 sql Server
-] sBs-08-HVGUEST
E-[J (] MICROSCFT ##55EE

|'_:|D
=8

Application restore is just as easy. Using the BackupAssist Restore Console just browse the contents of a
backup, select the application(s) you want to restore and click Restore.

@ BackupAssist Restore

BackupAssist Restore Console

4§ Load backups 5 backups loaded (X Clear

] Browse | & File search

Select a backup to browse:
[ﬁ\e rep system state

Contents of file rep system state - 19/02/2010 22:00:00

=13 Local Disk (=)
- 17 Boot
1] Program Files
P

February 2010
Mon Tue Wed Thu Fri Sat Sun

19

Restore files and folders from Image backups using the Restore Console

You will find that the BackupAssist Restore Console now includes support for restoring individual files and folders
from Windows Image backups. You can easily find and retrieve individual files from an Image backup either by
browsing the contents of the backup, or by using the 'free search' facility to find a specific file across all your
backups.

System State backup and restore with File Replication and Zip

With V6 you can backup your machine's System State using either File Replication or Zip. Simply enable the
option from the 'Files and Folders' step in the Create Job Wizard or when editing a File Replication or Zip job:

7



QUICK-START GUIDE
Quick-start guide: BackupAssist V6 Beta 4

T pms

[7] ] pmsoutx

[T 2l Program Files

= (j Program Files (x86)

7] (Iprogrambata

[ Jpython2s

Mo
LI T ] » | 4 [ | »
[C] Backup local system stat®{Active directory, registry, system files etc.)

Select this option to backup thé system state of the local machine, including the registry and active directories.
You cannot backup the sy h states of remote machines.

A System State backup includes important Windows system settings, such as the Registry, and is crucial for
system recovery. In previous versions of BackupAssist System State backups could only be performed on
Windows Server 2003 and earlier operating systems using NTBackup, or on Windows Vista and later operating
system by performing a Full System Image backup. With BackupAssist V6 you can now schedule System State-
only backups across all modern operating systems, and with a much smaller footprint than a Full Image backup.

System State restore is just as easy. Just launch the BackupAssist Restore Console, load your backup
catalogues, browse and select your System State backup, and click Restore.

Integrated Exchange Mailbox backups

You can now embed Exchange Mailbox and Public Folder backups to PST? in all BackupAssist jobs via the
'Exchange Servers' tab. Mailbox and Public Folder backups are automatically executed as part of a backup run,
and included in your main file selections, which are written to your backup destination in the specified format.

3. Using some of the new features

Full, Incremental, Differential, and Copy backups with Zip

1. Launch BackupAssist and either edit an existing Zip job by selecting Edit from the top menu and
choosing the relevant job, or create a new Zip job by going to File > New backup job and choosing Zip
as the backup method.

2. Once you have created a new Zip job or chosen an existing job, select Scheduling from the left menu:

Eile Edit View  Settings Jobsettings Quick actions  Help

@ Home ‘E' Monitor . Reports l Events [® Resto

% |w® Zip to Local Folder i File Replication Job ¥ offsite to Rsync Server % Zi
Job settings Zip to Local Folder - Schedule settings

f Overview The scheme for this job is: % Intermediate  Customize schedule...
(’ Destination #  Scheduling options

|@ 27z Perform daily Manday

[ calendar backups on: Tuesday

LY Files and folders iﬁ?fzfc‘lay

3. Click the Customize schedule... link near the top of the 'Scheduling settings' window.

2 Requires the BackupAssist Exchange Mailbox Add-on

8
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% |7 Zip to Local Folder W File Replication Job ¥ Offsite to Rsync Server "® Zip

Zip to Local Folder - Schedule settings

i Overview The scheme for this job is: @ Intermediate | | Customize schedule... (|5

;{3 Destination #  scheduling options
|% Scheduling | Perform daily Maonday

The 'Customize your schedule' window will appear:

Customize your schedule
You can customize the scheduling of your job, and labels

Backup Backup filename Method Mode
‘ Quarter Quarter.zip [Fut - | [overwrite  ~|
‘ Month Manth. zip [FuII '] [Dverwrihe ']
‘ Week 2 Week 2.2ip [Ful ~| [overwite  ~|
‘ Week 3 Week 3.zip [FuII v] ’Overwrite v]
‘ Week 4 Week 4.zip [FuII v] ’Overwrite v]
‘ Week 5 Week 5.zip [Fut - | [overwite  ~|

Tuesday Tuesday.zip [Incrememal '] [Dverwrihe VI
‘ Wednesday Wednesday.zip [Incremenial v] [Overwrite ']
‘ Thursday Thursday.zip [Incrememal v] ’Overwrite ']

Friday Friday.zip [Incrememal v] ’Overwrite v]

To change the backup method for a single media item use the drop-down menu in the Method column.

| WEEK 5 TIEEK 5. 210 [Fan = [ [OVErmIte )

Tuesday Tuesday.zip [Inc.rﬂnmial v] ’Overwrite ']
Full

| Wednesday Wednesday.zip Differential

cremental

| Thursday Thursday.zip lE;opy Owverwrite hd

Friday

Friday.zip [Incrememal v] ’Ouerwrite v]

Full: all data selected is backed up and each file is marked as having been backed up (the
archive bit is cleared). To restore all your data you only need the most recent Full backup.

Differential: only data that has changed since the last full backup is copied to the backup
device. Files are not marked as having been backed up (the archive bit is not cleared). You will
require the last Full backup as well as the last Differential backup to restore all your data.

Incremental: only data that has changed since the last backup (any type) is copied to the
backup device. Files are marked as having been backed up (the archive bit is cleared). You will
require the last Full backup as well as the all Incremental backups since the last full backup to
perform a complete restore.

Copy: the same as a full backup except that files are not marked as having been backed up
(the archive bit is not cleared). Copy backups are useful if you have multiple jobs and need to
back up certain files between Full and Incremental backup runs.

Once you have customized your schedule click OK and then click Apply changes.

Select Calendar from the left menu to verify that your schedule is configured correctly:

9
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Jeb settings Zip to Local Folder - Calendar view

10

4] iew
f Ovenview February 2010
<3 Destinati 5
&) Destination <3 Previous Nedt 5 ‘% Print 4 Customize schedule.. . Key
% Scheduling
|@ Calendar | Month.zip 1 |Tuesday.zip2 |Wednesd.. 3 |[Thursday...4 |Fridayzip 5 6
';.j Files and folders BB HE HE H & HE

7 |Week 2zip 8 |Tuesday.zip® |Wednesd... 10 | Thursday.... 11 |Friday.zip 12 13
J Exchange Servers E Ij EI Ij EI Ij Q Ij Q Ij
.r::) Notifications 14 Wee.kS.zip 15 Tueslday.ziplﬁ We-:!nesd... 17 Thurlsday....ls Fridlay.zip 19 20

B & HE H & H B =B

4 Scripts 21 |Week 4.zip 22 |Tuesday.zip23 |Wednesd... 24 | Thursday.... 25 |Friday.zip 26 27
5 openties B - I =T N =T =T =T

@ﬂ Zip options

Different icons will appear on the calendar next to each backup day to indicate the backup method
scheduled. Click the Key link to determine what each icon means.

VSS application backup and restore

Backing up VSS applications

1.

Launch BackupAssist and either edit an existing File Replication, Zip, or Windows Imaging job by
selecting Edit from the top menu and choosing the appropriate job, or create a new File Replication, Zip
or Windows Imaging job by going to File > New backup job.

If you are creating a new job then during the Files and Folders step of the Job Creation Wizard, select
the VSS applications that you want to backup:

Note: locally installed VSS applications will be automatically detected and listed for backup selection.
In some cases only applications that are currently running will be detected. If an application is not
listed in the Files and Folders tab, try re-starting it and then click the Refresh button in BackupAssist.

Imaging jobs (Server 2008 and REV / rdx drive jobs on Server 2008 R2)

For Imaging jobs running on Windows Server 2008 or jobs backing up to a REV or rdx drive on
Windows Server 2008 R2, VSS applications are backed up as part of a full volume snapshot. Volumes
containing a VSS application that you want to backup must be selected in the Volumes tab. If you
choose a VSS application to backup the volumes that must be selected will be listed in red. Click the
Select required volumes button if a required volume is not in your selections.

\B What do you want to backup? @
Selact the volumes you wish to backup .
O ‘ Volumes | ‘ el eatitos | =)
(& Refresh | Check selections “Key
O/ Choose destination e PR R g hame | Type | Size

- @ Sl server - C| ([ Microsaft Exchange...
© cthoose schedule B Microsoft Exchange - C:Y
“1 Microsoft Exchange Server - Cii,
~| Microsoft Information Store
1] DEV-SBS2008
First Storage Group
Second Storage Group

© Setup destination

4| | »

Selected applications will be notified befare each backup, making them easier to restore.

Marne your backup e valumes containing each application must still be incuded on the “olumes' tab ar by dicking ‘Select require
@ The wal i h applicat; t still be included on the “olumes' tab or by dicking ‘Select ired
volumes',

Leawe an application unselected i you're not backing up its required wolumes, ar if you don't wank its backup status
updated.

Required valumes: |

Select required wolumes
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File Replication, Zip and Imaging® jobs

You can select either entire VSS applications to backup or drill down and choose individual components:

Q Choose schedule

© Setup destination

O Scratch (5

O IntemnalBackups (2:)
[0'% isos on gershwin
[J## Share Point Services
2[4 3 salserver

\El What do you want to backup? @F
Select the files and folders you wish to baclkup .
© Backup type () Refresh || Check selections ' Add network path [ Estimate size ey
[0 sBS08-System (C:) Hame Type Siee| |
© Choose destination O Data €2 (I master
O esataz (G 1 Imodsl

msdn

1] SharePaint_Canfig_...
uj SharePoint_AdminC...
(] wss_search_WIN-...
(w55 _content

7 ¢ DEv-5852008
E M ] susoe

-
(] SharewebDh

7 madb

-

] SharePoint_Canfig_29
L

] SharePoint_adminConl
L

| wiss_search_WIN-ELC
L

(] ws5_Content

edia

ur backup

~E
= [ Microsoft
- [A € Microsoft Exchange Server

< |

2l

If you are editing an existing job navigate to Volume selection from the left menu for a Windows
Imaging job and Files and folders from the left menu for a Zip or File Replication job:

A Owerview | Yolumes H Applications |

<l Destination (2 Refresh || Check selections

[E-[J## Share Point Services - C:,

) Exchange Servers

4o Mutifications

A Overview

‘;_; Destination

. Files and Folders

) Exchange Servers

“;) Matifications

o Scripks
4 Srripts
% Imaging options e P
Selected applications will be notified before each backup, m gy
The wolumes containing each application must still be inchud D Open files

Leave an application unselected if vou're nob backing up its rd

| Local files | | Local system selections | | Ref

() Refresh | Check selections  [2] Estimate size

Mam: @ .
G scheduling O 3 20 sorver - 04 R € scheculing ---|:|\_3 SBS08-System (C:) Nare
(") Calendar [+ [#] =¥ Microsoft Exchange - Ci| D\) Data (E:) D CHWin
ﬁ?] Calendar O esataz (G D i
0% ssno)

O InternalBackups (2:)
[J#% Share Paint Services
3 5ql Server

Note: if you have selected VSS applications for backup in the Files and Folders tab we recommend
disabling the Enable VSS writers option in the Open files tab.

If the VSS writers option is enabled it will cause VSS to contact all applications before and after a
backup, which can be slow and may cause the VSS application to register that a backup has been

completed when it has not.

FToTT

) Exchange Servers

i Notifications
“') [|Enable ¥sS writers

W55 applications will be notified and will participate inthe backup. If the files belonging to these applications are
i . v will be written in a consistent state.

4 Scripts
W P Select VS5 backup mode
| D Open files | ) Full W55 applications will record a full backup. e.g. Exchange logs will be pruned
R Replication options @ Copy W55 applications will treat this as a 'copy'backup. e.q. Exchange logs will not be pruned

Restoring VSS applications

1. Click Restore in the top navigation bar and then choose BackupAssist Restore Console.

2. The Restore Console will launch and you will be prompted with the 'Load backups' screen.

3. Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Alternatively use the Browse option to locate the backup set from which you want to restore.

4. Choose the job that corresponds to the backup from which you want to restore a VSS application.

5. Use the calendar to select the date of the backup from which you want to restore.

6.

Use the middle pane to expand the loaded backup set and select the application(s) you want to restore.

3 Imaging jobs running on Windows Server 2008 R2 only (excludes jobs backing up to REV / rdx drives)
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I Browse | 3, File search
Select  backup to browse: Contents of file rep system state - 19/02/2010 22:00:00 Folder details:
‘ﬁ|E - =-{" "3 Local Disk {c:) Name
p system state - {41 Boot V] [ master
=-{"|_] Program Files F i
G- ProgramData 7] Clmsds
February 2010 E-C] ] Users -
Mon Tue Wed Thu Fri Sat Sun -l Windows
=-{+/] J Sql Server
=[] pavD-ws
19 P master
7] model
-] C] msdb

7. Click the Restore to button located on the bottom right of the window and follow the remaining prompts
to your restore your VSS application(s).

How the VSS application restore works
VSS is designed to support live application restore. This means that you do not need to stop a live
application before recovering a previous version of it from a backup.

If any Windows services need to be stopped and restarted during an application restore this will
happen automatically. If, for example, you are recovering an SQL Server and the SQL database being
restored is in use, SQL Server will automatically deny access to the database until the restore is
complete. Databases that are not part of the restore will not be affected unless the master database
is being restored. If the master database is being restored, the entire SQL service will be stopped at
the commencement of the restore and restarted after the restore has completed.

Similarly, during restore of an Exchange database, the Exchange Server will prevent client access to
that database. So while we recommend that you notify all users to stop using any applications before
commencing a VSS application restore, the restore process will not be affected if the applications are
in use.

System State backup and restore

A System State backup includes a backup of any installed device drivers and related files, as well as most of the
Windows directory. System State backups for Vista and Server 2008 are usually between 7GB and 15 GB when
using compression via the Zip Engine. For XP and Server 2003, System State backups are generally much
smaller: approximately 200MB to 300 MB.

Many files in the Windows directory have multiple hard links. If you are using the File Replication Engine only a
single copy of each multiply linked file will be stored on your backup destination. This data does not need to be
backed up on subsequent backup runs, which reduces backup times and saves storage space on your
destination. The Zip Engine does not currently support hard linking, and so will store these files multiple times on
your backup destination. To back up the System State use File Replication, Zip or Imaging”:

1. Launch BackupAssist and either edit an existing File Replication, Zip or Imaging job by selecting Edit
from the top menu and choosing an appropriate job, or create a new File Replication, Zip or Imaging job
by going to File > New backup job.

2. If you are creating a new job then check the Backup local system state option during the Files and
Folders step of the Job Creation Wizard:

4 Imaging jobs running on Windows Server 2008 R2 only (excludes jobs backing up to REV / rdx drives)
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Restoring the System State

Note: you cannot restore the System State from an Image backup using the BackupAssist Restore Console.
You can, however, use the built-in Windows tool, wbadmin. Visit wbadmin.info for instructions.

1. Click Restore in the top navigation bar and then choose BackupAssist Restore Console.

The Restore Console will launch and you will be prompted with the 'Load backups' screen.

Click Load all known backups to load all backup catalogues located in the BackupAssist settings

folder. Alternatively use the Browse option to locate the backup set from which you want to restore.

2.
3.
4,
BackupAssist Restore Console
4f Loadbackups 2 backups loaded (%) Clear
] Browse | 2 File search
Select a backup to browse: H
|File Replication (System State) -]
5.

Choose the job that corresponds to the backup from which you want to restore the System State:

Use the calendar to select the date of the backup from which you wish to restore.


http://wbadmin.info/articles/howto-systemstate-restore-from-image.html

6.

7.

8.

9.
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February 2010
Mon Tue Wed Thu Fri Sat  Sun

0 11 12 13 14
15 16 17 18 19 20 21
2 23

Note: dates on which backups are available are marked in bold on the calendar.

Use the middle pane to expand the loaded backup set and select the System State to restore.

@! BackupAssist Restore

BackupAssist Restore Console

Af Load backups 2 backups loaded  (X) Clear

] Browse |3, File search

Select a backup to browse:

Contents of File Replication (System State
l [+ |5 Local Disk (C:)
-

851

|File Replication (System State)

Note: files located on the Windows system drive (C: drive in the example above) may also be
available for restore, even though only the System State was selected for backup. These files are
those required for a System State backup. If you choose to restore individual files from this list and
not the actual System State, the System State will not be restored, and the files themselves may not
restore correctly if Windows is currently using them. If you choose to restore these files together with
the System State, the System State option will override selections where there is an overlap.

If you want to perform a full restore and are unsure which files are not included in the System State
we recommend selecting both the System State and all other files and folders listed.

Once you have made your selections click Restore to located on the bottom right of the window.

The restore confirmation screen will then load:

You are about to restore the folowing files and folders &g BackupAssIst
From backup location Restore to Progress
D:\backup TTIMWILLISPC\Wednesday\C o1}
Backup location: Restore to: Restore options:
[The original backup location - [Their original location '] [Dverwrn:e existing files -
Restore NTFS security atiributes

You can choose to restore the System State either to its original location or to an alternate location of
your choosing. If you select an alternate location click [...] and browse to an alternate restore path.

Once you have selected where to restore your System State to click OK to perform the restore.
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Note: a reboot is required to complete a System State restore. During a System State restore the
necessary files are copied to a temporary directory and then moved to their correct location after a
reboot of the machine. Before the restore starts, the BackupAssist Restore Console will take a VSS
snapshot of the volumes to be restored. This allows the user to manually roll back to a pre-restore
state, if necessary, using Windows' previous versions feature.

File and folder restore from Image backups

BackupAssist provides its own inbuilt restore utility called the 'BackupAssist Restore Console’, which can be used
to restore from backups created using one of the following Engines: File Replication, Rsync, Zip, and now in this
beta for inclusion in Version 6, Windows Imaging. The Restore Console loads backup catalogues stored on either
the local machine or the backup destination to provide a list of files that can be selected for restore.

Note: a catalogue is only created for the last backup of the day if multiple Image backups are scheduled daily.
Catalogues and restores are also currently only supported on Server operating systems.

1. Click Restore in the top navigation bar and choose the BackupAssist Restore Console.

2. The Restore Console will launch and you will be prompted with the following 'Load backups' screen:

Load backups
Select backups to restore @ Backu pASSISt

I S Load all known backups

I & Load known backups - last:| 515

I =] Load backups from tape

l
l
l
l

I & Browse for backups

1. Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Each catalogue associated with each BackupAssist backup run on the machine will be loaded.
Depending on the number of backups that have been run, this may take some time to complete.
Alternatively use the Browse option to locate the backup set from which you want to restore.

3. Once your backup catalogues have loaded you can choose to either Browse your Image backups and
select data to restore, or Search through your Image backups for specific files to restore.

BackupAssist Restore [ - 4 — BackupAssist Restore - » B0

BackupAssist Restore Console

BackupAssist Restore Console

[£ Loadbadwps 6 backups loaded  (X) Clear =
4f Load backups 6 backups loaded (%) Clear
) Browse |2, Fie search
Setact > backup t0 browee: Contents of Image to Local Folder - 25/02 | Folder details
E D‘it_ﬁfﬁg‘:ﬂ; i Wimm — Search for Search results - 22 files found
Boot. 2| DiffieHelman jmysql File name Wersion...
February 2010 E:;::;ﬁ«;uiemgs 3JMVS”:‘BE$ Fiter by fob: O Mysgl.Backup.cdfms 1 25/02/2010
Mon Tue Wed Thu Fri Sat Sun inetpub Iﬁm::;aizw ) | Fold EI ysdlSscap.dl ! 25/02/2010
@) wiyecincin Image to Local Folder [ Mysdl.Backup.dl 1 25/02/2010
;":EZTE [ wyscicmd.d [ File Replication (System State) 7] Mysgl.Backup.mani... 1 25/02/2010
shps [9] [ Myselu exe [ Job(2) [T 1MysglBackup.pds 1 25/02/2010
25 Program Flies %] MysalUr.ex [ MysqBackup.vshos... 1 25/02/2010
m:: DF;\:: (x88) Eﬁﬂiiﬂﬂiii [ Filter by date of file: [ MysqBackup.vshos... 1 25/02/2010
Recovery 5 logo.gif [T Filter by size of file: [ Mysglemd.cdfms 1 25/02/2010
System Volume Information 1ySql.Data.d [ Mysalemd.exe 1 25/02/2010
Users g Mentals [ Mysalcmd.exe 1 2510272010
windows 2| TamirSharp [ Mysglcmd.manifest 1 25/02/2010
L s L ramir.Sharp [ mMysguLapprefms 1 25/02/2010
|—| IMysall 1L cof-m: 1 25/02/2010

4. Once you have made your selections click Restore to located on the bottom right of the window and
follow the prompts to restore your data.
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Embedding Mailbox / Public Folder backups in a backup job’

1.

8.

Launch BackupAssist and either edit an existing backup job by selecting Edit from the top menu and
choosing the appropriate job, or create a new job by going to File > New backup job.

While editing a job select Exchange Servers from the left menu.
Expand the Exchange Server selection section.

Click the Add Exchange Server button to backup Mailboxes and Public Folders.

Note: you can add as many Exchange Servers for Mailbox and Public Folder backup as required, and
each can be configured separately.

BackupAssist will now attempt to detect Exchange Servers running on your domain.

Click Add to add the selected Exchange Servers to your backup selections and make them available for
Mailbox and Public Folder backup.

If your Exchange Server is located on a different domain, enter the computer name of an Exchange
Server or a domain controller in the Search for Exchange Servers on other domains field.

Check the Backup individual mailboxes and Backup public folders options.

S Scheduling
A DEY-SBSZ008
(% Calendar
¥ Backup individual mailboxes
| Files and Folders
All mailboxes are being backed up

& EiETes SEREs Il mailboxes are being backed up

da Motifications

A Scripts

L'? Open files

[0 Replication aptions [ Select mailboxes to backup...

[V Backup public folders

By default BackupAssist will backup all mailboxes on the Exchange Server. To specify which mailboxes
to backup click the Select mailboxes to backup button.

5 Requires backupAssist Exchange Mailbox Add-on
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