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1. Introduction

This quick start guide is intended to assist new users with setting up a backup job which uses an iSCSI target as
a destination. BackupAssist is easily configured to connect to your iSCSI target and can optionally disconnect at
the completion of each process. BackupAssist can also initialize the file system on the iSCSI target and includes
support for targets greater than 2 TB (on supported Operating Systems).

2. Setup Instructions

From the BackupAssist console, click File > New backup job and select one of the compatible backup types.
Then click Next.

. = - - —
\_Ei How do you want to backup? @
Select thetype of backup job you would liketo create ’
System backup - ~ Application backup
oose destination B i _ }ﬁ .
3] i ® = © N
Windows Exchange
o NTBacku ; K
seschedule P Imaging Mailbox *
- Files &system state - Complete diskimage - Individual mailbox backups
@ Setup destination - 2003, 2000, 5BS & XP only -VS5applications - Publicfolder backups
- Bxchange, mailbox & SQL -Mailboxbackups - Group by period far easy
only available after wizard - Server 2008, Vista and later archiving
@ Files andapplications (only ) N\
[ H
L
@ Prepare media
@ Name your backup
File backup
,
rﬂ“j _
o fal ® ® ®
File Replication Rsync * Zip sqL *
- Files and directories - Files and directories | - Files and directories - Transaction log backups
- V55 and system backup | - WSS applications - W55 application and - Point in time restore
- Mailbox backups - Mailbox backups system state backup - Local and remote backup
- Mirrar or backup - Mirror or backup - Mailbox backups - Multiple daily backups
- Suitable for local or LAN | - Bandwidth efficient - Compresses backups
destinations y Internet based backup | - Supports tape drives
*Requires add-onlicense once trial has expired
& More about backup methods
<gack | Next> ][ cancel
e - u
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After selecting backup type, select iISCSI destination from the list of available destinations:

\_B ‘Where do you want your backup? @
Select your backup destination )

’ External hard

|
Tape drive Optical disc
seschedule - ) ) o )
Requires add-on license once |JSB, Firewire, esata and other DVD, CO, HD and Blu Ray discs
trial has expired external hard disks
@ Setup destination Any standalone tape drive

compatible with Windows

@ Files andapplications =
S @ 9 ® % ® |

REV RDX drive Local |
directory
@ Prepare media Iomega REV devices Removable hard drive cartridges Directory on alocal hard drive

such as Quikstor or RD1000

© g ® @@ o !

@ Name your backup

Netw_ork FTP Hash drive
location
A network share, including Any machine that can act as an IUSB flash drives
Windows Shares and NAS FTP server

ISCSI

An iSCSI target

Note: iISCSI destination is only available on supported Operated Systems.
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Configuring the Target parameters

Portal: isCsi

Target: ign, 2004-04, com, gnap: ts-212viscsi, 100,c1e 272 a9 Reguirements

ign. 2004-04.com.gnap:ts-21 2iiscsi.chap.c1e 272
ign. 2004-04,com.gnap: ts-212:iscsi, gptformat.c1e272
igr. 2004-04, com. gnap;ts-2 12:iscsi, tgtgeoffl.c 12272

Path: WMyBackups),
eqg.\subdirl\subdir2},
Connection: Attempt to disconnectthe target
CHAP Authentication:
Username: chapuser

Secret: T ITITIIY]

Test connection...

Instructions

Enter the Portal name (server name) or the IPv4 address of the portal

Click Search to fetch a list of targets available on the specified portal

Select a Target from the list

Depending on the backup type selected, you may specify a Path indicating where to store the backup

on the target

5. Select the Connection option to indicate whether to disconnect from the target at the completion of the
backup or keep the target connected

6. If the target uses CHAP authentication, enter the CHAP Username and CHAP Secret

7. Click Test Connection to test the connection and initialize the target

»powbdE

Initializing the Target

Before an iSCSI target may be used for backups, it must be initialized. When you click Test Connection,
BackupAssist will connect to the target and check whether the target requires initialization. If the target requires
initialization and is smaller than 2 TB BackupAssist will initialize the target automatically with NTFS.

If the target requires initialization and is greater than 2 TB you will be prompted whether to initialize the target
with large disk support. This prompt will only be shown on new operating systems which support disks greater
than 2 TB. It is important to note that if the target is initialized with large disk support, backups may only be
restored from other computers which have large disk support.
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3. Test the Backup

After configuring the target’s properties and testing the target connection you may proceed to configure the
remainder of the backup job’s settings. Once the backup job is fully configured, save the job and run the backup.

When the job has completed examine the report by navigating to the Reports tab. Verify that the job completed
successfully.

4. Recovery from an iISCSI Target

Individual File Recovery

To recover individual applications, files and folders from a backup on your iSCSI target, you'll need to use the
BackupAssist Restore Console.

If you’re unfamiliar with the BackupAssist Restore Console, please review the documentation which is located
here.

Disaster Recovery — Bare Metal Restore

Note: Bare Metal Restores are only available if you’ve used the Windows Imaging engine.

Pre-requisites
1. Boot media containing RecoverAssist.

2. Make sure that your system has permissions to your iSCSI target.

3. Your system is able to contact the iISCSI destination via a ping command.

Performing a Bare Metal Recovery

1. Insert the bootable media which contains RecoverAssist.
2. Boot machine, making sure the boot sequence has the bootable media in step 1 as the first option.

Windows files will now be transferred across as would usually happen when installing a fresh version of
Windows. RecoverAssist will then start and perform some staging tasks that are required prior to performing a
recovery:


http://www.backupassist.com/downloads/whitepapers/RestoreConsole_WP.pdf
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Initializing network

Recover

Windows® Recovery Made Easy!
——

3. Once RecoverAssist is loaded, select ‘Recover from a backup located on an iSCSI target’.

4.

RecoverAssist

What would you like to do?

___ Recover from a backup located on a local drive
L::l? Recover your system from a RecoverAssist image backup stored on any locally attached
storage, such as a local hard drive, external hard drive, or CD/DVD/Blu-ray drive

from a backup located on a k share

’ | Recover your system from a RecoverAssist image badkup stored on a network share, such as a

= NAS device or remote server

x|

from a backup located on an target
Recover your system from J:chemssist image backup stored on an iSCSI target

= Repair your installation of Windows
‘You have recovered from a backup but Windows will not boot (BSOD errors)

Launch a dp pt wind:
Launch & command prompt window for troubleshooting purpeses or to run spedific commands

Load driver Mount VHD

Specify Network settings page will appear. Select either ‘Obtain IP

or ‘Set IP address manually’.

address automatically’

6



QUICK START GUIDE

Quick Start Guide: Backup to iSCSI target

Specify network settings

Adapter:

IMicrosoft Virtual Machine Bus Network Adapter

{*' Obtain IP address automatically

" Set IP address manually

IPaddress: | 192 . 168 . 1

Mask: | 255 . 255 . 255 . 0

Gatewsy: [ 192 . 168 . 1 . 1

DNS: | 192 . 168 . 1 [~ Dynamic

Click Mext to apply setting and proceed

Refresh | Al |

x|

2|

Back

| Mext I

Cancel

If you select to set the IP address manually, you’ll need to fill in the following sections:

IP Address: This is the IP that you wish to issue the system you’re running the recovery on.

Mask: The subnet which you wish
Gateway: This is the
DNS: The IP address of the DNS server you wish for the machine to use.

the system

5. Select ‘Next’ once completed.

to be part of (usually 255.255.255.0).
IP address to connect the system to the Internet/outside networks.

Type in the location of the iSCSI target into ‘Portal’. This can be either the IP address or

domain name.
7. Then click ‘Search’.

Specify iSCSI target where backups are stored

Choose the location where badkups are stored

Portal: | 192,158, 1. 168|

Search |

Target:

Username: I

Secet: I

Click Mext to search for backups

Back

I Next I

Cancel

A list of available targets should then appear.

8. From the list of targets available under ‘Target’, select the one which contains the backup you

wish to restore.

Optional: Add the username and password if the destination is password protected under ‘Username’

and ‘Secrets’.

7
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Specify iSCSI target where backups are stored

Choose the location where backups are stored

Portal: | 132.1538.1.166 Search |

Username: I

Secret: |

Click Mext to search for backups

Cancel

9. Click ‘Next’ to proceed.

10. RecoverAssist will now attempt to locate valid image backups located on the target available
for restoration. If successful, you'll see the following screen. Click ‘Finish’ to proceed.

RecoverAssist

@ Backups found on iSCSI target
ign.2006-01.com.openfiler:tsn.b7aace345e3a

Click Finish to launch a Complete PC Restore and recover from your backup

g [ Esh | cone

Recover.

Windows® Recovery Made Easy!
——

11. Select a system image backup will now appear. Select either ‘use the latest available

system image (recommended)’ or ‘Select a system image’.

Once you’ve selected which image you wish to restore, click ‘Next’.

8
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it Re-image your computer

Select a system image backup

This computer will be restored using the system image,
Everything on this computer will be replaced with the
information in the system image.

% Use the latest available system image (recommended)

Location: I Local Disk ()

Date and time: | 2/15/2012 3:00:3% AM (GMT-3:00)

Computer: I WS-StuartEdwards

" Selecta system image

x

< Back I Next}i I Cancel |

12. Additional Restore options will now appear. If you have to install drivers or wish to exclude

disks from being restored, you can choose to on this screen. Once you've completed this

select ‘Next’ to proceed.

8 Re-image your computer

Choose additional restore options

% I'I

X

3

&

¥ Format and repartition disks

Select this to delete any existing partitions and reformat all disks
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers
for the disks you are restoring to might solve the problem.

Exclude disks. .. |

Install drivers... |

Advanced. .. |

< Back mk‘ Cancel |

13. Confirm your settings and click on the ‘Finish’ button.

9
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8 Re-image your computer x|

Your computer will be restored from the following system

image:

Date and time: I 15/2012 3:00:3% AM (GMT-2:00)
Computer: | W3-StuartEdwards

Drives to restare: I I, C:

« Back I Finish ! Cancel

14. Windows Recovery Environment will ask you whether you want to let Windows Complete PC

Restore format the disks and restore the backups you have chosen. Click on the OK button.

Your bare-metal restore of Windows Server 2008 should begin. Once done, your system should
reboot and Windows will load. Congratulations - the procedure is complete!

Appendix - Configuring an iSCSI target on the host

Configuring an iSCSI target on a QNAP device

The following article from QNAP demonstrates how to configure an iSCSI target on a QNAP device. It also
contains some useful background information and introduces iSCSI terminology:

http://www.gnap.com/pro_application.asp?ap id=135

Configuring the Microsoft iISCSI Software Target

The following article from Microsoft provides an introduction to configuring the Microsoft iISCSI Software Target:

http://technet.microsoft.com/en-us/library/qg232631(WS.10).aspx



http://www.qnap.com/pro_application.asp?ap_id=135
http://technet.microsoft.com/en-us/library/gg232631(WS.10).aspx

