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Windows* Backup Made Easy! Exchange Server Backup and Restore

1. Introduction

1.1 Overview

This whitepaper outlines how to perform live backups of your Exchange Server’s information store database. For
information on backing up individual mailboxes of an Exchange Server see our Exchange Mailbox Add-on
whitepaper: www.backupassist.com/downloads/whitepapers/ExchangeMailboxBackup WP.pdf

1.2 Requirements

To back up and restore your Exchange Server information store using BackupAssist you need the following:
e BackupAssist v6
e Windows 2000, XP, Server 2003, Server 2008 or Server 2008R2.
e Microsoft Exchange Server 2000, 2003, 2007, or 2010

e Windows Backup (NTBackup) or Volume Shadow Copy (VSS):

NTBackup of Exchange server ‘

Win 2000 Win XP Win 2003 Win 2008 Win 2008R2

Exchange 2000 @ Q Q @ @
Exchange 2003 Q O Q @ @
Exchange 2007 Q Q Q @ @
Exchange 2010 @ @ @ @ @

VSS backup of Exchange 2003, 2007, 2010

File replication

Rsync
Zip

Windows imaging

G000

0000
0000
0000
G000

1.3 Local and remote backups of Exchange

BackupAssist running on BackupAssist running on
Server 2008 Server 2003
Local Exchange Q
information store Q Using the NTBackup engine
backup (Exchange 2000, 2003 and 2007)
Remote Exchange @ Q
information store To back up the Exchange information store of a remote server

Using the NTBackup engine

you need to install BackupAssist locally on the Exchange Server 1
(Exchange 2000, 2003 and 2007").

itself and purchase a separate BackupAssist license.

Local Exchange @2 QZ

mailbox backup

Remote Exchange QZ 02

mailbox backup

backup

! Refer to the Remote Exchange 2007 requirements section for more information.
Requires an Exchange Mailbox Add-on license. Refer to our Exchange Mailbox Whitepaper for more information.
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1.3.1 Remote Exchange 2007 backup requirements

If you are attempting to back up an Exchange 2007 Server remotely (i.e. Exchange 2007 is running on a different
server than your backup server) you will need to install the Exchange Server Management Tools on the machine
where BackupAssist is installed, which should be a machine running Windows 2000, XP or 2003. NTBackup will
be used to back up the remote Exchange information store.

Note: this method cannot be used to back up Exchange 2010 remotely.

1. If BackupAssistis running on a 32-bit operating system:
Download and install the Exchange Server 2007 Management Tools (32-bit):
http://www.microsoft.com/downloads/details.aspx?familyid=6BE38633-7248-4532-929B-
76E9C677E802&displaylang=en

2. If BackupAssistis running on a 64-bit operating system:

Install the Exchange Server 2007 Management Tools (64-bit) from the installation disc or setup file used
to install Exchange 2007 on your remote server.

If you have installed a version of Exchange Server 2007 that came pre-packaged with Exchange 2007 Service
Pack 1, you will need to make a small alteration to the Windows registry due to a change made by Microsoft.

Note: if you installed Service Pack 1 after installing Exchange Server 2007 the change should not be required.

Excerpt from Microsoft article:

To adhere to the Microsoft Secure by Default initiative, the remote streaming functionality (server-wide)
in Exchange 2007 SP1 is disabled by default. A manual override in the form of the following registry
value must be enabled to restore this functionality:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangelS\ParametersSystem
Name: Enable Remote Streaming Backup

Type: DWORD

Value: 0 = default behavior (remote backup disabled); 1 = remote backup enabled

Refer to http://technet.microsoft.com/en-us/library/aa998870.aspx for full instructions.

2. Backing up Exchange using NTBackup

2.1 Creating a NTBackup job

If you are running BackupAssist on a Windows 2000, XP, or 2003 machine and need to back up Exchange
Server either locally or remotely, complete the following steps to create a backup job. If you already have an
NTBackup job you can skip to section 2.2.

1. Launch BackupAssist and from the File menu select New backup job.

2.  Choose NTBackup and click Next.

3. Continue configuring the job according to your requirements. You will need to configure Exchange backup
after you have finished creating the job. This is described in section 2.2.

4. If you do not need to select data in the Files and folders step, click Next and then Ignore when

prompted.
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4


http://www.microsoft.com/downloads/details.aspx?familyid=6BE38633-7248-4532-929B-76E9C677E802&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=6BE38633-7248-4532-929B-76E9C677E802&displaylang=en
http://technet.microsoft.com/en-us/library/aa998870.aspx

BackupAssist” WHITEPAPER

Windows" Backup Made Easy! Exchange Server Backup and Restore S

5. Once you have created your backup job you will be taken to the job edit window:

£ Backupa: i [_ oI x|

File Edt Yiew gettings Jobsettings  Quick actions  Help

Reports Events ® Restore “‘t Se

Job - Overview

3l Destination

Job summary @

The Fallowing is  summary of the job corfiguration:

@1 scheduing Destination: ) Local diectory visw settings
(1) Calendar Schedule: O Most recent Full yiew settings
LY Files and folders

¥ Job name and description @
¥ Exchangs Servers

& Jobstatus @
3 SQL Servers
& Notifications @ obis currently active
5 scrints Activate | Active jobs wil run according to the schedule specied in the Scheduing Section
[ openfiles

Suspended jobs can only be run manually from the Quick actions meny (eft), or by

& NTBschup options using 2 Deskiop Shortcut {also avaleble in the Quick actions menu)

% Contact support! Trial mod eftin trial Py e,
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2.2 Adding an Exchange Server to your backup selections

To back up the information store using NTBackup you must add it to the Exchange Servers Window. Once
added, there are two types of Exchange Server backup you can configure:

e Information store: entire Exchange Server database

e Individual mailbox: brick-level backup of user mailboxes (requires the Exchange Mailbox Add-on). For
details on mailbox backups refer to the Exchange Mailbox Add-on white paper.

To add an Exchange Server to your job:
1. From the left menu under Job settings select Exchange Servers.

2. Within the Exchange Server selection section click Add Exchange Server. A window will appear that
displays all of the available Exchange Servers on the network.

BackupAssist

Exchange server addition I
@ Backuphssist |f

Autodetacting available Exchange servers

Select the Exchange servers you wish to back up:

Mo new servers detected in the current domain.

These Exchange servers cannot be accessed:

To backup these servers, grant exchange administrator privileges to your
Backup useridentity as outlined at http://support.microsoft.com/kb/823018

“JHANDEL

Search for Exchange servers on other domains
| Search

To add the selected servers to your backup dick Add.

[|

Note: If your Exchange Server resides on a different domain to that of the machine where BackupAssist
is installed you can enter the name or IP address of the Exchange Server and click Search.

3. Click Add to add the selected Exchange Servers to your backup selections.

4. Check Backup storage groups for each Exchange Server you want to back up.

5. Now select which storage groups to back up for each Exchange Server:

o Check Select all storage groups if you wish to back up all storage groups and any future storage
groups that are created (recommended). You can exclude specific storage groups if required by
unchecking them, but all future storage groups created will still be backed up.

o Or, leave Select all storage groups unchecked and individually check each storage group to
back up. No storage groups created in the future will be backed up, only those selected.

6. Click Apply changes when you have finished making your selections.

3. Restoring Exchange using NTBackup

Restoring an Exchange Server from a backup created using NTBackup requires three steps. This example
follows from the backup process completed during section 2. This example assumes that Exchange Server is
installed on the system. If you backed up Exchange Server using a VSS application backup refer to section 6 for

the required restoration steps.
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Step 1: Dismounting Exchange Server stores

Before you can restore your Exchange Server database you need to dismount the stores you are restoring to:
1. Launch the Exchange System Manager from the Start menu.
2. Expand the Servers tree to locate the appropriate server and storage group (screenshot below).

3. Right-click each store individually (typically Mailbox Store and Public Folder Store) and select
Dismount Store:

’-Exchange System Manager . |D il
% File Action View Window Help ‘ =18 ]
co | E@E 4 B XFRE @
‘{:1 First Organization {(Exchange) Mailbox Store (SUGARS)
{1 Global Settings MName [
g o :ECIDIentS B Logons

e [ Mailboxes

= [d SUGARS B3 Full-Text Indexi

id Queues [_AFull-Text Indexing
[=I-¢=J) First Storage Group
UGARS

1 Mailboxes
{1 Full-Text Indexing

1125 Public Folder Store (5L Al

Population

{4 Logons

[ Public Folder Instar 2028 Papulation

{_ Public Folders all Tasks »

{1 Replication Status

{1 Full-Text Indexing View »
{1 Protocols New Window from Here

4.  Your stores should have an icon with a red arrow to indicate that they have been dismounted:

[#-1_1 Global Settings
{1 Recipients
=3 Servers
. B SUGARS
14 Queues
SRS EFirst Storage Group
=% Mailbox Store (SUGARS)
T . Logons
{1 Mailboxes
: - Full-Text Indexing
[=l-¢a Public Folder Store {SUGARS)

1 Logons

Name |
d¥IMailbox Store (SUGARS)
(@ Public Folder Store (SUGARS)

Step 2: Performing the Exchange restore using NTBackup
Run Windows Backup (NTBackup) to restore your Exchange Server database:
1. Goto Start Menu > All Programs > Accessories > System Tools > Backup

2. If Windows Backup launches in Wizard Mode click the Advanced Mode link

Backup or Restore Wizard x|

Welcome to the Backup or
Restore Wizard

Thiz wizard helps vou back up or restore the files and
settings on your compter.

I you prefer, vou can switch fo Advanced Mode tochange the
settings used for backup or rstore. This option i ommended
for advanced uzers only.

To continue, click Mexst.

< Back I Mest » I Cancel
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3. [Optional — remote restore]: If you are restoring to a remote Exchange Server click the Backup tab and
then select Tools > Remote store from the top menu and enter the name of your remote Exchange Server.

4. Now click the Restore and manage media tab.

5. Locate the backup file or tape you wish to restore from and expand this tree until you locate the Exchange
Server Information Store. If the backup required is not listed click Tools > Catalog backup file to locate
the appropriate backup.

6. Select each storage group you wish to restore:

%;. Backup Utility - [Restore and Manage Media] & IDIiI

Job  Edit Yiew Tools Help

‘wWelcame I Backup Restore and Manage Media I Schedule Jobs I

Expand the desired media itern, then check the box for the items to restore. Right click on a media itemn for options:

] 4mm DDS Mame | Size | WModified |
=-[1& Fie () Log Files 3M12/200312:23 PM
=L 1/E Ba.bks created 3/12/2003 4t 1221 PM 20 Mailbox Stare (SU... 341242003 12:23 PM

C: [ Public Folder Star... 3/12/2003 12:23 PM

Oce
B

Log Files
Mailbox Store [SUGARS)

1.5 Public Folder Store [SUGARS]
B Gl Fres Media

7. Click Start Restore. You will be prompted with several choices:

Restoring Database Store L 21x]

You have selected to restore backups from a database store.

This backup data may be restored to the original server, or Bara '
re-directed to another database server.

Backup From: SUGARS\Microsoft Information Store’First Storage Group

Restore To:

ISUGAHS Browse... |

Temporary location for log and patch files:
|c:\lemp

[V Last Restore Set (Log file replay will start after this restore completes.)

V' tount Database After Restorg

o In this example we are restoring to a local Exchange Server so the Restore To field has been
filled with the computer name of the local machine.

o The Temporary location for log and patch files should be any directory with enough free space
to perform the restore. Windows Backup will create the directory if it does not already exist.

o If you are restoring a full backup of Exchange ensure that the last two options are checked. If you
are restoring an incremental or differential backup, you should refer to the section 8 for help.

8. Click OK to begin the restore of your Exchange Server.

Step 3: Checking the restore logs

Once the restore is complete, you should see the following window Restore Progress window:

The restore is complete.

To see detailed information, click Report. ﬂj

Drive: lSUGAHS'\Microsoﬂ Information Store\First Stora
Label: IBA.bks created 3/12/2003 at 12:21 PM
Status: |Completed

© Cortex |.T. 2001-2010
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Click Report to view the logs, which will show the results of the Exchange Server restore operation:

P backup10.log - Notepad 1 = |EI|
File Edit Format Wiew Help

X

Restore Status
operation: Restore

Backup of "susarsiyMicrosoft Information StoreMFirst Storage Group”, Restored to'"sucarRs™microsoft Inform
Backup set #2 on media #1
Backup description: "set created 3,/12/2003 at 12:23 pm"

Restore started on 3122003 at 12:31 PM.
restore completed on 3/12/2003 at 12:31 PM.
Directaries: 4

Files: &

Bytes: 21,013,352

Time: 4 seconds

=

If the logs do not indicate any errors, we recommended that you now reboot your server. Your Exchange

information store should be restored, mounted and operational.

4. Backing up Exchange using VSS

4.1 Creating a VSS application backup job

If you are running Exchange Server locally on the same machine where BackupAssist is installed, and are using
an operating system with Volume Shadow Copy present (Windows XP/2003 and later), complete the following to

back

1.

2.

up your Exchange Server information store:

Launch BackupAssist and from the File menu select New backup job.
Select Windows Imaging3, File Replication, Zip, or Rsync and click Next.

During the Files and Folders step select the Exchange Server and any other VSS applications that you
want to back up:

Note: locally installed VSS applications will be automatically detected and listed for selection. In some
cases only applications that are currently running will be detected. If an application is not listed in the
Files and Folders tab, try re-starting it and then click the Refresh button in BackupAssist.

Imaging jobs (Server 2008 and REV / rdx / NAS jobs on Server 2008R2)

For Imaging jobs running on Windows Server 2008 or jobs backing up to a REV or rdx drive or a NAS
device on Windows Server 2008 R2, VSS applications can be selected from the Applications tab, but
are backed up as part of a full volume snapshot. Volumes containing a VSS application that you want to
back up must be fully selected. If you choose a VSS application to back up, the volumes that must be
included for backup are listed in red. You can click the Select required volumes button if a required
volume is not in your selections.

\B What do you want to backup? @

Selact the valumes you wish ta backup

O Backup type Volumes H Applications | o

(& Refresh | Check selections “Key
(NLEELE L EEE ) 9 Share Paint Services - Cif Mame | Tvpe | S_IiZE -
[ 3 Sal Server - CiY (I icrosoft Exchange...

© cthoose schedule El- [ Microsoft Exchange - C:f
=B Micrasoft Exchange Server - Ciy
Microsoft Information Store

© Setup destination

4| | »

Selected applications wil be notified befare each backup, making them easier to restore.

The walumes containing each application must stil be incuded on the 'Wolumes' kab or by clicking 'Select required
volumes',

Leawe an application unselected i you're not backing up its required wolumes, ar if you don't wank its backup status
updated.

Required valumes: |

Select required wolumes

3 This

is not available in Windows XP or 2003

© Cortex |.T. 2001-2010
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You can select either entire VSS applications to back up or choose individual components:

() Gt it - [J#4 share Point Services

EI J Sql Server
E1-[F ) DEV-5852008
- 1

@ Files and folders

'_7 SharePaink_Config_29
[ sharePaint_adminConl
[ ws5_Search_WIN-ELK
[ wss_cContent

(L suspe

() SharewsbDb

=) Microsoft Exchange

) Microsoft Exchange Server

dl l

=4

ol

B ]# is0s on gershwin

IwsS_Content
RET=:

(] SharewebOb

] SharePoint_aAdmind. ..
“lwss_Search_WIN-...

4. If you are editing an existing job, navigate to Volume selection from the left menu for a Windows Imaging

job on Server 2008 and Files and folders from the left menu for any other job:

A Overview | ‘olumes || Applications |

< Destination o Refresh ] Check selections

G scheduling [J## share Point Services - C1y Harmd
B[] 3 5al Server - i,

(") Calendar B[ ¥ Microsoft Exchange - C:y

¥ wWalume selection

J Exchange Servers
‘.;) Hotifications

4 Scripks

¥ Imaging options
Selected applications will be notified before each backup, m.
The wolumes containing each application must stil be includ,
Leave an application unselected if vou're not backing up its rd

o Owerview
.:_; Destination
% Scheduling
(") Calendar

J Exchange Servers
& Notfications
Lb SCripks

D Open files

. Files and Folders

‘ Local files | | Lacal system selections | | Ren

) pefresh ] Check selections  [Z] Estimate size

- []'% SBS08-System (C:) Name
% Data (€ [ C:yin
% esataz (G & criwin

O sScratch (s:

[O'% InternalBackups (Z:)

[J## Share Paint Services

A gl Server

(] DEv-SBSZ003

| MICROSOFT:##55EE

1] rnasker

()
[ 1] msdb

N o P I,

5. Running a backup of your Exchange Server

To test your Exchange Server backup you can either run your backup job manually or wait for the next scheduled

backup to occur.

When an Imaging, File Replication, Rsync or Zip job runs, BackupAssist will automatically perform a consistency
check on your Exchange Server and truncate log files to correctly back up the Exchange information store. If,
however, the VSS backup mode is set to ‘Copy’ in the open files tab of a File Replication, Rsync, or Zip job, the

Exchange logs will not be truncated.

For NTBackup jobs BackupAssist backs up your Exchange Server during the second phase of the backup
process, after the selected data files and system state (both optional) have been backed up. (This helps to
eliminate an issue with Windows Backup (NTBackup) where a backup of both the system state and Exchange

Server information store in the same pass fails.)

To run a backup of your Exchange Server manually:

1. Click Quick actions from the top menu of BackupAssist and select Run now.

2. Choose Run a future backup and click Run.

3. During the backup process you can view the job’s progress in the Monitor window:

4 Imaging jobs running on Windows Server 2008R2 only (excludes jobs backing up to REV / rdx drives)

© Cortex |.T. 2001-2010
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File  Edit

@ Home

View

Jobs in progress Backupé:

Settings

Reports

Image to USE HDD

! (27/02/2009 5:02:29
PM)

Recent jobs monitor

10:27:10 AM)

% Contact support!

Recent jobs

@ 10b(1) (27022009

View running, or recently completed jobs

> Image to USB HDD (27/02/2009 5:02:29 PM)
& Check selections
& Check destination
(& Preparing for image backup
& 55 snapshot & consistency checks
) Backing up drive C: || 1.0%
Compile usage report
Eject media

Generate reports

WHITEPAPER

Exchange Server Backup and Restore

JS[=] B3

Events R

@

Start date & time: ]27!02,!2009 5:02:33 PM

Running time: ]D hours 1 minutes

Progress log:

Retrieving volume information. ..

This would backup volume SBS08-System{C:) to G:,

Backup to G: is starting.

Creating the shadow copy of volumes requested for backup.

Running consistency check for application Exchange.
Running backup of volume SBS08-System(C:), copied {1%).|

LCancel backup

Report

Trial mode: 27 day(s) leftin trial Purchase online...

5.1 Examining your backup logs

Once the backup completes, you should examine the backup report to make sure your Exchange Server was

backed up successfully:

1.

2.

Click Reports in main navigation bar of BackupAssist.

Double-click the latest report in the list and scroll down to the Exchange Server backup report section.

For NTBackup jobs the report will include the backup and verify status of each storage group selected:

ﬁJub - Wednesday, March 19, 2008

£ Exchange Server

=] E3

-

“CORTEX-CA24XIBE'Microsoft Information Store'First Storage Group" Selections - §.02MB

Backup @ “erify @

Backup
Backup

Eackup
Backup
Direct
Files:

Bytes:

Time:

Media name:

=et #Z on media #1
description:

Type: HNormal

started on 371972008 at 4:54 PM.

Backup completed on 371372008 at 4:54 PM.

ories: 3
3
8,413,914
3 seconds

Backup of "CORTEX-CAE4HIES'\Microsoft Information Store'\First Storage Group"

"Set created 371972008 at 4:54 PM"
"Z008-03-18.bkf created 3/19/2008 at 4:45 PM"

© Cortex |.T. 2001-2010
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@ System drive image to rdw - Wednesday, 4 February 2009

% Exchange Database Consistency Check Report

The Exchange Database Consistency Check tazk has status Successiul ()

at: Program FilesWicrosoftExchanges SsrvardlalbooFirst Storage Group EOD® log
ac Program FileswicresoMExchanys ServeralboocaFirst Slorage Group END.chi
MicresoMExchangs ServerdaibodFirst Slorage Groupivalbo: Dalabase &db

C\Pragram
‘aC Program Files'MicrosoffiExchanpe Serverdlaibo:dSecond Storape GrouplEDT* log

C\Program Files'Wicresoft Exchange ServerdalboOSecond Storape GrouplEM chi
@C: Program FilesWicrezoftExchanye ServerdlalbodSecond Storage GroupPublic Folder Databsze adb

Healthy database files:

Corrupted or damaged database files  (nons)

£  Drive Image Report

The Drive image fask has status Su:was{ul;ﬁ

Betrieving volume information...
This would backup volume 35B502-Eystem(C:} to F:.
Eackup to F: is starting

Crearing the shadow copy of volunes regquested for backup.
Pumning consistency check for application Exchange.
Backup of wvolumae SES0E-Systaem(C:) completed successiully.
Backup completsd successfully

Sunnary of backup:

Backup of wvolumae SES0E-Systaem(C:) completed successiully.

4 ExsQLSysState - Monday, June 28, 2010 _ O]
#  ¥55 Application Backup Report

The WS35 Application Backup task has status: Successful@

@ System state — Successful
@ DFS Replication service writer (Guid = 2707761 b-2324-47 3d-88eb-eb0072359533) — Successful
@ 1= Config Wiiter (Guid = 2a40fd1 5-dfca-4aad-abad-1 fEc65460316) — Successiul
@ COM+ REGDB Writer (Guid = 542da469-d3e1 -473c-9141-78347101 fcB4f) — Successful
@ SPSearch YES Wiiter (Guid = 5¥af97e4-4a76-4ace-a756-d11e810284c7) — Successful
v IS Metabase Writer (Guid = 59k1 f0cf-90ef-465f-9609-60a5h2935366) — Successful
@ QOSearch VWSS Whiter (Guid = Sd5f38cd-TbTa-49ca-ae1b-21 o1 f01 7d2310) — Successful
@ W W iter (Guid = aBad56c2-h309-4ebc-khh13-49d314353210) — Successful
@ Registry Writer (Guid = afbabd4a2-367 d-4d15-a556-71 dbb1 3{54535) — Successiul
@ MTDS (Guid = b2014c9e-5711-4c5c-a559-301354454757) — Successful
@ ASR Writer (Guid = bel00che-111{e-4426-3058-531 aa6355fc4 ) — Successful
@ System Wiriter (Guid = &8132975-6133-4464-a53e-1050253a2220) — Successful
‘a Exchange (Guid = T6fel acd-1 517-4bcd-957 e-Ge1 ach4621hT) — Successful
@ Mictosaft Exchange Server — Successful
. Microzoft Information Store — Successful
@ O5EX2007SQL0SSP — Successful
@ First Storage Group — Successful
¢ Mailbhox Database — Successful
g Logs — Successful
‘a' SaL Server (Guid = a65fazat3-Sead-debo-9dbd-a0c4dh2651 2a) — Successful
V] DEEX2007SALOEEP — Successiul

[

The Exchange System Manager will also indicate when the last full backup occurred on Exchange:
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() BackupAssist”
Q Windows" Backup Made Easy!

Mailbox Database Properties

General | Lirnits I Client Settingsl

[ratabase path:
[ atabaze copy path:

Last full backup:

C:\Program FilesiMicrosoft\Exchange Server\Mailbc
E:\Exchangel CR %M ailboxiLocalCopies\First Storag
‘wiednesday, 18 February 2009 3:12:24 PM

Last incremental backup:
Statug: Mounted

Modified:

Wednesday, 18 February 2009 12:52:58 PM

[~ Joumnal Recipient

Maintenance schedule:

Browse... |

|F|un daily from 1:00 A M. to 5:00 A M.

[~ Do not mount this databass at startup

[~ This database can be ovensritten by a restore

j Customize... |

Cancel

o]

Apply Help

WHITEPAPER
Exchange Server Backup and Restore

6. Restoring Exchange from a VSS application backup

If you backed up your Exchange Server using VSS, as outlined in section 3 of this document, you can use the

BackupAssist Restore Console to perform a VSS application restore of your entire Exchange Server:

1. In BackupAssist, click Restore in the top navigation bar and choose BackupAssist Restore Console.

2. The Restore Console will launch and you will be prompted with the 'Load backups' screen.

3. Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Alternatively, use the Browse option to locate the backup set from which you want to restore.

4. Choose the job that corresponds to the backup from which you want to restore your Exchange Server
from the available drop-down menu.

5. Use the calendar to select the date of the backup from which you want to restore.

6. Use the middle pane to expand the loaded backup set and select the Microsoft Exchange for restore.

3 backups loaded () Clear

“f Load backups

() Browse | 24 File search |

Select a backup to browese;
[Exscisysstate |

N June. 2010 ]

25 26
27 28 29

Contents of ExSQLSysState - 6,23/2010 10:00:00 PM

Folder details

% Local Disk (2

nge
[ ) Microsoft Exchange Server
= | Micrasoft Information Store
| 08EX200750QLOSSP
First Storage Group
] Logs*
(| Mailbox Database*
O 3 sq Server
-]l System State

arme
l,ﬂ Microsoft

7. Click the Restore to button located on the bottom right of the window and follow the remaining prompts

to your restore your Exchange Server.

How the VSS application restore works
VSS is designed to support live application restore. This means that you do not need to stop your
Exchange Server before recovering a previous version of it from a backup.
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If any Windows services need to be stopped and restarted during an application restore this will
happen automatically. For example, during the restore of an Exchange database, the Exchange
Server will prevent client access to that database. So while we recommend that you notify all users to
stop using any applications before commencing a VSS application restore, the restore process will not

be affected if the Exchange Server is in use.

7. Restoring mailboxes via a Recovery Storage group

The following process is useful if you have not setup mailbox backups to PST using the BackupAssist Exchange
Mailbox Add-on and only want to recover one or more mailboxes rather than the entire Exchange Server.

7.1 Perquisites for recovery process

To restore Exchange 2007 or Exchange 2010 mailboxes from a full drive image backup created using the
Windows Imaging engine in BackupAssist:

1. Complete the restore operation on a machine running Windows Server 2008 and Server 2008R2.

(Windows Vista and Windows 7 only provide support for drive volume restore.)

2. Log into the machine as a user that is a member of the Backup Operators or Administrators group, or

one that has been delegated the appropriate authority.

3. Ensure the following registry key contains the string value highlighted below:

&' Registry Editor
File  Edit

Wiew Favorites Help

1 Application Support

Time Zones

Tracing

Userinstallable. drivers

WhemPerf

Windows

Windows System Health Yalidator
WindowsSarverBackup

476fel acd-15F7-4bed-

Winlogon
WaBAppExchangeHelper

. WUDF

: fielachan2fh7 L
L | {c2f52614-5e53-4558-5580- 30eeh 2506 1 54}

|

o

ab| application Identifier REG_SZ  Exchangs

EComputer'l,HKEY_LOCAL_M.C\CHINEISOFTWARE'l,Microsoft'l,Windows NTiCurrentyersioniwindowsServerBackuplApplication Support|{76fel ac4-15F7-4bcd-9 /

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WindowsServerBackup\Application Support\

String information

String name: Application Identifier
Data: Exchange

7.2 Performing a recovery of your Exchange Server from an Image backup

After you have met the above prerequisites follow these steps to restore Exchange to a recovery storage group:

1. Launch BackupAssist and click Restore in the navigation bar.

2. Click Imaging engine restore to launch the Windows Server Backup console.

3. Click Recover under the Actions pane.
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() BackupAssist” WHITEPAPER

. , 15
&85 Windows*Backup Made Easy Exchange Server Backup and Restore
s Windows Server Backup [_[D]x]
Fle  Action
il 4
Windows Server Backup (Local 2 | REHo
1 wWindows Server Backup (Local) -
»’g; You can perform a single backup or schedule a regular backup using this application
¥ Backup Schedule...
A A has not been ¥ Backup Once...
24 Use the Backup Schedule Wizard to set up a regular, automated backup to protect your data., 3
19 Recover..
Messages Configure Performance Settings. .
[Time ~ [Message [ Description | 5| Connect To Another Computer...
() 27j02/2009 10:27 AW Backup Volume 1 (66%) of 3 volume(s) = 5
(i) 260212009 4:58 PM  Application recovery Successful ViEw,
(i) 26/02/2009 4:20PM  Backup Successful B rep
(i) 26/02/20093:54 PM  Backup Successful =
Status
Last Backup Next Backup All Backups ||
Status: (@) Successful Status: Notscheduled  Total backups: 95 copies
Time: 26/02/2009 4:20PM Time: - Latest copy:  26/02/2009 4:20 PM
B view detais detals Oldest copy:  13/11/2008 8:17 AM

B view details

" Pl

4. Once the Recovery Wizard has launched, select “This server”, and then click Next.

13 Recovery Wizard E I
Py
§ Select backup date
=
Gy i Oldest available backup:  13/11/2008 &:17 AM

Select backup date Newest available backop:  27/02/2009 10:27 4M

Select recovery bype

— fyvailable backups
Select the date of a backup to use for recowery,

Select items to recover

Specify recovery options Backup date: 270z 2008

Confirmation KN rFebruay 2000 [N S 0z e &

Recovery progress tlom Tus Wed Thu Fri Sst Sun Lacation: VGershwinlsersiaaran.o. .
26 27 28 29 30 31 1
2 3 4 5 6 7 &
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 ¥l 26

Backups are available For dates shown in bold.

5. Select the date from the calendar and the time from the drop-down list of the backup from which you
want to restore. If you are recovering from this computer and the backup you select is stored on a
removable media drive, you will be prompted to insert the relevant media. Then click Next.

6. When asked what you would like to recover, choose the option for Applications, and click Next.

7. Under Applications, highlight ‘Exchange’, and then click Next.

1% Recovery Wizard B I

@
‘§ Select application
=

Getting started Select application to recaver.

Select backup date Applications:

Select recovery type

 — Windows Sharepoint Services
ct application

Specify recovery options

Confirmation Wigw Detalls

Recovery progress

8. Under Recovery destination, select Recover to another location, select a directory located on the
Exchange server, then click Next.

9. Review the details, and click Recover to restore the Exchange databases to the chosen directory.

6.3 Creating and populating the Recovery storage group.

1. Once the recovery process has completed navigate to the directory containing the backup of your
storage group. You will need to rename all of the files in this directory beginning with an ‘E’ to begin with
‘R’. This includes all of your log files.
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Falders W _Mams = |+| pate modified | <] Tvpe | +| Size || Tags
Exthangerestore | |Mailbox Database.edb 26/02/2009 2:13,., EDE File 20,496 KB
! (% E00.chi 3/03/2009 251 PM Recovered File F... SKB
e ] =] Edotmp.lag 3/03{2009 10:02,., LOG File 1,024 KB
. Program Files |E| Enn0000150F. log 2/03(2009 10:35.., LOG File 1,024 KB
. Microsoft = E000000151A.log 3/03/2009 12:57... LOG File 1,024 KB
) Exchange Server [E' E0O00001516 log 3/03/2009 1:12 AM  LOG File 1,024 KB
. Mailbox |E| E0O0000151C Jag 3/03{2009 1:27 AWM LOG File 1,024 KB
. First Starage Group =] E0O00001510 lag 3032009 1:42 &M LOG File 1,024 KB
. Second Storage Group =] E0O000O1S1E log 3/03/2009 1:57 &M LOG File 1,024 KB
After the renaming you would have:
Folders w  Mame = | | pate modified |+ Type || size || 1a
Exthangerestors || Mailbox Database.edh  26/02/2009 2:13.., EDE File 20,496 KB
’ - (% RO0,chlk 30312009 251 PM Recovered File F.., S KB
iy ] = Rt log 3{03/2009 10:02,..  LOG File 1,024 KB
+ Program Files |E| RO00O00150F log 2/03/2009 10:35... LOG File 1,024 KB
. Microsaft = RODO0DD1514.log 3i03/2009 12:57... LOG File 1,024 KE
, Exchange Server |E'| RODO0D0151E. log 300302009 1:12 AM LOG File 1,024 KB
| Mailbox = RODO00D151C.log 3{03/2009 1:27 &AM LOG File 1,024 KB
. First Storage Group =] ROD0OOON1510.log 3(03/2009 1:42 &AM LOG File 1,024 KB
| Second Storage Group |E' RONOOOD1S1E. log 30312009 1,57 AM LG File 1,024 kB

You will now need to create a Recovery Storage Group to mount the database you are restoring. Begin

by launching your Exchange Management Console and opening the Disaster recovery toolbox from
the Toolbox node in the Exchange tree.

o
o
ooo
U}

Database Troubleshooter
Troublzeshoot store mounting and other data, ..

Mail flow tools

I—'F]: Mail Flaw Traubleshoater

|

Exchange Management Console =
File Action Wiew Help
e | >m H
£3| Microsoft Exchange Actions
ass| Organization Configur ation
= i Toolbox -
3 Server Configuration Configuration management tools =
?_J Recipient Configuration _ % Open Tools Website ...
1 Toolbox %V Best Practices Analyzer )
¥ Check the configuration and health of yvour E... Wiew L4
@] Refresh
Details Templates Editor
Allows management of Exchange Server 200, ﬁ Help
. Database Recovery Management -
j Public Folder Management Console
=| allows management of Exchange Server 200.., ﬁf Cpen Taool...
Help
Disaster recovery tools

When the Disaster recovery toolbox loads, you will need to specify your server’'s name in order to

connect to it. Enter the require

d details and click Next.

You can now make a Recovery Storage group by clicking Create Recovery storage group.

Once the wizard begins, select the storage group to restore to the RSG, and choose Next.
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7 Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant A Wiridows Server Syster

[ Welsome

Select the Storage Group to Link with the Recovery
Storage Group

Server name: DEV-5B52008

[ Select atask
[ Restart surert task

[ Select a result file to view

B View a report Secand Storage Group

See also
The recavery storage group s linked to an existing Storage group. O databases fiam the linked storage group can be
[ The Exchange mounted in the recavery storage group.
Tioubleshooling

Assistant Help
= [ Previous [E3 Newt

6. It is recommended that you use the default settings for the creation of the recovery storage group for
ease of recovery. Make a note of the Recovery database path as you will need it in a few minutes. Once
you have done this click Create recovery storage group and complete the wizard.

7. Once you have completed the wizard, launch an explorer window and navigate to the Recovery
database path. Copy the renamed files from step 1 into this folder.

8. After copying the renamed database files go back to the Disaster recovery toolbox and click Mount or
dismount databases in the Recovery storage group. Select the newly created RSG and mount it.

6.4 Performing merge from your Recovery storage group.

1. Once the RSG has mounted click Merge or copy mailbox contents.

¥ Microsoft Exchange Troubleshooting Assistant =] E3
Microsoft Exchange Troubleshooting Assistant 7 indows Serve System

I
O Welcome [0

Select Mailboxes to Copy or Merge

Server name: DEV-SBS2008

Fecavery storage group name: Resovery Storags Group
[ Select a result fls to view Linked storage roup name: First Storage: Group
Selected database name: Mailbax Database

[ Select a task

[ Restart current task.

B iew a repart Linked database name; Mailbox Database
See also Matched mailboxes

[ The Exch
Traubisshoctng Displey Name | Malbiox GUID E nehange Legacy Distinguished Hame

Assistant Help Backup Assist 90343229-Baa4-4463-654b-542087057f0  /0=FIRST ORGANIZATION/OU=EXC.
[]_ahout the Evehano

2. Ensure the correct mailbox is listed in the recovery storage group and click Gather merge information.
3. Double check the merge details then click Perform pre-merge tasks.

4. Select the mailboxes you wish to merge and then choose Perform merge actions.

5. Check the merge results to verify that all tasks were successful and click Go back to task centre.

Do not forget to remove the Recovery storage group after you have finished using it. This can be done by using
the Remove the recovery storage group option from within the disaster recovery toolbox.

7. Additional Resources

Microsoft Technet has some detailed article on Exchange. For more information visit these sites®:

Resource Web Address

Exchange 2003 Disaster Recovery http://technet.microsoft.com/en-us/library/bb125070.aspx

Exchange 2003 Administration Guide http://www.microsoft.com/downloads/details.aspx?Familyld=98E454
81-1458-4809-97D6-50D8AEEBD8A1&displaylang=en

Exchange Server Resources http://technet.microsoft.com/en-us/exchange/default.aspx

® BackupAssist disclaims any responsibility for the content or accuracy of these articles.
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