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1. Introduction and Overview

1.1 Open File Support in BackupAssist

In order to maintain a reliable and recoverable backup strategy it is essential that your backup solution provides
support for backing up open files. Without having open file protection mission critical data files may not be backed
up. Consequently, your backup sets will be incomplete and unreliable, simply because certain application files
were in use during the backup process.

BackupAssist provides two different technologies for backing up open files in Windows environments:

e Snapshot Technology - using the Microsoft® Volume Shadow Copy Service in Windows XP and 2003,
BackupAssist is able to perform a backup of all open files by taking a live snapshot of your data before it is
backed up. The Microsoft® VSS snapshot will only work, however, if the application data being backed up is
compliant with the Microsoft® Shadow Copy Service framework. As an alternative, BackupAssist offers an
optional add-on to BackupAssist, the Advanced Open Files Add-on. This Add-on provides complete open
file support for Windows NT, 2000, XP, 2003 and SBS and performs point-in-time snapshots of open file
data and includes the added advantage of being able to backup open files for applications that are non-VSS
compliant.

e Conventional File Copy - by enhancing the functionality of NTBackup, the standard license of
BackupAssist can backup all open files that are not exclusively locked on Windows NT, 2000, XP, 2003 and
SBS. This method can also be used to backup open files on network shares, where snapshot technology
cannot be applied.

Both Snapshot technology and Conventional File Copy can be used together with BackupAssist to ensure
complete open file data protection. The two technologies act to cover the range of open file backup requirements.
BackupAssist's dual technologies for handling open file backups help businesses choose a cost-effective solution
tailored to their backup requirements and budgets. The following chapters explain how each technology works,
where they apply, and the advantages and disadvantages of each method.

2. Snapshot Technology

2.1 Introduction to Snapshot technology

2.1.1 Issues with applications and open files

Active applications will often keep their files continuously open. This can present a real problem for backup
applications as it prevents them from accessing and copying these files to the designated backup media (tape,
hard-disk, DVD/CD, etc). While the Conventional File Copy method (see section 3) can work for some open files,
it cannot, however, be used to backup exclusively locked files.

Additionally, even when applications do not have open files, the data backed up from these applications may not
be consistent with state of the original data at point in time of the backup; this is due to the time needed to open,
backup and close a file.

Even more important, some servers run critical applications such as databases, which often process and record
massive flows of transactions and data messages, swapping this data constantly between memory and disk. This
makes it very difficult to distinguish which data needs to be backed to maintain consistency and reliability.

While it is possible to simply disable these applications during the backup process to ensure that the data is in a
stable state, this results in unacceptable amounts of downtime, particularly for applications that need to be
running 24 hours a day. Additionally, if you are continuously starting and stopping applications, you run the risk of
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the application not re-starting on request every time, and this will greatly hinder the productivity of your business
operations.

For these open file problems, Snapshot technology can be used to take a snapshot or 'picture’ of the data at a
particular instant in time. A backup application can then backup from this snapshot or point-in-time copy, rather
than the original data files that may be open and inaccessible to backup requests.

2.1.2 The BackupAssist Snapshot Options

BackupAssist currently gives you the ability to use either Microsoft® VSS (Windows XP / 2003 only) or its own
Advanced Open Files Add-on to perform point-in-time snapshots.

You can choose your preferred Snapshot Manager within the ‘Open files’ tab of a BackupAssist job, as shown
below:

@ BackupAssist v4 g@

File  Edit  Wiew  Setbings  Job setkings  Quick actions  Help

‘El Monitor . Reports t Events K@ Restore ﬁf Settings £ Bac

& W External HDD Backup ™ FTP Backup : uikStor Backup ® REY Backup ystemBackup | = T &

Job settings System Backup - Dpen file options

o Overview % Snapshot manager selection 9

<3l Destination ]
Select an open file snapshot manager:

(E Scheduling Using an open file snapshot manager allows you to backup any files that are in-use or open during the
backup process, Open file snapshot managers ensure that wou have a complete backup of all data and
E?] Calendar that no critical files are skipped.

I ) Files and folders () Backuphssist Advanced Open Files Add-on

- (&) Microsoft Yolume Shadow Copy Service
. Exchange Servers
7)Mo open file snapshok manager
3 5oL Servers

& Motifications ¥ Conventional file copy @

A SCripks

| [3 Open files

3 NTBackup options

ontack support!

2.2 Using Microsoft® VSS with BackupAssist

On Windows XP and 2003, files on a local drive that are currently in use can be backed up completely as if a
snapshot image was taken at the time of the backup. This is done through a feature known as Volume Shadow
Copy or VSS which ensures data integrity and reliable backup sets.

VSS is a storage management framework specifically designed for Windows to create point-in-time copies or
snapshots of a hard disk volume. VSS uses a combination of requestors (backup applications), writers
(business applications) and providers (snapshot technology) to perform the snap-shotting process, and works as
follows

1. The backup application or requestor (NTBackup) launches to perform a backup and sends a request to
VSS to perform the snapshot.
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2. VSS communicates with running applications or writers to complete existing transactions and halt new

ones.

3. VSS then takes the snapshot using the snapshot technology or provider.

4. Once the snapshot is complete, VSS communicates with the running applications so they can resume
normal operations.

5.  The backup application then performs a backup of the snapshot created, where no open files are present,
which means that no files are skipped.

6.  Once the backup operation on the snapshot completes, VSS removes the snapshot from the system.

To enable VSS within BackupAssist, simply choose Microsoft® Volume Shadow Copy Service as your open file
snapshot manager in the ‘Open files’ tab of the job settings section:

Job settings System Backup - Open file options

A Overview

<) Destination

@ Scheduling

("] Calendar

L | Files and folders
™ Exrhange Servers
1 30L Servers

& Motifications

46 Scripts

| [+ Open files |

~

¥

Snapshot manager selection @

Select an open File snapshot manager:

Using an open file snapshot manager allmws wou to backup any files that are in-use or open during the
backup process, Open file snapshaot managers ensure that wou have a complete backup of all data and
that no critical files are skipped.

(") Backupassist Advanced Open Files Add-on
(&) Microsaft Yolume Shadow Copy Service

(") Mo open file snapshat manager

Conventional file copy @

If you are not using Windows XP, 2003 or SBS 2003, then the option for Microsoft Shadow Copy will be grayed

out and not available:

A Owerview

<3 Destination

(E Scheduling

("9 Calendar

L Files and folders

™ Exchange Sarvers

d =) Server

~

Snapshot manager selection 7]

Select an open file snapshot manager:

IJsing an open file snapshot manager allows wou to backup any files that are in-use or open during the
backup process, Open file snapshot managers ensure that vou have a complete backop of all data and
that no critical files are skipped.

€~ Backupassist Advanced Open Files Add-on
€ Microsoft Yolume Shadow Copy Service

% Mo open file snapshot manager

2.3 The Advanced Open Files Add-on - advantages over VSS and its usage

2.3.1 VSS Limitations

While the Microsoft® VSS framework does provide an excellent solution for storage management and point-in-
time snapshots to cater for backing up applications with open files, it does have certain limitations:

e VSSis currently only available through Windows XP and Windows 2003

This means that businesses running Windows 2000 or later servers cannot use VSS to backup their open

files.
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e VSSis aframework that only supports VSS compliant applications
Applications must be VSS compliant in order to interface with the VSS framework. Currently, many business
applications are not VSS compliant, which includes a large number of legacy applications. This means that
a large number of applications will not be protected by VSS.

2.3.2 When applications are not VSS compliant

For applications that are not VSS compliant, the VSS framework only provides crash consistency on files that
are open or in use during the backup procedure. Crash consistency only guarantees file system integrity; it does
not guarantee transaction integrity.

This means that if an application transaction is in progress at the time of a snapshot, the actual snapshot may
only contain a partial record of that transaction; consequently the data backed up is incomplete.

For an example of this inconsistency we can relate to a typical banking transaction, involving the following two
actions:

1. Withdraw $1000.00 from Account A

l

2. Deposit $1000.00 to Account B

The transaction above involves two simple actions: a withdrawal of a sum of money from one bank account and a
deposit of the same amount into another account. These two actions must be recorded within the one transaction
or the accounts will be out of balance.

Now, we can take a look at a scenario using a VSS snapshot to backup a non-VSS compliant application
performing this operation:

1. Withdraw $1000.00 from Account A

l =
Snapshot Taken ——» ’ _)

Snapshot stored on
backup device

2. Deposit $1000.00 to Account B

In this scenario, because the application being backed up by VSS is not VSS compliant, the VSS framework has
no indication of any transactions in progress. In this particular case the snapshot has been taken in the middle of
a transaction and as a consequence the backup of this snapshot will only be of the withdraw action and not the
deposit; the accounts will be out of balance.

This can obviously cause major issues when it comes time to perform a restoration because your backup may be
missing vital actions within various transactions.

© Cortex |.T. 2001-2007
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2.3.3 The Advanced Open Files Add-on advantage
To overcome these limitations, users of BackupAssist can opt for the Advanced Open Files Add-on.

The add-on is an advanced open file management solution which ensures that you have complete protection for
all your mission critical data and actually supports legacy and other custom applications that are not compliant
with the VSS framework.

To overcome the VSS issue of performing a snapshot during an open or unfinished transaction, the add-on will
monitor write operations occurring across all of your active applications. Once BackupAssist has determined a
point in time where significant time has elapsed since the last write operation, it will perform the snapshot. The
time that BackupAssist waits until performing the snapshot is known as the Write Inactivity Period or WIP; for
mass storage systems a safe WIP is usually from 2 to 5 seconds. Basically when the WIP elapses, it is assumed
that the application data is consistent (no write operations) and that it is safe to perform the snapshot.
2.3.4 When to use the Open Files Add-on
You should use the Open Files Add-on if you are:

e Running Windows 2000 Server or earlier where Microsoft® VSS is not available

e Running any applications that are not compliant with the VSS framework

e Using the NTBackup Engine in BackupAssist to back up your data (Windows XP and 2003 only; newer

Operating Systems, such as Windows Server 2008 and Windows Vista, are not supported.)

2.3.5 How to install the Advanced Open Files Add-on

To install the add-on ensure that you select the Open Files Add-on when installing BackupAssist:

15/ BackupAssist v4 - InstallShield Wizard

Custom Setup ! a

Select the program Features wou want installed. : .

Click on an icon in the lisk below to change how a Feature is installed,

Feature Drescripkion
The ©Open Files Add-on. Note

that a rehaok will he ramuirad

= This feature will be installed on local hard drive, Lre,

(= - | BackupAssist - Base Installation
¥ = Open Files add-on (requires reboot)

=8 This feature, and all subfeatures, will be installed on local hard drive.

¥ This feature will nok be available.

[ < Back ” Mext = ] [ Cancel ]

If you did not initially install the Open Files Add-on you can re-run the installer, which can be downloaded from
the BackupAssist website, and choose ‘Modify’ to install it:
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15/ BackupAssist v4 - InstallShield Wizard

Program Maintenance ‘

Modify, repair, ar remove the program, |*~= _-

Custom Selection dialog in which ywou can change the way Features are

@ Change which program Features are installed. This option displays the
installed,

Repair installation errors in the program. This option Fixes missing or
corrupt files, shortcuts, and registry entries,

@ Remaove Backuphssist w4 From wour computer,
% |

[ < Back. ” Mext = ] [ Cancel ]

Once installed, access the ‘Open files’ tab within the job settings window (see section 2.1.2) to enable the
Advanced Open Files Add-on. Once a backup runs and completes, the backup report will indicate the success of
the Open File Snapshot that was taken before the backup commenced.

The following screenshot shows the monitor screen in BackupAssist while a job is running. You will now notice an
extra step in the backup process, ‘Activate open file manager’ which involves taking a live snapshot of local
drives that you are backing up data from using the add-on.

Jobs in progress Backuphssist - Monitor

System Backup @
Qi; (28/09/2007 Recent jobs monitor

10:25:13 AM)

Wigw running, or recently complated jobs

(1 System Backup (28/09/2007 10:25:13 AM)

Drrive:
& selections Check
Recent jobs Skatus:
& Checking destination
(& Preparing For file backup Progress: [ ]
@ Activate open fille manager
() Phass One Backop :]EI.D%
Copy open files
Processing:
Phase Twa Backup
Processed
Rermowve open file copies .
Files: 1]
Compile media usage report
Evtes: u}
Post-job script
MBI Sec: 0,00
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2.4 Useful References

Microsoft® VSS - Microsoft Technet: How Volume Shadow Copy Works

Snapshot Technology - Search Storage Articles

Chapter 3 below covers how you can use the Conventional File Copy Method to further ensure that you have a
secure backup of open files, including backups of files residing on a network share that do not have any exclusive
locks.

3. Conventional File Copy

3.1 How Conventional File Copy Works

When using the Windows Backup Utility, NTBackup, (which BackupAssist uses to perform the backup operation
of common data files) files that are in use or open during the backup process are skipped and as a consequence,
not backed up. BackupAssist uses a multi-phase backup process to work around the issue of skipped files. This
multi-phase process is unique to BackupAssist, and extends the capabilities of NTBackup.

Phase One

Your selected drives and directories are backed up. Open files are skipped by NTBackup. BackupAssist will
detect these skipped files and attempt to copy them to a temporary directory.

Phase Two

Open files copied to this temporary are backed up. Open files that are locked with a shared lock or no lock at all
are successfully backed up using this method. Examples of such files include Outlook .pst files. Files that have
exclusive locks, however, cannot be copied, and as a consequence cannot be backed up using this method.
These open files are typically from database applications.

For specific databases such as Microsoft Exchange or SQL Server that have exclusively locked files, you can use
the respective BackupAssist modules (built-in Exchange module and the SQL Add-on) to backup these
resources.

3.1.1 Resolving issues with exclusively locked files

For all other application data with exclusively locked files, you need to use either VSS or the Advanced Open
Files Add-on, as described in the previous section of this document.

VSS (Windows XP/2003 only) and the Advanced Open Files Add-on both overcome the issue backing up
exclusively locked files by first taking a live snapshot/point-in-time copy of the files before the backup commences
and then backing up from this snapshot rather than the original open files.

3.2 When Does Conventional File Copy Apply?
Conventional File Copy for open file backups can apply in two separate situations:
1. When no snapshot technology is available - either VSS or the Advanced Open Files Add-on.

2. When backing up data from a network share - you will require the Conventional File Copy method if you
are attempting to backup open files residing on a network share because current snapshot technology does
not support snapshots of network volumes.

© Cortex |.T. 2001-2007
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3.3 Utilizing Conventional File Copy

To utilize Conventional File Copy check Enable conventional file copy in the ‘Open files’ tab:

Job settings System Backup - Open file options

o Overview ¥ Snapshot manager selection a
<3 Destination # | Conventional file copy 9
@ scheduling

Enable conventional file copy

(19 Calendar The conventional file copy method is primarily used to backup open Files residing on network shares,

where open file snapshot managers do not apply. It can also be used when no open file snapshot
manager is available,

The conventional file copy method will only backup open Files that do not have exclusive locks, For all
"_.- Exchange Servers other open File data, vou will need to use an open file snapshot manager,

L Files and falders

Specify the directory o which open Files will be copied temporarily Ffor backup

i TemphOpenFiles),

This directory will be deleted after each backup has completed.

J 5GL servers
&’ Motifications

46 Scripts

| [4] Open files |

4 NTBackup options

You will also need to specify a directory where the open files are to be copied to. This is the temporary location
that any open files detected in phase one of the backup process are copied to before being backed up during
phase two.

Please note: the open files directory must be a directory that is only used for BackupAssist open file backup
operations — all files in the entire directory will be deleted once a backup is complete.

3.4 A practical example of how the Conventional File Copy Method works

The following simple example illustrates how BackupAssist handles open file backups using the Conventional
File Copy Method.

3.4.1 Example details
The following system was used for this example:
e Operating System: Windows Server 2003

e Directory to backup: C:\TestDir containing three files:

Normal file.txt
Open file - shared lock.txt
Open file - exclusive lock.txt

A TestDir

J File Edit Wew Favorites Tools Jnc_ldress Il'j' '\ TestDir 'I Go | :,'
JaBack -8 -2 | ) Search [~ Folders | i) | - (2] | & [ | x

Mame = | Size | Tvpe | Dake Modified | Attribukes |
BT Narmal file. bt DKB Text Dacument 28(5epi2007 11113 ... A

Open file - shared lock, bxt 0KE TextDocument 2815epf2007 11:13 .., A

EOpen File: - emclusive lock. b=k QKB Text Docurnent 2815epf2007 11:13 .., A
|3 objects |0 bytes | "4 My Computer 4

© Cortex |.T. 2001-2007



() BackupAssist” WHITEPAPER 14
@ Windows” Backup Made %y! Open Flle BaCkupS

3.4.2 Backup procedure

When BackupAssist first runs NTBackup to backup your files in phase one of the backup process, all open files
are skipped. There were two open files in the test directory, so we expect both files to be skipped and not backed
up. BackupAssist will then attempt to copy these skipped files to the Open Files Directory which has been set to:
C:\Program Files\BackupAssist\OpenFiles in BackupAssist.

Only the shared lock file can be copied. The exclusively locked file cannot be copied because the Windows
Operating System prevents programs from accessing it.

BackupAssist will then run NTBackup again for phase two of the backup process, and backup files copied to the
Open Files Directory. From this directory, BackupAssist recreates the full directory structure of the open files. The
table below provides instructive examples of how this works:

Original Location of Open File File copied to... (OFD = Open Files Directory)
c:\TestDir\Open file - shared lock.txt OFD\c\TestDin\Open file - shared lock.txt
d:\hello\there.txt OFD\d\hello\there.txt
\\servername\sharename\abc.exe OFD\servername\sharename\abc.exe

This means that you can determine the original location of an open file. The backup report will indicate if any files
were skipped during the backup process:

"Test Open Files" Report Backup to:

Date: Friday, 28 September 2007 11:27:55 AM

2 "Test Open Files” Completed with minor warnings

A Errors / Warnings Summary

Error Warning

¥, Open File Copy @ BATDS One of more files were skipped <l Details

The NTBackup log file is also included in the backup report and will highlight what files were skipped:

A DataBackup Report

The Data Backup task has status: Suceessful @
Click here to viewy the ariginal log file.

2 Local files

"C: " Selections - 396 bytes Backup @ erify @

Backup of "C: "

Backup set #1 on media #1

Backup description: "Set created Z8/5ep/Z007 at 11:E7 AM"
Media name: "Z007-09-Z8_bkf created EZ8/8ep 2007 at 11:Z7 AM"

Backup Type: MNormal

Backup started on Z2/8ep/EZ007 at 11:27 AM.

WMarning: Thable to open "C:3ZTestDiryOpen file - exclusiwe lock.txt" - skipped.

RBeason: The process cantiot access the file because it is being used by another
. process.

TMarning: Thable to open "C:yTestDiryOpen file - shared lock.txt" - skipped.

RBeason: The process cannot access the file because it is being used by another
. process.
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The backup report additionally includes an ‘Open File Copy Report’ which summarizes all of the open files that
could and could not be copied using Conventional File Copy:

& 5 Open File Copy Report

The Open File Copy tazk haz status: Completed with minor warnings 1,

Errar fWarning

Open File Copy a BATOS Cne or more files were skipped ./j.J Detailz

Open Files Report

Open files that were successfully backed up:

Successfully backed up p
'@c: \TestDiripen file - shared lock tx

Open files that were locked (cannot be backed up:
Unsuccessfully backed up 2
=SCTestDirOpen file - exclusive lock txt

3.5 Restoring Open Files from Conventional File Copy Backup
To perform a restoration of open files, run NTBackup. Navigate to the Restore tab and locate your backup file or

tape:

& Backup Utility - [Restore and Manage Media] M=l E3
Job  Edit Wiew Tools Help

Welcomel Backup Restore and Manage Media | Schedule Jobs |

E=pand the desired media item, theh check the box far the items ta restare. Right click on a media item for optiohs:

[ [l 2007-04-29.bKf created 23/4pr/2007 at 3.+ | [ Volume | GetNo | Created | Method | Size | Description |
7] &l 2007-04-30 bk created 30/4p0/2007 at 5: 2 1 28/5ep/2007 11:27 AM Momal OKB  Set created 28/5ep/2007 at 11:27 Ad
& 2007-05-01 bk created 01 Map/2007 2t | ] (FIC: 2 28/5ep/2007 11:27AM  MNomal  OKB  Set created 28/5ep/2007 at 11:27 AM

-

=]

o

{71 & 2007-06-26.bkf created 26A1un/2007 at 1
|:| & 2007-09-28 bkf created 28/Sep/2007 at 1
=00

B D[fﬂ C:
=) Program Files
B Backupdssist

E-CIE) Open files
= TestDir
F-] B 21-Aug-2007 bkf created 21 .-"Aug.-"2DD?_atIL|
4« | »

doel, Restore files to: It files already exist:
g “Toviai i Do not replace
_I-" IDnglnaI location j @ el =) Start Restore

e Set 1 corresponds to the first backup phase where files and directories were backed up. Any open files
would have been skipped during this phase and as a result do not appear in this set.

e Set 2 corresponds to the second backup phase where open files that were copied to the Open Files
Directory are backed up, along with additional data such as Exchange Server.

Phase One Backup
During the Phase One backup of c:\TestDir, only one file was closed - Normal file.txt.

© Cortex |.T. 2001-2007
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When viewing the contents of the backup file, you can see that file is available for restoration. To restore it, select
the file and click ‘Start Restore’:

elcome I Backup Festore and Manage Media I Schedule Jobs I

Expand the desired media item. then check the box for the items to restore. Right click on a media item for options:

[] /@ 2007-04-29.bkf created 20/4pr/2007 at 32| [ Name | Size | Modified |
[ /@ 2007-04-30.bkf created 30/4pr/2007 5t % |8 [H] Momal file st OKE  28/5ep/2007 11:13 ..

[ 2007-05-01.bkf created 01/Map/2007 at ¢
[7] /& 2007-06-26.bkf crested 26A1un/2007 at 1
-] @ 2007-058-28.bkf created 26/5ep/2007 at 1

1 Aug -2007 bkf created 21/4ug/2007 at

1-Jul-2007.bkf created 21A0ul/2007 at 5:

1-Jun-2007.bkf created 21 Alun/2007 at !

1-5ep-2007 bkf created 21/5ep/2007 ated

2-40g-2007.bki created 22/ 40g/2007 at

2-Jun-2007 bkf created 22.-"Jun.-"2DD?a_tl_|
13

2l |

=1 Restore files to: If files already exist:
g i ; ) L replace
_r IDnglnaI location j (2 (e D=l Start Restare

Phase Two Backup

During the Phase Two backup, open files were copied to the Open Files Directory (in this case - c:\Program
Files\BackupAssist\OpenFiles). The file, ‘Open file - shared lock.txt’ was copied, and is available for restoration:

elcome I Backup FRestore and Manage Media I Schedule Jobs I

E=pand the desired media item. then check the box for the items ta restare. Right click on a media item for options:
v

5[] [F 2007-04-29 bkf created 23/8pr/2007 at 3= | [ Name | Size | Modified |
[7] & 2007-04-30.bkf created 30/4pr/2007 at 9: I Open file - shared | OKE  28/Sep/2007 11:13 ..
[1/E 2007-05-01 bk created 01/May/2007 at ¢
[1[@ 2007-06-26 bk created 26/)un/2007 at 1
=[] @ 2007-03-28.bkf created 26/5ep/2007 at 1
[ﬁl C:
) TestDir
R [

E-EAI5) Program Files

B- .ljl Backup&ssmt

4| | 3

| e
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When you restore this file, you can restore it to its original location (in the Open Files Directory — C:\Program
Files\BackupAssist\OpenFiles). You will then need to manually copy this file back to its original location (in this
case, C:\TestDir).
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