BackupAssist™v9

Hyper-V recovery
User Guide

backupassist.com Cortex [l



Contents

1. Introduction 2
DOCUMENTATION ..ottt s e s e 2
LICENSING et e e e 2
REGUITEIMENTS......ocoirriiriie e asesssse s sesse s s e e e i 2

2. Recovery Solutions 3
FUIT VM RECOVETY ..o s e e 3
RAPIA VIM RECOVETY ..ouuvirireimnceiiciiine e seisessseseessissessssse sttt s sttt sttt ssiesssins 3
When to USE RAPIA VIM RECOVETY ...ttt st s s s 3

3.  Starting a recovery 4
FrOM the RECOVET TAD ..ottt et 4
FrOM the HYPEI-V 180 .ottt sttt 4

4.  Full VM Recovery 5

5. Rapid VM Recovery 8
RAPIA VIM RECOVEIY MANAGET ... cuuuveerereiereiee e st eessssse s sttt st s s ssse st sssessssesssssssns 11

Hyper-V recovery
© Cortex L.T. 2001-2015 User Guide: Version October 20 2015



1.Introduction

Microsoft Hyper-V Server allows you to create virtual machines, called guests. A guest runs

an operating system and performs different roles, the same way a physical server does.
The roles include providing network services, sharing resources and running applications
Recover such as Exchange. This guide explains how to perform a recovery of a Hyper-V guest.

BackupAssist has two Hyper-V guest recovery solutions. Full VM Recovery, which will recover a guest
to a Hyper-V host, and Rapid VM Recovery, which will start and run a guest from its backup. This is a
temporary solution that provides business continuity, until a Full VM Recovery can be performed.

Documentation

This guide documents BackupAssist's Full VM and Rapid VM recovery solutions. The documentation
for BackupAssist's physical system recovery and Hyper-V granular restore features are linked below.

e Tolearn how to perform a physical server recovery, see the System Recovery guide

e To learn how to restore data from inside of a Hyper-V guests, see the Hyper-V Protection guide

Licensing

RecoverAssist is a standard feature included with the BackupAssist license, and requires a BackupAssist
license once the initial trial period has expired.

Full VM Recovery is a standard feature that is included with the base BackupAssist license, and requires
a BackupAssist license once the initial trial period has expired.

Rapid VM Recovery is part of Hyper-V Advanced add-on and requires a Hyper-V Advanced license.
Contact your BackupAssist reseller or distributor for pricing information, or visit BackupAssist.com.

Requirements

Supported Backup types:

e Full VM Recovery supports System Protection, File Protection and File Archiving backups.
e Rapid VM Recovery supports System Protection backups.
e Rapid VM Recovery does not support RDX or Data Container backup destinations.

To learn more about creating backups for Hyper-V, see our Hyper-V guest backup article.

Host requirements

e The host server the guest is being recovered to must have at least 4GB of memory available —
which will be used by the recovered guests.

e A guest can only be recovered to a Hyper-V Host that runs the same version of Windows Server
(or higher) as the original Hyper-V host.

Recovery reference sheet

BackupAssist has a dedicated reference sheet to explain the BIOS, O/S and hardware requirements for
both physical and virtual system recoveries. We recommend you review the Recovery Reference sheet.

Hyper-V recovery )
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http://www.backupassist.com/education/v9/backupassist/system-recovery-guide.html
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http://www.backupassist.com/blog/support/the-key-to-hyper-v-guest-backups/
http://www.backupassist.com/education/v9/backupassist/system-recovey-reference.html

2.Recovery Solutions

This section explains how the Hyper-V guest recovery solutions work and when they should be used.

Full VM Recovery

A Full VM Recovery recovers a guest to a Hyper-V host. You can recover the guest to its original
location, overwriting the existing guest, or to a different location on the host. You can also recover the
guest’'s VHD (virtual hard drive) to a different Hyper-V host and use that VHD to create a new guest.

Rapid VM Recovery

A Rapid VM Recovery creates a guest from its backup destination. The guest is treated as a regular
guest by the Hyper-V host, but the guest data is located on the backup media. The backup is not
modified in this process.

A Rapid VM Recovery can be performed in just a few minutes so that the critical functions performed
by the guest can be resumed with minimal interruption. This temporary solution provides business
continuity until a suitable time can be found to perform a Full VM Recovery, which could take many
hours. You can perform a Full VM Recovery at a time that has minimal impact on the business. For
example in the evening or on the weekend.

How Rapid VM Recovery works

A rapidly recovered guest is created on the Hyper-V Host using the backups VHD(X) file. Any data
changes are stored by the host in a temporary location. No data is changed in the backup. The data
changes made to the rapidly recovered guest can be incorporated into the Full VM Recovery process.

Important considerations

Before rapidly recovery a VM, you should be aware of these considerations and limitation:

e While a VM is rapidly recovered, it cannot be backed up.

e While a VM is rapidly recovered, the destination it is running from cannot be used for backups.
e Only one guest can be rapidly recovered at a time.

e Any Hyper-V host can rapidly recover a guest using a backup that was created by another host.

e If you want to retain any data changes that occurred during the rapid recovery, you must perform
a Full VM Recovery using the host that was used for the Rapid VM recovery.

When to use Rapid VM Recovery

There are many reasons why a Hyper-V guest may require a recovery. For example, the guest's VHD
may have been corrupted or deleted, the guest could be infected with a virus or ransomware, or you
may want to move the guest to another Hyper-V Server.

Full VM Recovery is ideal for a guest that is not business critical and the time taken to perform the
recovery is available.

Rapid VM Recovery is ideal for a guest that provides essential functions, such as a Domain Controller
or an Exchange Server, and will have a significant impact if it became unavailable.

Hyper-V recovery
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3.Starting a recovery

Full VM and Rapid VM recoveries can be initiated using the Recover tab or the Hyper-V tab.

From the Recover tab

The Recover tab displays BackupAssist's recovery tools. The top two options are used to make
bootable media for physical systems. The bottom two options are for Full VM Recovery and Rapid
VM Recovery. This is the starting point used in this Hyper-V recovery guide.

Backup Hep 7
ﬂ Recover W|th Recove I’ASSiSt Powered by RecoverAssist ‘22,/
Create your own Recoverdssist bootable media o
Create a bootable media Create a bootable media
using the installed version of Windows using a Windows instalation disk
This media will start your machine and load This media will start your machine and load
a Recoverfssist environment a Recoverfssist environment

=3

Recover  [@] Recover a virtual machine

Recover a virtual machine fram your backup

E Full VM Recovery @) Rapid VM Recovery

Completely recover a virtual machine to this Feapidly start up a virtual machine from a
Hyper-¥ server backup

‘fou may not be able to recover vour system from a backup if you use files from a version of Windows which is different to the one you are
recovering.

Figure 1: Recover tab

From the Hyper-V tab

When you install BackupAssist on a Server with the Hyper-V role installed, a Hyper-V tab will appear.
The tab displays all guests on the server and provides a centralized location from which the guests can
be monitored. The Hyper-V Tab’s menu has Full VM Recovery and Rapid VM Recovery buttons.

Hyper-V guests monitor

Tonitor the backop skatus of your Hyper-¥ guests,

[&] Full vt Recovery 9 Granular Guest Restore [®3 Rapid ¥M Recovery o

The Full VM Recovery button will take you directly into the Full VM Recovery process with the
highlighted guest already selected.

The Rapid VM Recovery button will start a Rapid VM Recovery of the selected guest.

Hyper-V recovery
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4. Full VM Recovery

A Full VM Recovery uses a VSS backup of a guest to recover that guest to a Hyper-V host. This will
return the guest and its operating system, applications, data and services, to a previous working state.

There are two ways to perform a Full VM Recovery:

Recover the guest to its original location

This will overwrite the existing guest and replace it with the recovered guest. The existing guest will
shut down if a recovery starts.

Recover the guest VHD to another location

This will recover the Hyper-V guest to another location. The recovered VHD(X) file can then be used to
create a new guest. This method can be used if you do not want to overwrite an existing guest, or if
you want to recover the guest to another Hyper-V host.

To perform a Full VM Recovery, follow the steps below:

1. Select BackupAssist's Recover tab.
2. Select Full VM Recovery.

The Full VM Recovery screen will open and display the guests backed up by this installation of
BackupAssist. It can also show guests backed up from other machines added using the Discover
Backups button. Discover Backups allows you to browse for backup catalogs created by deleted
jobs and other servers. Selecting those backups will add them to the list of available backups.

Y Recover » Full VM Recovery

[®] Recover TECH-SRV2012R2 32 backun(s)
[®] Recover TECH-SVR12EX13 18 backupis)
[&] Recover Tech-Win2008 2 backupis)

x3

Recover

Discover Backups... 47 backupls) in tokal,

Figure 2 Hyper-V guest selection

If you have a non-VSS guest backup, use the Restore tab’'s Hyper-V Host Files option to restore the
guest VHD to the host, and use the VHD to create a new guest.

Hyper-V recovery
© Cortex L.T. 2001-2015 User Guide: Version October 20 2015



3. Click on the guest that you want to recover

The screen will reload and display all available backups of that guest. The tabs above the list can

be used to help locate the bac

kup required.

e The Last 7 days and Last 30 days tabs display the backups within those ranges.
e The Custom tab allows you to select a specific date range and display backups for that period.

Backup

4 TECH-SRV2012R2

28 backup(s)

w ...Full VM Recovery » TECH-SRV2012R2

Help 7

| Last 7 days | Last 30 days | All

|{ Estom 3|

Show backups between | 3panfeors v | and [ gnizems @« |

Job

] Guest backup
7] Guest backup

] Guest backup

] Guest backup
=] Guest backup
] Guest backup
=] Guest backup
] Guest backup
1] Guest backup
] Guest backup
] Guest backup

Recover

Date/Time

3(30/2015 10:00 PM
3{31/2015 10:00 PM
4{1{2015 10:00 FM
4f2(2015 10:00 PM
4f6f2015 10:00 FM
4(7(2015 10:00 PM
4{5(2015 10:00 FM
4{9f2015 10:00 P
4132015 4125 FM
Sfef2015 10:00 P
S(7(2015 10:00 PM

Backup location

[=YA
Be)
Bal
Be
[=Y0
(=]
Bal
Be)
(=T
Bl
Bes)

Figure 3 backup selection

4. Select the backup that you want to recover from, and the Full VM Recovery console will open.

Backup details

Job: ] Full backup Media:
Date:  BA20/2015 3:00 Ak Backup location:

£ Daily 1
G4

1. What to recover

E|l:|l=|j Microsoft Hyper- ¥ 455

: ] TECH-SYR12EX13 (Online Backup)
] TECH-SRV2012R2 {Orline Backup)
DLJ] Host Companent

Mame

D CriProgramDataiMicrosoftlwWindows Hyper-Wiiirtual Machines)C6744446-6165-4
D ENTECH-SRYZ01ZRATECH-SRYZ012R2_IF45C227-8079-4977-A301-58534B2F7
[ E:\TECH-SRY201 2R A TECH-5RY2012R2. v

2. How to recover

Recover guest into Hyper- W

Civenarite exi

zting files

Festore MTFS zecurity attibutes
Take ownerzhip of restored files [as TECH-SWR 201 24 dministrator)

Browse

| [» ERecover

| | Close

Figure 4: recovery tool.

5. Use the What to recover pane to select the guest that you want to recover.

6. Use the How to recover drop down box to make one of the following a selections:

¢ Recover guest into Hyper-V - this will recover the guest to its original location.

e Export guest files — this will copy a guest's files to a selected location. Use the Browse button
to select the location and select the Overwrite conditions that should apply. Once the guest'’s
files have been exported, you can use them to create a new guest on another host.

© Cortex LT. 2001-2015
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7. Select the Recover button and the recovery process will begin.

8. Complete the recovery, based on the How to Recover selection made.

If you selected Recover guest into Hyper-V, you will need to open the Hyper-V Manager and
start the guest. Right click the guest and select Start, as shown in the screen shot below.

File Action View Help

% 2@

&3 Hyper-V Manager - : Actions
Ha TECH-SVR2012 Virtual Machines v -
CPU Usage Assigned Mermory  Uptime Mew
FRunning M 4052 ME Connect... rtWirtual Machine...
Settings... -V Settings...
[ wn I Switch Manager...
Snapshot | SN Manager...
Move... sk
<l m Export... ct Disk..,
Snapshots Rename... Service
Delete... ve Server
The selected vitual machine has no snapshats. Enable Replication... sh
Help »
| Help

Figure 5: Hyper-V Manager - starting a guest

If you selected Export guest files, you can create the new guest. When you create the new guest,
select the recovered VHD in the Connect Virtual Hard Disk step, as shown in the screen shot below.

*}‘ Connect virtual Hard Disk

Befare You Begin & virtual machine requires storage so that vou can install an operating system. You can specify the
storage now or canfigure it later by modifving the virkual machine’s properties.

Specify Marme and Locakion

el [Py () Create a virtual hard disk

Use this option to create a dvnamically expanding wirkual hard disk with the default Format (WHD),

Configure Mebworking

Connect Virtual Hard Mame:  |[TECH-SWRZ01Z Mew,vhdx
Summary Location: |CiiMicrosoftiwindawsiHyper-WiTECH-SYR2012 New\virtual Hard Di| | Browse, ..

Size: 127 | GE {Maximum; 64 TE)

(®) Lse an existing wirtual hard disk

Use this option to atbach an existing virtual hard disk, either WHD or YHOD® Format,

Location: |[Enter the path and name of the YHD you restored| | | Browse. ..

() attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later.

Figure 6 Hyper-V Manager - creating a guest

Hyper-V recovery
© Cortex L.T. 2001-2015 User Guide: Version October 20 2015



5.Rapid VM Recovery

A Rapid VM Recovery is the process of creating a new guest from its backup. This temporary solution
provides business continuity until the backup can be used to perform a Full VM Recovery.

As noted in the recovery solution’s section, only one guest can be rapidly recovered at a time.
To perform a Rapid VM Recovery, follow the steps below:

1. Select BackupAssist's Recover tab
2. Select Rapid VM Recovery.

The Rapid VM Recovery screen will open and display the guests backed up by this installation of
BackupAssist. It can also show guests backed up from other machines added using the Discover
Backups button. Discover Backups allows you to browse for backup catalogs created by deleted
jobs and other servers. Selecting those backups will add them to the list of available backups.

[« Recover » Rapid VM Recovery

[&) Recover TECH-SRY2012R2 & hackup(s)

[&) Recover TECH-SVR12EX13 3 backup(s)

x3

Recover

Discover Backups. . 15 backupis) in kokal,  Backups made by existing jobs are not shiown,

Figure 7 Hyper-V guest selection
3. Click on the guest that you want to recover.

The screen will reload and display all available backups of that guest. The tabs above the list can
be used to help locate the backup required

e The Last 7 days and Last 30 days tabs display the backups within those ranges.
e The Custom tab allows you to select a specific date range and display backups for that period.

Hyper-V recovery
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Y ...Rapid VM Recovery » TECH-SRV2012R2

el 4 TECH-SRV2012R2

& backup(s)

| Last 7 days I Last 30 days ‘ All

| Custam ‘

Discover Backups. ..

15 backup(s) in total,

@ Job Date|Time
f] Job 8/5/2015 7:31 PM
f] Job 8112015 7:31 PM
f] Job 8/11/2015 11:58 PM
f] Job 8/12{2015 5:53 PM
f] Job 8/12/2015 11:58 PM
f] Job B/18/2015 11:58 PM
f] Full barkun &/19/2015 5:53 PM
Recover f] Full barkun &i20f2015 3:00 4M

Backups made by existing jobs are not shawn,

Backup location
=1
=]
(=1
(=1
(=1
(=1
Beai
Beai

Figure 8 backup selection

4. Select the backup that you want to use for the Rapid VM Recovery.

A message will ask you to confirm that you want to perform a Rapid VM Recovery.

5. Select a location to store data changes for the rapidly recovered VM.

While the rapidly recovered VM is running, the Hyper-V host will store and manage changes to the
data. Select a folder on a local host drive that can be used to store this data.

4 TECH-SRV2012R2

Last 7 days | Last 30 days

Job

=l 3ob
] Full backup
] Full backup

Please select a folder to store data changes For the

recovered Hyper-if Y,

18 Computer
[ a Local Disk {C:)
Tews Yolume (0:)

M Volumne (E:)

I
[
[ Q:E DYD Rt Drive (Fi) Recoverassist
P Dally 1(5:)

Figure 9: Select location for data changes

After you confirm the message, another message will advise that the guest has been rapidly

recovered and what name it will use in the Hyper-V Manager.

© Cortex LT. 2001-2015
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Review the guest’s configurations.

The configurations used for the guest, are the configurations that guest had when it was backed
up. These configurations should be reviewed, especially if the host has changed since the backup
was made or if you are recovering to a different host.

To review the guest’'s configurations:

a)
b)
o)
d)

Select the guest

Open Windows Hyper-V Manager

Select Settings from the Action menu

Review the settings, especially the Memory, Hard Drive and Network Adapter settings.

Check that the guest has the appropriate configurations for the host, and that it has the required
resources to run. Make any required changes.

1] Name
TECH-5RW2012R2 - Recowered
% Integration Services
All services offered
(& Snapshat File Location
C:\ProgramData|Microsoftiwin, ..
3'-5 Smatt Paging File Lacation
C:\ProgramDatalBackupdssist ...
P Automatic Start Action
Restart if previously running

v

ga Hyper-V Manager = || =] ==
File  Action ‘iew Help
s n
33 Hyper-V Manager Actions
TECH-SvR202 Virtual Machines
i ! TECH-SYR2012 -
MName - State CPU Usage Assigned Mernary Uptirne Mew »
g TECH-SRV2012R2 Off
5 TECHSRV201ZAZ -Recovered  Off Lep ImportVirtual Machine...
2 TECH-SVR12EX13 Runting 2% 4092 MEB 16.16:30:45 17| Hyper-V Settings...
L Wirtual Switch Manager..
= Settings for TECH-SRV2012R2 - Recavered on TECH-SVR2012 = | = - el Virtual SAN Manager...
4 Edit Disk...
TECH-SRW2013R2 - Recovered v \ 4 b |G A
L) Inspect Disk...
A Hardware ~
s Hard Drive
¥ Add Hardware S @ stop Service
You can change how this virtual hard disk is attached ko the virtual machine, TF an
e R S
o BBIOSt From CD operaking system is installed on this disk, changing the attachment might prevent the 7€ Remove Server
et e virtual machine From starting. 0% Refresh
W [Memnory controller: Lacation:
2048 ME ontraller: ocation: View N
) Frocessor IDE Contraller D ] [oin use) v
1 Yirtual processor Media Help
= Il IDE Contraller O ¥ou can compact o conwert a wirtual hard disk by editing the sssoriated fils. TECH-5RY2012R2 - Recovered a
Specify the Full path to the file, -
=i Connect.
(®) virkual hard disk:
= [0 IDE Controller 1 e
63 DVD Drive C:\ProgramDatalBackupAssist vQ\VMRR\rDzdpzhx\TE[H-SRVZDlZRZ\TECH-ER\l 2% Settings
- Start
en_windows_server_2012.., _ @
o - = - Mew Inspect m -
i 5CSI Controller o= Jliere. | Sa Snapshot
0 network Adspter _ /i Editis not available because snapshots exist For this virtual machine, Do =
Broadcom NetLink (ThH) Gigabit ... [ = nat use another method ko edit the virkual hard disk when snapshots 57 Wove..
§ exxist, such as the Edit Wirtual Hard Disk Wizard, because data loss may Export.
7 CNOM ! ocaur, =il Bxport.
jone
. Renarme..,
7 comz EE
Mone Sk Delete..
[d biskette Drive - H Enable Renlicat
None (@ 1F the physical hard disk you want o use is not isted, make sure that the G Enable Replication...
4 Management disk is ofine, Use Disk Management on the physical computer to manage Help
|2 _Management |

physical hard disks,

To remave the virtual hard disk, click Remave. This disconnects the disk but does not

delete the associated file.

Figure 10: Hyper-V Manager

To start the guest:

a)
b) Select the guest
Q

Start the rapidly recovered guest.

Open Windows Hyper-V Manager

Select Start from the Action menu

The Hyper-V guest is now rapidly recovered.
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Rapid VM Recovery manager

When a guest has been rapidly recovered, the Rapid VM Recovery button on the Recover tab will
display Manage rapidly recovered VM.

Selecting this button will open the Rapid VM Recovery Manager.

Backup Hep 7

= Home

| @ Recover W|th Recove rASSiSt Powered by RecoverAssist '/I

Create your own Recoverfssist bootable media -

Create a bootable media
using a Windows installation disk
¥M: Win? - Recovered
Created: 8/25/2015 1:57 PM This media will skart wour machine and load
From backup: "Job" 5/4/2015 7:08 PM & Recoverfssist environment
] Perform Full Recovery
Turn off and perform a Full recovery of the Y,
Changes made ta the Rapid YM will be retained.
Reco’
Discard the Rapid YM :
P Manage rapidly recovered VM
II I Turn off and discard changes made ta the Rapid WM.
- Manage rapidly recovered "Win7 "

‘fou may not be able to perform a RecoverAssist recovery of a physical machine, if the version of Windows used to create the bootable
media is different to the version of Windows in the backup.

Figure 11: Recover tab — Rapid VM Recovery Manager

The Rapid VM Recovery Manager has two functions:

Perform Full Recovery

This option allows you to turn the rapidly recovered VM into a fully recovered VM. It will copy the
VHD from the backup to the Hyper-V host and reconfigure the VM to point to that VHD. Any data that
changed while the VM was rapidly recovered will be included in the VHD.

Considerations:

e Before starting, ensure there is enough space on the host to recover the guest.

e This process will perform a full recovery to the rapidly recovered guest, not to the original guest.

To perform a full recovery of a rapidly recovered VM:

1. Select Perform Full Recovery.
2. Select OK to the confirmation message to start the full recovery.

3. Select a permanent storage location for the recovered VM, and create a folder in this location to
recover the data to. For example, select a location where you store the other guests on the host.

Hyper-V recovery 11
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The VM's virtual disks and configuration files will be recovered to this location. The full recovery
results in a clean copy of the guest data that includes all changes accumulated while the rapidly
recovered guest was running.

Backup

hle ™ A H o

I:@Re

Creak

BackupAssist

Browse for Folder

Powered by RecoverAssist ‘2}

TECH-SRV2012R2 - Ref
9432015 10:39 PM
"Full backup" 8/20/201

F

-
¥
Created:

From backup: recovered to,

Please select an empty Folder the Hyper-y Y1 will be

1M Computer

Perform Full R

Turn off and perform a f
Changes made to the R.

x3

Recover

Re

Recay|

Discard the R;

I |=5_ Lacal Disk {C:)

by Mew Volumne (D:)

Iy e Volume (E:)

[ &% DVD RMW Drive (F:) Recoverbssist
[+ Daily 1(G:)

Turn off and discard cha

[«

Help 2

le media
ilation disk

rhine and load

ecovered VM

ECH-

Close

bootable media is different to the version of Windows in the backup.

‘You may not be sble ko perform a RecoverAssist recovery of a physical machine, if the version of Windows used to create the

Figure 12: Full recovery of a rapidly recovered VM

4. Select OK and the full recovery process will begin.

A progress bar will appear while the recovery is in progress, and a confirmation message will appear

once the recovery has been completed.

Discard the Rapid VM

This will stop the rapidly recovered guest, discard any changes made to the guest’s data since it was
rapidly recovered, and remove the guest instance from the Hyper-V Manager.

When you select Discard the Rapid VM, you will be prompted to confirm that you want to delete the

VM data.

9 The ¥k is now turned off,

Do youwant to proceed with the deletion of the Wi data,

e

After the rapidly recovered VM has been discarded, you still have the option to perform a Full VM

Recovery using the backup.
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