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Introduction

This whitepaper will outline the setup of four NAS devices that will provide BackupAssist with an Rsync data host.
The data host will be configured so BackupAssist for Rsync can connect and upload your data via either an
Rsync daemon or Rsync via an SSH tunnel to the NAS device.

For the purposes of a turnkey Internet backup solution, we strongly recommend the QNAP for two reasons:
first, it is the only one that supports secure Rsync — that is, running Rsync over SSH (the same encryption
technology as https); and second, it is very easy to setup and configure, whereas other devices require more
effort.

None of these devices are endorsed by BackupAssist, they are only devices that we have tested with
BackupAssist for Rsync and are capable of accepting an Rsync connection from BackupAssist for the purpose of
data transfer.

Hardware Setup Instructions

QNAP TS-209

This setup guide begins with a QNAP TS-209 with factory default settings.

1) Begin by setting up your NAS as per the ‘out-of-the-box’ instruction. This include adding disks, powering
the device up and connecting it to your network.

2) Insert the setup disk into a workstation on the same network as the QNAP, install and run the QNAP
Finder.

3) Once QNAP finder has located your QNAP click on the entry in the table, then click ‘configure’ (see
below). This will begin the QNAP setup wizard that will guide you through setting up the device. During
the wizard you will be required to change the Admin account password as well as set up the network
interface. It is important during these steps you take note of the password and IP address for the QNAP.

QNAP Finder =3

Servers Connect  Settings Toaols Help

Server Type

MAC Address
| 21.0 {0904T; | TS-209 0

| 00-08-8B-8B-F4-4E

Connect || Configure || Details | Refresh Ezit
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4) After you complete the setup wizard your default internet browser will be launched and the below page

5)

will load. Click “Administration” and enter the administrator account details.

2l NAS - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help
A i TP =
) o 7 @) S . B m - T 3
O ©- N [@ 6 Lot frrome @3- 5 - 2E B
Adcress &) http:/1192.168.1.62:8080findexnas. caiPcounter=1231164143 =

sdministration | » Change Password [ S50 login English &

A

TS-209

eb File Manager

. Web Server

ultimedia Station

=

Download Station

. Surveillance Station

Welcome to Turbo Station
Thank you for using QMAP Turbo
Station. Turbo Station provides

A reliable and high capacity network attached
storage server
« Share your storage over Microsoft and Apple

Aivsmeifimd mmmlin i mn

<

@ javascript:;

' Internet

Once at the main page, click ‘Remote replication’ under the ‘System tools’ heading. Once the page
loads, check the tick box marked “Allow remote Rsync server to back up data to NAS”, then click “ok”.

Close the window to log out.

23 baONAP - Microsoft Internet Explorer,
Fila

Qu-Q-HEAG

Edt View Favortes Tools Help

pSEarch *Favnvites & D’:{- ; = - & S

Links »

EJeo

System Tools

« Alert Motification - Remote Replication

By using this function, you can back up the data on the local server to a remote server
of the same MNAS series, and also allow backup from remote server to the local server,

Restart/ Shutdown

Hardware Settings

+ UPS Port Mumber:

Hard Disk SMART Enable backup from a remote server to the local host,

Systern Update Allows remote Rsync server to back up data to MAS |

LSE one touch copy backup

Change Logo

Back up to an external storage
device

Remote Replication

Backup/ Restoref Reset
Settings

| Tewr H Edlit H De\ete‘

1P Fiter

Job Marne Schedule Status

MNetwork Recycla Bin

Remate Login
QPKG

There is no existing replication schedule,

&] Dore

#® Tnternst
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You should now configure the BackupAssist client to use your NAS data host. Install BackupAssist v5.1 or later.
You will have a free 30 day trial, but beyond this trial period, you will need to purchase a licence for
“BackupAssist for Rsync” to continue using it.

1. Once BackupAssist is installed you will need to create a new BackupAssist backup job.
i. Launch the BackupAssist console and choose File > New backup job from the top menu.

ii. Select Rsync as your Backup type and click Next (see screenshot below).

BackupAssist - Create job

\E!a How do you want to backup? @
Select the bype of backup job you would like to create h
System backup Application backup
<
g E
o) W 't e} =
NTBackup Windows Exchange
Imaging Mailbox
- Files & system state - Complete disk image - Individual mailbos backups
- 2003, 2000, SB5 & =P only - Server 2008 & ista only - Group by period for easy
- Exchange 8.50L* archiving
*Qnly available after wizard
File backup

ri!j 3
e} ‘ @ o =
File: S0L
Replication
- Files and directaries - Files and directaries - Transaction log backups
- Mirrar or backup - Mirror or backup - Multiple daily backups

- Suits internet and netwark.
destinations

Rsync

&) More about backup methods

ii. In the Rsync Server options section (see screenshot below), complete the following:

a. Enter your Rsync server name (or IP address), and choose “Rsync over SSH”. This option
ensures that your data is encrypted over the wire.

b. Under “Path on server”, type in the path to your backup directory. For the QNAP you will want
to write you backup data to a sub directory in the /share/ path i.e. /share/backups/ for ease of
access.

Note: It is best to use a new, empty directory for this path. The parent directory must exist,
but the sub directory will be created when the job is first run, i.e. /parent/sub_directory/.

c. Enter the account name “admin” as your username

d. Click ‘Register with server...” You will be prompted to enter your password, and, once entered,
BackupAssist will create a public/private key pair to authenticate you to the data host. This will
be the only time you need to enter your password. If successful, a message will appear to the
right of the ‘Register with server...” button.

e. Click the ‘Test connection...’ button to test communication with the Rsync server.

To gain access to you data, you can access the /share/ directory in one of two ways:

As a network share: Simple type \\[Server IP]\ into (start > run) and you will be presented with the contents of
the /share/ directory/

Via FTP: By default the QNAP runs an FTP server on port 21. To access this simple go to your web browser and
type into the address bar ftp://[[SERVER IP]/. You will be prompted for the Admin account details before you are
able to access your data.
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Netgear ReadyNas NV+

Note: Since conducting our testing, Netgear have released the Pro Business, NVX and 2100 models which
our customers tell us support Rsync over SSH. Some of the following steps may not be applicable to these
models.

This setup guide begins with a ReadyNas NV+ with the factory default settings.

1.

2.

Start by setting up your NAS so that you are able to access the web-control panel.

Once you have the device RAID operational, open a browser window and navigate to https://[netgear
IP]/admin and log in using the admin account.

Note: the IP of your NAS can be found by looking at the small display located at the bottom of the NAS
device. If this display is blank, briefly press the power button to activate it.

From the ReadyNas control panel click ‘Setup Wizard’ to begin the setup process. During this process
there are a number of key steps required to allow BackupAssist to connect to the ReadyNas via Rsync,
which are outlined below. Some of the setup, however, will be specific to your own network and is not
covered in the scope of this whitepaper.

Time date region: User set
Email contact settings: User set

IP config settings: User set — you need to ensure, however, that this subnet is reachable by your
BackupAssist machine.

Gateway settings: User set — these need to be setup correctly in order for the NAS to have access to the
Internet so as to make use of Rsync over a WAN.

Password creation: The password you create in this step will be used by BackupAssist to connect to
Rsync that will be running on this NAS.

File sharing settings: Depending on how access to the internet is configured on your network you may
need to alter these settings.

Protocols: Here you will need to enable the Rsync protocol on the ReadyNas. To do this, simply tick the
box marked “Rsync, a popular incremental backup protocol used in Unix and Linux environments.”

Streaming services: User set
Add-ons: User set
Shares on RAID Volumes: No changes need to be made on this window.

Add shares: You will need to create a new share for your Rsync data to be stored. In this example we
have created a share called “rsyncdata” with no size limit (data quota).

Enter the share names and descriptions you wish to add. You can optionally specify a share password and
share-level disk guota. Disk guota value of 0 disables quota enforcement.

Marme Description Password [optionall  CQuota (MB)

rsyncdata Rsync u}

o e a
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USB Printers: User set

Registration: User set

4. Once the wizard has been completed, click the ‘Advanced Control’ button, then expand the “Shares”
menu and click “share listing” to access the view below.

r -
L]
NETGEAR ReadyNAS NV+
ke Share List [EERIETCE
Shares Home Refresh Help Lagaut
+ Network
* Securi
: SR Shares on RAID Yolumes
+ Services
+ Volumes
- Shares Click on the access icon to customize the access control. Place the mouse cursor over the icon to
Share Listing dizplay the current access level in the status bar, Quota values of 0 disables quota enforcement. For
] instruction on how to access the shares, click Help,

* Backup

* Printers Share Name Description Fassword Used Quota {(MB) CIFS AFP HTTP/S Rsync

> System |bac:kup ||Backup Share | | ‘ o |D | @ BT @ @ F

& Status |media ||Media Server Share | | ‘ o |El | ET @ @ O
[rsyncdata | [Rsync i | oo | @ @ @ @ F

Shares on USB Storage Devices

Mo USE shares exist, Flug in a USE storage device and click Refresh to display a USE share.

[ Advanced Control ] [ Setup Wizard ]

[ Sun Dec 21 15:08:26 2008 |

o[ seco [ e e8] o

5. Under the “Rsync” column click the document icon that corresponds to you Rsync data share (in this
case, “rsyncdata”) to access the Rsync connection options.

6. Enter the username and password that BackupAssist will use to connect to your Rsync server.
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CIFs | &FP | HTTR/S |  Rsync | Advanced Options |

Share Mame: rsyncdata Default Access: | Readfwrite (v

Share Access Restrictions

Share access for the file protocol can be restricted using the access listis) below,

Separate entries with comma
|:| Hosts allowed access: |

Rsync Password Option

You can elect to set one or more login users and passwords for rsync access to this share, The
user names are specific to reync and need not be user accounts on the NAS,

Enshle password protection

Rsyno user 1: |backups | Password: |uouu |

Rsync user 2: | | Password: | |

You will also need to change the following settings on this screen:

Default Access = Read/Write

Enable password protection = enabled

Apply these settings then log out of the console.

You are now ready to link the BackupAssist console to your NetGear ReadyNAS.

To configure the BackupAssist client to use your Windows data host first install BackupAssist v5.1 or later.

You will have a free 30 day trial, but beyond this trial period, you will need to purchase a licence for
“BackupAssist for Rsync” to continue using it.

Once BackupAssist is installed you will need to create a new BackupAssist backup job:

Launch the BackupAssist console and choose File > New backup job from the top menu.

Select Rsync as your Backup type and click Next (see screenshot below)

BackupAssist - Create job

£

%) How do you want to backup?
£ &

Select the kvpe of backup job wou would like to create @
System backup

Application backup

A Y
o E
o) 2 1 o) -

MNTBackup windows Exchange
Irnaging Mailbo
- Files & system state - Complete disk image - Individual mailbox backups
- 2003, 2000, SES & XP only - Server 2008 & Vista anly - Group by period For easy
- Exchange & 50L*

archiving
*Orly available after wizard

File backup
Ol E
O ‘ ® 2 (SR
File S0L
Replication Rsync
- Files and directories - Files and directories - Transaction lag backups
- Mirrar o backup - Mirrar or backup - Multiple daily backups

- Suits internet and network,
destinations

/& More about backup methods
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iii. Enter in your Rsync server name (or IP address), and choose “Rsync Daemon”. This option will not
encrypt your data.

iv. Under “Path on server”, type in “rsyncdata”

v. Then enter in the Username: Admin and Password for this account to access the ReadyNAS. In our
case Backups and the appropriate password.

vi. Click the “Test connection...” button to test communication with the Rsync server

BackupAssist - Create job

\E_!. Rsync server settings @
Set up your Rsync server "

O Backup type Rsync Server: |192.168.1.82 |

(o 15 atio Server bype: |Rsync Daemon R |

&) About Rsync Server types

© Choose schedule Part: a73 v

. Path on server: |rsyncdata |

Start with the module name, then the relative path. eg. backups/Server/data

@ Files and folders Username: |bacl0_|ps |

Password: |******* |

@ riotifications

@ Frepare media

[ Test connechion...

@ Mame your backup

Drobo revl

This setup guide begins with Drobo rev1 with the factory default settings.

1.

Begin by setting up your Drobo as per the manufacturer’s instructions, ensuring that you have enabled
your Drobo to run DroboApps by completing the following:

i. From the Drobo Dashboard open "Advanced Controls" and choose the "Tools" tab

ii. Click "Setup" from the DroboShare section and select the "DroboApps" tab

iii. Check "Enable DroboApps"

You will then need to download the Drobo Rsync client and place the downloaded file in the DroboApps
folder of your Drobo. Client available from http://www.drobo.com/droboapps/downloads/index.php?id=12

To finish the installation of Rsync on your Drobo you will need to reboot it.

After you Drobo has restarted use a file browser to navigate to the DroboApps/Rsync/ directory and, using
a plain text editor (such as notepad or wordpad), open the rsyncd.conf file. Under the [DroboQ] entry
replace all entries with the following and save the file:

path = /mnt/DroboShares/Drobo
comment = Drobo Share

read only = false

Note: we assume here that your main Drobo share is called "Drobo", which is the default name given by
the Drobo client software.

You are now ready to link the BackupAssist console to your Drobo device.


http://www.drobo.com/droboapps/downloads/index.php?id=12
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5. To configure the BackupAssist client to use your NAS data host, first install BackupAssist v5.1 or later.
You will have a free 30 day trial, but beyond this trial period, you will need to purchase a licence for
“BackupAssist for Rsync” to continue using it.

6. Once BackupAssist is installed you will need to create a new BackupAssist backup job.

i. Launch the BackupAssist console and choose File > New backup job from the drop-down menu.

ii. Select Rsync from job type choices and then click Next (see screenshot below)

BackupAssist - Create job

\B How do you want to backup?

Select the bype of backup job you would like to create

System backup

o) |
NTBackup
- Files # system state

- 2003, 2000, 5B & 2P only
- Exchange & SQL*

*COnly available after wizard

AP
vt
5:
Windows
Imaging
- Complete disk image

- Serwer 200G & vista only

Application backup

N -

Exchange
Mailbas
- Individual mailbo:x backups
- Group by period For easy
archiving

File backup

- &

Replication

- Files and directories
- Mirror ar backup

@ More shout backup methods

- B
Rsync

- Files and directaries
- Mirror ar backup

- Suits inkernet and network

destinations

. 3

SQL

- Transaction log backups
- Multiple daily backups

< Back

iii. Enterin your Rsync server name (or IP address), and choose “Rsync Daemon”. This option will not

encrypt your data.

iv. Under “Path on server”, type in “Drobo0”

v. Then enter in the Username: Admin and Password for this account to access the Drobo.

vi. Click the “Test connection...’
(see screenshot below)

BackupAssist - Create job

=

button to

Rsync server settings
Set up your Rsync server

test communication with the Rsync server.

O Backup type Rsync Server:

[192.186.1.83

|Rsync Daernon

]

&) About Reync Server bypes

573 A

|dr0b00

Start with the module name, then the relative path. eg. backups/Server/data

|admin

[o) Server bype:

QO Choose schedule Port:

) Path on server:

@ Filzs and folders Username:
Password:

|********l

Fegister with server...

[ Test connection...

2 wour backup

Synology Disk Station DS 408

This setup guide begins with a Synology Disk Station with the factory default settings.

1. Being by setting up your Synology using the quick setup guide, making sure to specify a password for the

'Admin' account when prompted.

10
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Once the setup has been completed, use the Synology Assistant to access the HTTP management
console.

From your Synology's management console there are a number of things we need to setup:
i. Creating a partition:
a. Click storage > volume from the Synology management console

b. Then choose Create from the volume management window and follow the wizard (please note
for this example we are using volumel for all of our storage, you can change this as you see fit)

A Synology Disk Station - DiskStation - Microsoft Internet Explorer
Eile Edit ‘iew Favorites Tools Help -”

@Back - O B @ (’;] pSearch *Favorltes @ Bv E; v - |_J @ ﬁ ..ﬁ
address | hitp: /192,168, 1,60:5000/webmanfindex.cgi v Gn Links >*

Sym Disk Station ] - Wielcame admin | Lagout

Disk Station < | Home >3 Storage >3 Yolume ?

.ﬁHome Restart -

=<3 Infarmation =

8 Status Yolume

‘\:‘\:Egut \AGetInfo | ChCresie o Renar | g4 Remove
=25 Bystem Eexpand | @ Uporade | E8Add Disk | # Beep off

5 Metwork

[ Language

# PPPoE

() Time

¢ Motification

|3 Power

¥ Restore Defaults

5 Firmweare Update
=5 Privileges

£ user L

@Gruup

[ Shared Folder
= Storage

[Z)HDD Management

ﬁbm +wii Synalady. com
=5 Metwork Services

[\ Ainihd s O

ii. Enabling Terminal Services:

Volume = Type Status Completed Capacity Available

Mormal 7041GB

a. To do this click Network services > Terminal from the Synology management console and
enable the checkbox marked “Enable SSH service”

23 Synology Disk Station - DiskStation - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help \#

eBack - -J B @ (h pSearch *Favurites @ B' ,:_\‘ i ~ |_J @ ﬁ ..ﬂ
Address @http:,ifl‘?Z‘lﬁﬂ‘1.EU:5UUU)’WEhmanﬁ'IHdEX‘Egl v Go Links **

Disk Station [ - Welcome admin | Logout

Disk Station < Home >3 Network Services > Terminal ?
.ﬁHome Restartv

£ user L T il

@ Graup erminal

[ Shared Folder Terminal Service Options
1= Storage Use Terminal service to login and manage your system

Z!HDD Management

L volume [] Enable Telnet service
=5 Network Services

EWWME‘C 03 Enable S5H service

FTF

@4 b Senices
i biTunes
@Ez—lntemet
# Surveillance Station HUSYNOI0gY.com
L.| Terminal
=3 Backup
& Configuration Backup
4 Local Backup
¥ Network Backup
W= Metwork Backup Service
(CJExternal Devices
(1 Download Station

iii. Enabling Network Backup (Rsync)

11
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a. To do this click Backup > Network Backup Service from the Synology management console
and enable the checkbox marked “Enable network backup service”

3 Synology Disk Station - DiskStation - Microsoft Internet Explorer

File Edit %ew Favorites Tools Help a'

@Ea(k - Q@ @ @ \4_;} pSEarEh ‘?‘:‘?Favurites & [;f{- :\ﬁ fw - _J @ ﬁ 32

Address @ http://192,168. 1,60:5000/webman/index.cgi v| Go  Links >
=

Disk Station

miHome | [0)Restart »

>

=3 Privileges
£ User
M oroup
[ Shared Folder
=3 Storage
2 HDD Management
“hvolume
(=3 Network Services
=Iwiniac 05
@FTP
OWEh Sernvices
[ Muttimedia
i biTunes
@ Ez-Internet
P Surveillance Station
& Terminal
=5 Backup
4 Configuration Backup
o* Lacal Backup
.)f_t.Netwurk Bac
L Metwark Bac
® ] External Devices
@ [ Download Station

MNetwork Backip Service

Network Backup Service

backup to Disk Station,

<« | Home > Backup > Network Backup Service ?

Enable this option to allow a Synology server or a rsync-compatible server to perform netwaork

Enable network backup service

Wielcome admin | Logout

ey, SYnology.com

Take note of the IP address of the Synology (found under Information > Status)

Using an SSH Terminal Service provider such as Putty (URL for putty) log into an SSH session on your

Synology, using:
i. The IP address noted during step four.
ii. The user name: root

iii. The password of your Admin Account.

Once you have logged into the terminal you will need to modify the Rsync config file to allow
BackupAssist to connect to the Synology and place the data in the correct directory. You will also need to
modify the home directory of your Admin user to the backup directory.

i. From the terminal enter the following:

vi /etc/passwd

ii. Then using the arrow keys locate the following line:

admin:x:1024:100:System default user/volumel/@database/:/bin/sh

iii. Using the ‘X’ key to delete characters make the line as follows:

admin:x:1024:100:System default user/volumel/:/bin/sh

iv. the press ‘shift’ +'z' twice to save and exit.
You will now need to modify your Rsync config file to point it to the backup directory.

i. Enter the following:

vi /etc/rsyncd.conf

ii. Then press ‘i’ to edit the file in text mode, and modify the line under [Netbackup] to be the following

12
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Path = /volumel/NetBackup/

ii. Press ‘esc’ then ‘shift’ +'z’ twice to save and exit.
8. You now need to stop and start the Rsync service on the Synology to affect the changes you have made:
i. Enter the following:

pPs aux

This will present you with a list similar to that shown below. You will need to kill the process using
the process ID; in this case it is 5521.

avno/apache/confi/h

ii. To kill this process, locate it in the list and with your process ID type the following:
kill 5521
Where 5521 is your Rsync process ID

iii. Then you will need to restart it with the following line

/usr/syno/bin/rsync --daemon

iv. Then type:

Exit

You are now ready to link the BackupAssist console to your Synology NAS device.

9. To configure the BackupAssist client to use your NAS data host first install BackupAssist v5.1 or later.
You will have a free 30 day trial, but beyond this trial period, you will need to purchase a licence for
“BackupAssist for Rsync” to continue using it.

10. Once BackupAssist is installed you will need to create a new BackupAssist backup job.

i. Launch the BackupAssist console and choose File > New backup job from the drop-down menu.

ii. Select Rsync as the Backup type and then click Next (see screenshot below).

13
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How do you want to backup?
Select the bype of backup job you would like to create
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@ Prepare media

ri‘j
@ N backup o ‘ o B
File <
Replication Rsync

System backup

- Files # syskem state
- 2003, 2000, SB5 & ¥P only
- Exchange & 5QL*

*Orly available after wizard

Y&
=$ *‘ 3

O N =
NTBackup Windows
Irnaging

- Complete disk image
- Serwer 200G & Yista only

File backup

- Files and directaries
- Mirror or backup

@ More about backup methods

- Files and directories

- Mirrar or backup

- Suits inkernet and netvark
destinations

Application backup

N -

Exchange
Mailbii

- Individual mailbox backups
- Group by period For easy
archiving

3

SQL

- Transaction log backups
- Multiple: daily backups

< Back

Mext >

Lancel

Enter in your Rsync server name (or IP address), and choose “Rsync Daemon”. This option will not
encrypt your data.

Under “Path on server”, type in “NetBackup”

Then enter in the Username: Admin and Password for this account to access the Synology.

i. Click the

“Test connection...’

button to test communication with the Rsync server.

14

(see screenshot below)

BackupAssist - Create job
Back

Rsync server settings
Sek up vour Rsync server

=

© Backup type

Rsync Server: |192.168.1.80 |
[o) Server type: |Rsync Daemon v |
) About Rsync Server bvpes
© Choose schedule — a73 2
- Path on server: |NetBackup |
Start with the module name, then the relative path, eg. backups/Server/data
@ Files and F Usernamme: |admin |
Password: |**** |

Fegizter with server. ..

[ Test connection... ]

our backup
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Troubleshooting and Support

Appendix
Data host — the server that has been set up to host backup data
Client — the machine that BackupAssist is installed on, that sends data to the data host

SSH Authentication — For SSH communication, we use a public / private key method of authentication meaning
that you will only be asked for your password once (when registering with the server), and your public key will be
uploaded to the server, enabling BackupAssist to log into the server in the future in a secure, password-less
manner. For more information on public / private key authentication, visit the following Wikipedia article.

Wikipedia Public Key Cryptography

Daemon Authentication — For Daemon mode, your password is stored in encrypted format by BackupAssist
and provided every time the backup runs. When running in Daemon mode, traffic will be unencrypted. For this
reason, we recommend that you only use this closed network environments, such as LANs or WANs connected
by a secure VPN. Note that VPNs inherently encrypt communication between nodes, so using Rsync in Daemon
mode over a VPN is still secure.

Troubleshooting

Test connection failed: Ensure that you are able to ping your Rsync server from your BackupAssist server and
you have opened up the appropriate ports on your firewall.

Register with server failed: Ensure that you have the correct username and password as setup on your Rsync
server.

When using Rsync over SSH you are repeatedly asked for your password during the ‘register’ phase:
Ensure that you have removed the ‘Deny local logon’ entry for your local machine, or in domain policy.

Support details

Thank you for taking the time to view this Whitepaper. If you have any enquiry about BackupAssist or the Internet
Backup add-on please contact us via email: support@backupassist.com
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